XYZ Port Facllity
Maritime Security Exercise

Controller Briefing

date




Interfacing with ship
security activities

Exercise FE25



Interfacing with ship security activities

Scope

« Schedule

e AIm

 Objectives
 Required attainments
 Controllers

o Participants

e Exercise Format

« Exercise Product

e Scenario

« Controller Tasks

Master Events List
Communications
Code Words
Safety

Resources
Debrief



Interfacing with ship security activities

Schedule

o Start:

« Estimated End:
« Location:

e Debrief:

* Report by:
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interactions v 1hIpS in relation to
securlty matters In order to enhance
their competence in managing the
maritime security task
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ODbjectives

* To provide familiarisation training in ship
security systems

e To validate the Port Facility’s procedures for
Interfacing with ships on maritime security

* To practice the command, control, coordination
and communications for security activities both
within and beyond the Port Facility
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Required Attainments

Participants will be able to

 |dentify and explain the
main characteristics of
ship security systems

 Interface successfully with
ships on maritime security
matters
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Exercise Director

Operations Manager, Mr. BBB

Control Team

e Chief Controller: Deputy Ops Mgr, Mr. AAA
e High Controller (Ops): Safety Mgr, Mr. DDD

 Low Controller: Snr Security Sup, Mr. XXX
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Participants
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Exercise Format

e This exercise Is to be conducted as a
briefing and demonstration of ship
security systems for the benefit of Port
Faclility security staff

* This will be followed by a tabletop
simulation “execution” phase where
participants will respond to controller
“Injects” of incidents
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Exercise Product

Participants should implement
measures and procedures for
Interfacing with ships that may arise
as a result of the exercise,

and are not previously
covered in the PFSP
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Scenario

Narrative

» Deteriorating economic situation has caused
dissatisfaction among the population

e Rebel militants determined to overthrow
government

 Government forces inadequate
* Robbery on ships in port; kidnapping

* This Port Facility plagued by petty cargo and
ships stores theft
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Controller Tasks

TABLETOP SIMULATION

* To Introduce Injects to trigger participants’

responses =
AN

* To record observations and
recommendations
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Master Events List

SERIAL | TIME FROM HIGH CONTROL INJECT / PARTICIPANT'S EXPECTED
NO. LOW CONTROL RESPONSE RESPONSE
DEV(EK
001 0900 | Ship Briefing and tour of ship security systems Attend
002 1300 | High Control | Issue of Narrative To read
(0[0K] 1310 | Ship/High MV AAA is scheduled to enter port in 3 days To determine Security Level
Control maintained by MV AAA.
To inform MV AAA of Port
Facility’s Security Level
004 1320 | Ship/High MV BBB, entering the Port Facility tonight, To inform MV BBB that the Port
Control reports that she is at Security Level 2 Facility is at Security Level 1. To
request Continuous Synopsis
Record (CSR) from MV BBB.
(0]015) 1330 | Ship/High MV BBB requests exchange of DoS To contact MV BBB to discuss
Control requirements for the exchange of
DoS
(0]0]5) 1340 | Ship/High MV CCC alongside at the Port Facility reports To interview wharf security guards.
Control that a new TV set delivered with her ship stores To review surveillance video

this morning is missing
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Master Events List

SERIAL | TIME FROM HIGH CONTROL INJECT / PARTICIPANT'S EXPECTED
NO. LOW CONTROL RESPONSE RESPONSE
007 1350 | Ship/High MV DDD contacted main entrance security to To check with main entrance
Control verify the identity of a visitor security

008 1400 | Low Control | The visitor had earlier claimed at the main To ask MV DDD or send security
entrance to be visiting MV CCC to attend to staff to verify if the mistaken ship
pump repairs was inadvertent or intentional,

contents of the visitor’'s bag(s), etc.

009 1415 | High Control | Designated Authority informs Port Facility that To implement Security Level 2
Security Level 2 has been declared for the port measures
in view of the importance of this principal port,
and the deteriorating security situation in the
area

010 1425 | Low Control | Wharf security reports a local fisherman in a To remind wharf security to warn
small boat traveling past the Port Facility fisherman to keep clear

011 1440 | Low MV DDD ship’s horn is sounding repeatedly but | To send security guards to MV

Control/Ship

the ship is not moving or scheduled to move.
Telephone call from MV DDD reports she is
under attack by robbers

DDD
To contact Police and Marine
Police for assistance




Interfacing with ship security activities

Master Events List

SERIAL | TIME FROM HIGH CONTROL INJECT / PARTICIPANT'S EXPECTED

NO. LOW CONTROL RESPONSE RESPONSE

012 1500 | Low Control | MV CCC SSO has brought in a female stowaway | To report the case in accordance
to the security control centre. The SSO says that | with PFSP procedures
she was found trying to sneak out from among
the crates of ship stores embarked this morning.

013 1505 | High Control | Telephone call from Designated Authority To send security guards to MV
operations centre reports that MV CCC’s SSAS CCC. To contact MV CCC by
has been activated and Police and Marine Police | telephone, radio
are on the way

014 1510 [ High Control | Telephone call from MV CCC'’s ship agent To determine if two ships are
reports that MV CCC’s SSAS has been under attack
activated, and requests assistance

015 1515 | Ship/High MV CCC SSO contacts Port Facility to report To report to Police, Marine Police

Control that MV CCC is not under attack, but activated and Designated Authority

her SSAS to get assistance for MV DDD after
noticing boarders from the fishing boat climbing
up MV DDD with weapons

accordingly
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Communications

e Messages
 Emall

 Telephone
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Code words

CODE WORD MEANING
Exercise Trojan Horse Exercise name (example only)
Exercise Start The exercise is to commence
Exercise Suspend The exercise is temporarily suspended
Exercise Go The exercise is to resume from where it was suspended
Exercise Stop The exercise is to be terminated (prematurely)
Exercise End The exercise is completed
For Exercise The message or statement that follows this preamble relates to the exercise only, and

is not to be confused with real activity. This should be used to prefix all telephone
or radio communications relating to simulated events for the exercise e.g. “For
exercise, | am from the Black September terrorist group. A bomb has been placed
in your lobby.”

No Duff The message or statement that follows this preamble relates to a real event or
instruction e.g. “No duff, Mr. KLJ has fallen and cut his hand at the Restricted
Area Gate 3. Please send a vehicle to pick him up.”
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Safety

* No special safety considerations
are expected for the demonstration
and tabletop simulation
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Resources

e Ship:
e Main Conference

Room:

e Operations Control
Room:

Ship security systems

Participants’ planning
room

Exercise control and
execution
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Resources

Higher Controller (Ops) to arrange for:
e Ship

— Avallability of the ship’s security systems

— Chief Officer (or other) responsible for
security systems management at hand to
give a briefing on the systems

— Designated Authority (or other) staff to
provide an overview of ship security iIssues
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Resources

Higher Controller (Ops) to arrange for:
o Port Facllity
— Plan of the Port Facility
— Map of the Port Facility precinct
— Laptop, projector and screen
— Wyteboard and supply of wyteboard markers

— Photocopier and stationery
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Debrief

»

« Location:
e Secretary:

e Attendance
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end

Any questions ?
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