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15 DECEMBER 2003 

NAVIGATION AND VESSEL INSPECTION CIRCULAR NO. 04-03 

Subj: 	 GUIDANCE FOR VERIFICATION OF VESSEL SECURITY PLANS ON DOMESTIC 
VESSELS IN ACCORDANCE WITH THE REGULATIONS MANDATED BY THE 
MARITIME TRANSPORTATION SECURITY ACT (MTSA) OF 2002 AND 
INTERNATIONAL SHIP & PORT FACITLITY SECURITY (ISPS) CODE 

Ref: 	 (a) 33 CFR Part 101 
(b) 33 CFR Part 104 
(c) International Ship & Port Facility Security (ISPS) Code 

1. PURPOSE. This Navigation and Vessel Inspection Circular (NVIC) introduces guidelines for 
implementing the security regulations mandated by the Maritime Transportation Security Act of 2002 
(MTSA) and the International Ship and Port Facility Security (ISPS) Code on domestic vessels and 
vessels not subject to the International Convention of Safety of Life at Sea (SOLAS).  The guidance 
contained herein is needed to conduct verification inspections on affected U.S. vessels that operate 
domestically, and to issue an International Ship Security Certificate (ISSC) for vessels to which 
SOLAS Chapter XI-2 applies. This guidance should also be used to verify compliance on any 
foreign vessel that is not subject to SOLAS that must also submit a plan for Coast Guard approval.  
Foreign vessels that are subject to SOLAS should not submit a plan to the Coast Guard. 

2. ACTION. 

a. 	 Captains of the Port (COTP) and Officers in Charge, Marine Inspection (OCMI) are encouraged 
to bring this circular to the attention of marine interests within their zones of responsibility.  This 
circular will be distributed by electronic means only.  It is available on the World Wide Web at 
http://www.uscg.mil/hq/g-m/index.htm. 

DISTRIBUTION – SDL No. 140 

A 

B 


D 
E 
F 
G 
H 

a b c d e f g h i j k l m n o p q r s t u v w x y z 

8 5 150 1 1 2 5 

1 2 1 1 1 
2 

1 1 

C 

http://www.uscg.mil/hq/g-m/index.htm
mailto:fldr-g-moc@comdt.uscg.mil


 

 

 

 

 

 

NAVIGATION AND INSPECTION CIRCULAR NO. 04-03 


b. 	 Vessel and facility owners and operators may use this circular as guidance during verification 
inspections and for International Ship Security Certificate (ISSC) certification inspections.  
These guidelines may be applied to verify compliance with the Vessel Security Plan (VSP) or 
Ship Security Plan (SSP) when verifying compliance and used during drills conducted to ensure 
crew competency. 

3. 	DIRECTIVES AFFECTED. None. 

4. BACKGROUND. 

a. 	 The ISPS Code was developed to establish a set of international security-oriented regulations 
relating to vessel and port facilities. The ISPS Code facilitates cooperation among facility 
operators, vessel crew, vessel owners and operators, classification societies, flag States, and port 
States. The ISPS Code is separated into two parts: mandatory requirements in Part A and 
recommended guidelines in Part B.  Each vessel must fully comply with all requirements 
outlined in Part A, while Part B offers guidance for various methods of compliance.  The 
guidelines in Part B must be taken into consideration, but should not be considered as 
requirements when verifying compliance with the ISPS Code.  Flag States must ensure that each 
vessel to which the ISPS Code applies is in compliance by conducting an on board verification 
inspection. The inspection entails reviewing the vessel and crew’s compliance with an approved 
Ship Security Plan (SSP). An ISSC is issued if the vessel is found to have no deficiencies. The 
international standard requires a vessel and crew to be in full compliance with the ISPS Code 
before an interim ISSC or ISSC can be issued.  To this end, inspectors must be well versed in the 
ISPS requirements to ensure that all measures are enforced.  Regardless of when the voyage 
began, any SOLAS vessel (i.e., meets the service and/or tonnage criteria) that is operating in the 
waters of a foreign country will be considered to be on an international voyage, that was begun 
in a port in the United States, and therefore is subject to the ISPS Code. 

b. 	 MTSA authorized domestic security-oriented regulations similar to the ISPS Code.  Like ISPS, 
regulations issued under MTSA created cooperation between facility and vessel owners and 
operators, security personnel, crew, and the U.S. Coast Guard (USCG). The USCG is 
responsible for verifying that each affected vessel complies with the regulations authorized by 
MTSA. Vessels that are not specifically regulated under 33 CFR 104, Vessel Security, must 
comply with 33 CFR 103, Area Maritime Security, which is addressed in separate guidance. The 
regulations also closely mirror the requirement found in the ISPS Code. Compliance with the 
maritime security regulation suite satisfies the requirements for ISPS as well, with the exception 
of the requirement for the Ship Security Alert System information. 

c. 	 Regulations issued under MTSA require the owner of each vessel covered by regulation to 
comply with an approved Vessel Security Plan (VSP).  (SOLAS vessels must comply with a 
similar plan called a Ship Security Plan (SSP).)  The requirements for facilities (33 CFR 105) 
and Outer Continental Shelf facilities (33 CFR 106) similarly require compliance with an 
approved security plan. The owner of a vessel not on an international voyage may chose to 
comply with an approved Alternative Security Program (ASP).  In verifying compliance with 
this plan, the inspector has three tasks: ensure that the vessel or facility complies with the 
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approved plan, ensure that the plan and assessment adequately addresses the security 
vulnerabilities, and verify that the measures accomplish the intended function.    

d. 	 Each vessel is expected to fully comply with the regulations issued under MTSA.  However, due 
to the variety of vessel types to which these requirements apply, the method that is used in the 
security plan to reach compliance may vary.  It is important to recognize that a deep draft vessel 
with a large crew, a small passenger vessel, and an uninspected towing vessel will each have 
unique security concerns and response capabilities. The successful performance of the VSP is 
the standard that must be achieved on any given verification inspection.   

5. DISCUSSION. 

a. 	 This circular is designed to guide an inspector through the security plan verification process. 
Enclosure (1) outlines (in checklist form) the process to follow when preparing and submitting a 
VSP for Coast Guard approval. 

b. 	 The general principles that an inspector may follow when conducting the VSP verification are 
contained in enclosure (2). This information covers broad policy issues that lay the foundation 
behind this program.  

c. 	 Implementation guidance is contained in enclosure (3), and may be used if clarification is needed 
when completing the verification.  Each heading is addressed in general terms.  Where needed, 
additional comments are provided in italics to address specific verification issues. 

d. 	 Background information, largely from the preamble discussion in the MTSA final rule, is 
contained in enclosure (4). While this information is helpful in discerning the intent of a 33 CFR 
104, reviewers should realize it only addresses topics that were provided as questions or 
comments to the rulemaking docket.  Nevertheless, the information is useful. 

e. 	 Vessels that are subject to SOLAS XI-2 must include certain information regarding a Ship 
Security Alert System (SSAS) in the security plan.  The information contained in enclosure (5), 
provides guidance on SSAS installations and technical specifications. 

f. 	 Information regarding Alternative Security Programs (ASP) is contained in enclosure (6). 

6. INFORMATION SECURITY. 

a. 	 Security assessments, security plans and their amendments contain information that, if released to 
the general public, would compromise the safety or security of the port and its users.  This 
information is known as sensitive security information (SSI), and the Transportation Security 
Administration (TSA) governs SSI through 49 CFR 1520, titled “Protection of Sensitive Security 
Information.”  These regulations allow the Coast Guard to maintain national security by sharing 
unclassified information with various vessel and facility personnel without releasing SSI to the 
public. Vessel and facility owners and operators must follow procedures stated in the 49 CFR 
1520 for the marking, storing, distributing and destroying of SSI material, which includes many 
documents that discuss screening processes and detection procedures.  
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b. 	 Under these regulations, only persons with a “need to know,” as defined in 49 CFR 1520.11, will 
have access to security assessments, plans and amendments.  Vessel owners or operators must 
determine which of their employees need to know which provisions of the security plans and 
assessments, and the owners and operators must restrict dissemination of these documents 
accordingly. To ensure that access is restricted to only authorized personnel, SSI material will 
not to be disclosed under the Freedom of Information Act (FOIA) under almost all circumstances. 

c. 	 When SSI is released to unauthorized persons, a report must be filed with the Department of 

Homeland Security.  Such unauthorized release is grounds for a civil penalty and other 

enforcement or corrective action. 


7. 	DISCLAIMER. While the guidance contained in this document may assist the industry, the public, 
the Coast Guard, and other Federal and State regulators in applying statutory and regulatory 
requirements, the guidance is not a substitute for applicable legal requirements, nor is it itself a rule.  
Thus, it is not intended to nor does it impose legally binding requirements on any party, including the 
Coast Guard, other Federal agencies, the States, or the regulated community. 

8. 	CHANGES. This NVIC will be posted on the web at http://www.uscg.mil/hq/g-m/nvic/index00.htm. 
Changes to this circular will be issued as necessary. Time-sensitive amendments will be issued as 
“urgent change” messages by ALCOAST, and posted on the website for the benefit of industry 
pending their inclusion in to the next change to this circular. Suggestions for improvement t of this 
circular should be submitted in writing to Commandant (G-MOC). 

THOMAS H. GILMOUR 

Rear Admiral, U.S. Coast Guard 


Assistant Commandant for Marine Safety, Security 

And Environmental Protection 


Encl: (1) Plan Review Guidance 
(2) 33 CFR 104: General Policy Discussion 
(3) Discussion of Specific Requirements of 33 CFR 104 
(4) Excerpts from the Preamble of 33 CFR 104 
(5) Ship Security Alert Systems 
(6) Alternative Security Programs 
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1. 	Overview 

An effective security program relies on detailed security procedures that clearly outline the 
preparation, prevention, and response activities to occur at each threat level to the 
organizations or personnel responsible for those activities.  These procedures should be 
documented in the form of an overall security plan.  While the security plan need not include 
all of the detailed procedures for the various activities, these procedures should be clearly 
referenced within the framework of the plan.  This latter step is necessary to establish a 
common link between the overall awareness, training, and execution of the security program. 

2. 	Vessel Security Plan Review 

A. The final rule on vessel security requires the review and approval of approximately 
10,600 Vessel Security Plans (VSP) for U.S. vessels.  This estimate does not include 
potential review of security plans for non-SOLAS foreign vessels calling on U.S. ports.  
Vessel owners and operators must submit their VSP to the Marine Safety Center (MSC) 
before 31 December 2003. The address for the MSC is: 

Marine Safety Center 

400 Seventh Street, SW
 
Room 6302 

Washington, DC 20590 

Voice: (202) 366-6480 

Fax: (202) 366-3877 


B. 	Submitters have the option of submitting paper or electronic copies (on Floppy or CD-
ROM) of their VSP to MSC.  The submittal and review status will be tracked in the 
Marine Information for Safety and Law Enforcement (MISLE) database.  The status of a 
VSP review will be available to submitters using the Coast Guard Marine Information 
Exchange (CGMIX) (http://cgmix.uscg.mil/psix/psix2/) system. 

C. 	To ensure that each VSP is processed in the most efficient manner, a three-stage process 
will be used, which is illustrated in figure (1-1).  This process will allow the Coast Guard 
to quickly return any plan for revision that is deficient, without the need to conduct a full 
plan review each time it is submitted.  The first review stage is to ensure completeness, 
and that the basic parts required for a VSP are included in accordance with 33 CFR 
104.405. The second stage will consist of a comprehensive review for compliance with 
vessel security regulations issued under MTSA, as well as an evaluation of any items 
identified as deficient in the first stage.  The third stage will ensure quality and 
consistency of the review process. 
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3. How Vessel Security Plans Will Be Triaged/Prioritized For Review 

Any VSP obviously lacking significant critical information will be returned immediately.  The 
MSC will attempt to review each complete VSP on a first submitted, first reviewed basis; 
however, vessels subject to SOLAS/ISPS Code (vessels in international trade) will be given 
priority.  The initial goal is to review all substantially complete plans within 60 business 
days of receipt, and to return incomplete plans to the submitter for revision within 30 business 
days of receipt. In the event that plans reviewed as satisfactory in their completeness cannot 
be comprehensively reviewed by the compliance date (1 July 2004), the final rules mandated 
by MTSA allows the MSC to issue an interim approval letter to the vessel owner.  Vessels 
subject to the ISPS Code must be in compliance with an approved plan to receive a certificate, 
which is why these vessels will be given priority for review. 
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4. Alternatives to Facilitate VSP Review by the MSC 

In order to facilitate/expedite a VSP plan review for owners/operators with more than one 
vessel, one VSP may be submitted to cover multiple vessels instead of a separate VSP for 
each vessel in accordance with 33 CFR Part 104. 

5. Option to Submit One VSP for Multiple Similar Type Vessels 

In accordance with 33 CFR 104.400(a)(6), an owner/operator may submit a VSP that covers 
more than one vessel to the extent that these vessels share similarities in physical 
characteristics and operations. Each “multiple-vessel” VSP must contain the vessel particulars 
for each vessel that the VSP applies to in an appendix. The name and official number must 
also be provided for each vessel listed in the appendix.  The key to the submission of one VSP 
for multiple vessels is that each vessel listed in the appendix of the VSP must share similar 
attributes of physical design, service, and operation. A Vessel Security Assessment (VSA) 
Report needs to address the vessels listed.     

6. Vessels Operating under an Approved Alternative Security Program (ASP) 

If intending to operate under an approved ASP, a letter signed by the vessel owner or operator 
is required to be submitted to the MSC in accordance with 33 CFR 104.115(b)(2).  This letter 
should specify the vessel name, official number, vessel type (e.g., tug, barge, casino, ferry, 
tank vessel, etc.) and the specific (G-MP) approved ASP being applied.  The letter should also 
state that the ASP is being applied in its entirety.  As a reminder, the ASP is not authorized for 
vessels on an international voyage. Detailed guidance regarding ASPs is contained in 
enclosure (6). 

7. Submission Of Plans for Foreign Vessels Subject to SOLAS 

In accordance with 33 CFR 104.115, owners or operators of foreign vessels subject to SOLAS 
and the ISPS Code must have security plans approved and verified by their Flag 
Administration or a Recognized Security Organization (RSO) on behalf of the Flag 
Administration, and must carry on board a valid International Ship Security Certificate (ISSC) 
issued in accordance with section 19 of Part A of the ISPS Code. This includes ensuring the 
vessel meets the requirements of SOLAS Chapter XI-2 and the ISPS Code, Part A, having 
taken into account the relevant provisions of Part B.  However, these vessels are not required 
to submit Vessel Security Plans to the U.S. Coast Guard for approval.  Furthermore, 
owners or operators of these vessels should not prepare or submit for approval a U.S. Annex 
to the VSP. 

8. Job Aid for Establishing Protective Measures 

The job aid contained in table (1-1) is a DRAFT of what will be used by the MSC to measure 
compliance with the requirements for an approved VSP.  Industry may find this information 
helpful when developing a VSP. 
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Table 1-1: Job aid for measuring compliance 

COMPLIAN 
CE 

YES 
(X) 

NO 
(X) 

104.205 Master 
a) Authority of Master to make decision to maintain the safety and security of the vessel. 
b) If there is a conflict between safety and security, Master can take action to best maintain 
the safety of the vessel. In such cases: 
1) The Master must notify the Captain of the Port (COTP). 
2) Security measures must be commensurate with the prevailing MARSEC Level. 
3) Owner/operator must ensure that conflicts are resolved to the satisfaction of the COTP or 
the Commandant (G-MP) for vessels on international voyages, and that recurrance is 
minimized. 

104.210 Company Security Officer (CSO) 
a) General. 
1) Owner/Operator must designate a CSO in writing. 
2) If more than one CSO, each CSO must have designated ships for which responsible. 
3) CSO may perform other duties including those of the VSO, provided he/she is able to 
perform required of CSO. 
4) The CSO may delegate duties, but the CSO remains responsible for the performance of 
those duties. 
b) Qualifications. 
CSO must have general knowledge through training or equivalent experience in the 
following: 
1) Security administration and organization of company's vessels; 
2) Vessel, facility and port operations relevant to that industry; 
3) Vessel and facility security measures, requirements at the different MARSEC Levels; 
4) Emergency preparedness and response and contingency planning; 
5) Security equipment and systems; 
6) Methods of conducting audits, and techniques for inspecting, controlling, and monitoring 
techniques; and 
7) Techniques for security training and education, including security measures/procedures. 
c) Responsibilities 
In addition to duties specified elsewhere, the CSO for each vessel must: 
1) Keep vessel appraised of potential threats; 
2) Ensure a Vessel Security Assessment is carried out; 
3) Ensure a Vessel Security Plan (VSP) is developed, approved and maintained; 
4) Ensure the VSP is modified when necessary; 
5) Ensure the vessel’s security activities are audited; 
6) Arrange for Coast Guard inspections under 46 CFR Part 2; 
7) Ensure timely correction of problems identified by audits; 
8) Enhance awareness and vigilance within the ship-owners organization; 
9) Ensure personnel receive adequate security training; 
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10) Ensure communication/cooperation with vessel, facility, and/or port; 
11) Ensure consistency between security requirements and safety requirements; 
12) Ensure that vessel specific information is included when several similar types vessel 
plans are submitted; 
13) Ensure compliance with Alternative Security Plan (ASP) or equivalent, if appropriate, 
and 
14) Ensure security measures give consideration and/or convenience to vessels crew. 

104.215 Vessel Security Officer (VSO) 
a) General 
1) A VSO may perform other duties within an Owner/Operator’s organization, provided 
he/she is able. 
2) For manned vessels the VSO must be the Master or a member of the crew. 
3) For unmanned vessels the VSO must be a company employee and may serve as VSO for 
more than one unmanned vessel.  If serving as VSO for more than one unmanned vessel, 
list of vessels for which responsible must be in the VSP. 
4) The VSO of any unmanned barge and the VSO of any interfacing towing vessel must 
coordinate/implement security measures for interfacing period. 
5) VSP may assign security duties to other vessel personnel; however VSO responsible. 
b) Qualifications 
VSO must have knowledge through training or equivalent job experience in the following: 
1) Those items listed in 104.210 (b)(1) and (b)(2) of this part; 
2) Vessel layout; 
3) The VSP and related procedures including scenario-based response training; 
4) Crowd management and control techniques; 
5) Operation of security equipment and systems; and 
6) Testing, calibration, and maintenance of security equipment and systems. 
c) Responsibilities 
In addition to the duties and responsibilities mentioned elsewhere, the VSO must perform 
the following: 
1) Regularly inspect the vessel to ensure security measures are maintained; 
2) Ensure maintenance and supervision of implementation of the VSP and amendments; 
3) Ensure coordination of handling cargo, vessel stores and bunkers in compliance with 
rule; 
4) Propose modifications to the VSP to the CSO; 
5) Ensure any problems during audits/inspections are reported to the CSO and implement; 
6) Ensure security awareness and vigilance onboard the vessel; 
7) Ensure adequate training for the vessel personnel; 
8) Ensure the reporting and recording of all security incidents; 
9) Ensure the coordination/implementation of the VSP with the CSO and Facility Security 
Officer (FSO) when applicable; 
10) Ensure security equipment is properly operated, tested, calibrated, and maintained; and 
11) Ensure consistency between security requirements and proper treatment of crew. 

These persons must have knowledge, through training or equivalent experience in the 
following areas: 
a) Knowledge of current security threats and patterns; 
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b) Recognition and detection of dangerous substances and devices; 
c) Recognition of characteristics/behavioral patterns of those likely to threaten security; 
d) Techniques used to circumvent security measures; 
e) Crowd management and control techniques; 
f) Security-related communications; 
g) Knowledge of emergency procedures and contingency plans; 
h) Operation of security equipment and systems; 
i) Testing, calibration and maintenance of security systems while at sea; 
j) Inspection, control and monitoring techniques; 
k) Relevant provisions of the security plan; 
l) Methods of physical screening of persons/personal effects/baggage/cargo/vessels stores; 
and 
m) The meaning and consequential requirements of different MARSEC Levels. 

104.225 Security Training for all Other Vessel Personnel. 
All other personnel including contractors must have knowledge of, through training, or 
equivalent job experience in the following, as appropriate: 
a) Relevant provisions of the VSP; 
b) The consequential requirements of the different MARSEC Levels; 
c) Recognition and detection of dangerous substances and devices; 
d) Recognition and characteristics/behavioral patterns of those likely to threaten security; 
and 
e) Techniques used to circumvent security measures. 

a) General. 
1) Drills and exercises test the proficiency of the crew at different MARSEC Levels and 
implement VSP.  They must enable VSO to identify any related security deficiencies 
needed to be addressed. 
2) A drill or exercise may be satisfied with implementation of security measures required 
by VSP as result of increase in MARSEC Level, provided vessel reports attainment to the 
COTP. 
b) Drills. 
1) VSO must ensure that at least one security drill is conducted at least once every 3 
months. 
2) Drills must test individual elements of the VSP including response to threats/incidents. 
3) If the vessel is at a facility which is scheduled for a drill, the vessel may participate in 
same drill. 
4) Drill must be conducted within one week from when crew w/o drill experience on that 
vessel exceeds 25%. 
c) Exercises. 
1) Exercises must be conducted each calendar year with no more than 18 months between 
exercises. 
2) Exercises may be: 
i) Full scale or live; 
ii) Tabletop simulation or seminar; 
iii) Combined with other appropriate exercises; or 
iv) A combination of elements in paragraphs (c) (2) (i) through (iii) of this section. 
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3) Exercises may be vessel specific or cooperative to incorporate facility/vessel/port 
exercises. 
4) Each exercise must test communication/notification/coordination/resources & response. 
5) Exercises are a full test of security program to include 
company/crew/facility/government resources. 

104.235 Vessel Recordkeeping Requirements. 
a) The VSO must keep records of activities in paragraph (b) of this section for at least 2 
years. 
b) Records required by this section may be kept in electronic format and must be protected.  
The following records must be kept: 
1) Training; 
2) Drills and exercises; 
3) Incidents and breaches of security; 
4) Changes in MARSEC Levels; 
5) Maintenance, calibration and testing of security equipment; 
6) Security threats; 
7) Declaration(s) of security; and 
8) Annual audit of the VSP; 
c) Any records required by this part must be protected from unauthorized access or 
disclosure 

104.240 MARSEC Level Coordination and Implementation 
a) Owner/Operator must ensure prior entering port or visiting an OCS facility, all measures 
taken as in VSP for compliance with MARSEC Level in effect in that port/facility. 
b) When notified of increase in MARSEC Level, vessel Owner/Operator must ensure the 
following: 
1) If higher MARSEC Level set for port which vessel is in or about to enter, vessel 
complies without undue delay with all measures specified in VSP for compliance with that 
higher MARSEC Level; 
2) The COTP is notified as required by 101.300 (c) when compliance with higher 
MARSEC Level is implemented; 
3) For vessels in port that compliance with higher level has taken place within 12 hours of 
notification, and 
4) If higher MARSEC Level set for OCS facility to be visited, the vessel complies without 
delay, with all measures specified in the VSP for compliance with that higher MARSEC 
Level. 
c) For MARSEC Levels 2 and 3, VSO must brief crew of threats/reporting procedures, and 
stress need for high vigilance. 
d) Owner/Operator whose vessel is not in compliance with requirements in this section 
must inform COTP to obtain approval prior to entering any port, to interfacing with another 
vessel or facility, or to continuing operations. 
e) For MARSEC Level 3, Owner/Operator may be required to implement additional 
measures that may include the following: 
1) Arrangements to ensure that vessel can be towed or moved if deemed necessary by 
USCG; 
2) Use of waterborne security patrol; 
3) Use of armed security personnel to control access to vessel and to deter a security 
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incident; or 
4) Screening the vessel for presence of dangerous substances and devices underwater or 
other threats. 

104.245 Communications 
a) The VSO must have a means to effectively notify crew of changes in security conditions 
onboard vessel. 
b) Communication systems and procedures must allow effective and continuous 
communication between vessel security personnel, interfacing facilities/vessels and national 
or local authorities with security responsibilities. 
c) Communication systems and procedures must enable vessel personnel to notify shore 
side authorities or other vessels of a security threat or incident onboard in a timely manner. 

104.250 Procedures for Interfacing with Facilities and Other Vessels. 
a) Vessel Owner/Operator must ensure interface measures with other vessels/facilities at all 
MARSEC Levels. 
b) For each U.S. flag vessel calling foreign ports/facilities, owner/operator must ensure 
procedures for interfacing w/same are established. 

104.255 Declaration of Security (DOS) 
a) Each vessel must have procedures for requesting DoS and handling DoS requests from 
facility or other vessel. 
b) At MARSEC Level 1 cruise ship or manned vessel with certain dangerous cargo (CDC) 
in bulk, Master/VSO must complete DoS with VSO or Facility Security Officer (FSO) of 
interfacing vessel/facility. 
1) For vessel-to-facility interface, prior cargo transfer/passengers FSO or Master, VSO or 
designee must sign DoS. 
2) For vessel-to-vessel interface, prior cargo transfer/passengers respective 
Masters/FSO/VSO or designee must sign DoS. 
c) At MARSEC Levels 2 and 3, respective Master/VSO/designee for manned vessel 
before vessel-to-vessel interface and prior to passenger/cargo transfer must sign DoS. 
d) At MARSEC Levels 2 and 3, respective Master/VSO/designee for manned vessel 
before vessel-to-facility interface and prior to passenger/cargo transfer must sign DoS. 
e) At MARSEC Levels 1 and 2, VSO of vessel that frequently calls same facility, may 
implement continuous DoS provided: 
1) The DoS is valid for the specific MARSEC Level; 
2) The effective period at MARSEC Level 1 does not exceed 90 days; and 
3) The effective period at MARSEC Level 2 does not exceed 30 days. 
f) When MARSEC Level increases beyond level in DoS, continuing DoS is void and a new 
one required. 
g) COTP may require at anytime at any MARSEC Level any manned vessel to implement 
DoS with VSO/FSO prior to vessel-to-vessel activity or vessel-to-facility interface when 
deemed necessary. 

104.260 Security Systems and Equipment Maintenance. 
a) Security systems/equipment to be in good order and tested/calibrated/maintained 
according to manufacturer’s recommendations. 
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b) Results of tests as per paragraph (a) to be recorded in accord with 104.235.  Deficiencies 
to be promptly corrected. 
c) VSP must include procedures for identifying and responding to security equipment 
failures/malfunctions. 

104.265 Security Measures for Access Control. 
a) General - Vessel Owner/Operator must ensure implementation of security measures to: 
1) Deter unauthorized introduction of dangerous substances or devices; 
2) Secure dangerous substances that are authorized by the owner to be onboard; and 
3) Control access to the vessel; 
b) The vessel owner or operator must ensure the following are specified: 
1) Access locations where restrictions are applied for each MARSEC Level. Means of 
access include but are not limited to the following: 
i) Access ladders; 
ii) Access gangways; 
iii) Access ramps; 
iv) Access doors, side scuttles, windows and ports; 
v) Mooring lines and anchor chains; and 
vi) Cranes and hoisting gear. 
2) The types of restriction to be applied and the means of enforcing them; and 
3) The means of identification required to allow persons to access the vessel and remain 
onboard without challenge. 
c) Owner/Operator to ensure ID system to check crew/others seeking access to the vessel 
that: 
1) Allows ID of authorized and unauthorized persons at any MARSEC Level; 
2) Is Coordinated with ID system at facilities used by the vessel when practical; 
3) Is updated regularly; 
4) Uses disciplinary measures to discourage abuse; 
5) Allows temporary or continuing access for crew and visitors through use of badge or 
other system; and 
6) Allows certain long-term vendor representatives to be treated more as employees than as 
visitors. 
d) The Owner/Operator must include in VSP frequency of application of security measures 
for access control. 
e) MARSEC Level 1 - Owner/Operator must ensure that the security measures in this 
paragraph are implemented to: 
1) Screen persons, baggage/personal effects/vehicles for dangerous substances/devices at 
rate indicated in the VSP, except for gov't-owned vehicles on official business with proper 
credentials for entry. 
2) Conspicuously post signs describing security measures in effect and clearly stating: 
i) Boarding the vessel is deemed valid consent to screening or inspections; and 
ii) Failure to consent to screening/inspection will result in denial or revocation of 
authorization to board. 
3) Check ID of any person seeking to board the vessel, including vendors, passengers, crew, 
visitors, etc. This check includes confirming the reason for boarding by examining at least 
one of the following: 
i) Joining instructions; 
ii) Passenger tickets; 
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iii) Boarding passes; 
iv) Work orders, pilot orders, or survey of orders; 
v) Government identification; or 
vi) Visitor badges issued in accordance with an ID system required in paragraph (c) of this 
section; 
4) Deny or revoke a persons authorization to be onboard if unable or unwilling to establish 
ID. Any such incident must be reported in compliance with this part; 
5) Deny unauthorized access to the vessel; 
6) Identify access that must be secured or attended to deter unauthorized access; 
7) Lock or prevent access to unattended spaces that adjoin areas to which 
passengers/visitors have access; 
8) Provide a designated area onboard for conducting inspections/screening of people, 
baggage, etc; 
9) Crew is not required to engage in inspection/screening of other crewmembers; 
10) Ensure the screening of all unaccompanied baggage; 
11) Ensure checked persons and their personal effects are segregated from unchecked 
persons; 
12) Ensure embarking passengers are segregated from disembarking passengers; 
13) Ensure a defined percentage of vehicles to be loaded on passenger vessels are screened 
before loading at the rate indicated in the VSP; 
14) Screen all unaccompanied vehicles to be loaded on passenger vessels prior to loading; 
and 
15) Respond to the presence of unauthorized persons onboard, including repelling 
unauthorized boarders. 
f) MARSEC Level 2 - The additional security measures required may include the 
following: 
1) Increasing the frequency and detail of screening people/personal effects/vehicles being 
embarked, except for gov't-owned vehicles on official business with proper credentials for 
entry; 
2) X-ray screening of all unaccompanied baggage; 
3) Assigning additional personnel to patrol decks during periods of reduced vessel 
operations; 
4) Limiting the number of access points to the vessel by closing and securing some; 
5) Denying access to visitors who do not have a verified destination; 
6) Deterring waterside access to the vessel which may include the facility providing boat 
patrols; and 
7) Establishing a restricted area on the shore side of the vessel in cooperation with the 
facility. 
g) MARSEC Level 3 - The additional security measures required may include the 
following: 
1) Screening all persons, baggage and personal effects for dangerous substances and 
devices; 
2) Performing one or more of the following on unaccompanied baggage: 
i) Screen unaccompanied baggage more aggressively, for example, X-ray from two or more 
angles; 
ii) Prepare to restrict or suspend handling unaccompanied baggage; or 
iii) Refuse to accept unaccompanied baggage onboard; 
3) Being prepared to cooperate with responders and facilities; 
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4) Limiting access to the vessel to a single controlled access point; 
5) Granting access to only those responding to the security incident or threat;  
6) Suspending embarkation or disembarkation of personnel; 
7) Suspending cargo operations; 
8) Evacuating the vessel; 
9) Moving the vessel; and 
10) Preparing for a full or partial search of the vessel. 

MARSEC Directives (Performance Standards) 
Owner/operator must have procedures to verify screening rates described in the VSP.  Rates 
may be measured over a reasonable time period determined by the CSO/VSO.  The period 
should be noted in the VSP.  Minimum rates for each MARSEC Level should be per the 
tables provided in appropriate Directive below, as applicable: 
104-1 Cruise Ship 
104-2 Passenger Vessel/Ferry 
104-3 Cargo/Towing/Other Commercial Vessel 
104-4 MODU/OSV Vessel 

104.270 Security Measures for Restricted Areas 
a) General - The Owner/Operator must ensure the designation of restricted areas in order 
to: 
1) Prevent or deter unauthorized access; 
2) Protect persons authorized to be onboard; 
3) Protect the vessel; 
4) Protect sensitive security areas within the vessel; 
5) Protect security and surveillance equipment and systems; and 
6) Protect cargo and vessel stores from tampering. 
b) Designation of restricted areas. Owner/Operator must ensure restricted areas are 
designated as specified in the approved VSP.  Restricted areas must include, as appropriate: 
1) Navigation bridge, machinery spaces, and other control spaces; 
2) Spaces containing security and surveillance equipment, and their controls and lighting 
system controls; 
3) Ventilation and A/C systems, and other similar spaces; 
4) Spaces with access to potable water tanks, pumps or manifolds; 
5) Spaces containing dangerous goods or hazardous substances; 
6) Spaces containing cargo pumps and their controls; 
7) Cargo spaces and spaces containing vessels stores; 
8) Crew accommodations; and 
9) Any other spaces or areas vital to the security of the vessel. 
c) Owner/Operator must ensure that security measures and policies are established to: 
1) Identify which vessel personnel are authorized to have access; 
2) Determine which persons other than vessel personnel are authorized to have access; 
3) Determine the conditions under which that access may take place; 
4) Define the extent of any restricted area; 
5) Define the times when access restrictions apply; and 
6) Clearly mark all restricted areas and that unauthorized presence constitutes a breach of 
security. 
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d) MARSEC Level 1 - Owner/Operator must ensure security measures to prevent 
unauthorized access.  Security measures may include: 
1) Locking or securing access points; 
2) Monitoring or using surveillance equipment; 
3) Using guards or patrols; and 
4) Using automatic intrusion devices to activate audible/visual alarm at a location 
continuously attended or monitored to alert vessel personnel to unauthorized access. 
e) MARSEC Level 2 - In addition to measures taken at Level 1, additional measures may 
include the following: 
1) Increasing the frequency and intensity of monitoring and access controls on existing 
restricted access areas; 
2) Restricting access to areas adjacent to access points; 
3) Providing continuous monitoring of each area, using surveillance equipment; and 
4) Dedicating additional personnel to guard or patrol each area. 
f) MARSEC Level 3 - In addition to measures taken at Levels 1 and 2, additional measures 
may include the following: 
1) Restricting access to additional areas; and 
2) Searching restricted areas as part of a security sweep of the vessel. 

104.275 Security Measures for Handling Cargo. 
a) General - Owner/Operator must ensure security measures related to cargo handling are 
specified in order to: 
1) Deter tampering; 
2) Prevent cargo not meant for carriage from being accepted and stored on the vessel; 
3) Identify cargo that is approved for loading onto the vessel; 
4) Include inventory control procedures at access points to the vessel; and 
5) When there are regular/repeated cargo ops with same shipper, coordinate security 
measures with the shipper/responsible party in accordance with established agreement and 
procedures. 
b) MARSEC Level 1 - Ownr/Oprtr must ensure the implementation of measures to: 
1) Unless unsafe to do so; routinely check cargo and cargo spaces prior to and during cargo 
handling for evidence of tampering; 
2) Check that cargo to be loaded matches the cargo documentation or container numbers 
match shipping documents; 
3) Ensure in liaison with facility, that vehicles loaded on RO-RO and passenger ships are 
screened before loading as per frequency specified in VSP; and 
4) Check in liaison with facility, seals or other methods used to prevent tampering. 
c) MARSEC Level 2 - Owner/Operator to ensure implementation of additional security 
measures which may include the following: 
1) Increase the frequency and detail of checking cargo and cargo spaces for evidence of 
tampering; 
2) Intensify checks to ensure that only intended cargo/containers or other units are loaded; 
3) Intensify screening of vehicles to be loaded on RO-RO and passenger vessels; 
4) In liaison with facility, increasing frequency and detail in checking seals and other 
methods to prevent tampering; 
5) Increasing frequency and intensity of visual and physical inspections; or 
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6) Coordinating enhanced security measures with the shipper or other party i/a/w 
established agreement and procedures. 
d) MARSEC Level 3 - In addition to measures at Level 1 and 2, additional measures which 
may include: 
1) Suspending loading or unloading of cargo; 
2) Being prepared to cooperate with responders, facilities, and other vessels; or 
3) Verifying the inventory and location of any hazardous materials carried on board. 

104.280 Security Measures for Delivery of Vessel Stores and Bunkers 
a) General - Owner/Operator must ensure security measures for delivery of stores/bunkers 
are implemented to: 
1) Check vessel stores for package integrity; 
2) Prevent vessel stores from being accepted without inspection; 
3) Deter tampering; and 
4) Prevent vessel stores and bunkers from being accepted unless ordered. 
b) MARSEC Level 1 - Owner/Operator must ensure the implementation of measures to: 
1) Check vessel stores before being accepted; 
2) Check that stores or bunkers match the order prior to being brought onboard or 
bunkered; and 
3) Ensure stores are controlled or immediately and securely stowed following delivery. 
c) MARSEC Level 2 - In addition to measures taken at Level 1, additional security 
measures may include: 
1) Intensify the inspection of vessel stores during delivery; or 
2) Checking vessel stores prior to receiving them onboard. 
d) MARSEC Level 3 - In addition to security measures at Levels 1and 2, additional 
security measures may include: 
1) Checking all vessel stores more extensively; 
2) Restricting or suspending delivery of vessel stores and bunkers; or 
3) Refusing to accept vessel stores onboard. 

104.285 Security Measures for Monitoring 
a) General -
1) Owner/Operator to ensure the implementation of security measures by continuously 
monitoring through a combination of lighting, watch keepers, security guards, deck 
watches, waterborne patrols, auto intrusion-detection devices, or surveillance equipment of 
the following: 
i) Vessel; 

ii) Restricted areas onboard the vessel; and 
iii) Area surrounding the vessel. 
2) The following must be considered when establishing the appropriate level & location of 
lighting: 
i) Vessel personnel should be able to detect activities on & around vessel on both shore side 
& waterside; 
ii) Coverage should facilitate personnel identification at access points; 
iii) Coverage may be provided through coordination with the port or facility; and 
iv) Lighting effects (such as glare) and its impact on safety, navigation, and other security 
activities. 
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b) MARSEC Level 1 - Owner/Operator to ensure security measures that may be done in 
coordination with facility to: 
1) Monitor the vessel, particularly vessel access points and restricted areas; 
2) Be able to conduct emergency searches of the vessel; 
3) Ensure that equipment or system failures or malfunctions are identified and corrected; 
4) Ensure that automatic intrusion detection device sets off audible/visual alarm at location 
continuosly attended or monitored; 
5) Illuminate deck and access points from sunset to sunrise to enable ID of persons seeking 
access to vessel; and 
6) Use maximum available lighting underway from sunset to sunrise consistent with safety 
and international regs. 
c) MARSEC Level 2 - In addition to security measures at Level 1, additional security 
measures may include: 
1) Increasing the frequency and details of security patrols; 
2) Increasing the intensity and coverage of lighting, alone or in conjunction with facility; 
3) Using or increasing the use of security/surveillance equipment. 
4) Assigning additional personnel as security lookouts; 
5) Coordinating with boat patrols when provided; or 
6) Coordinating with shoreside foot or vehicle patrols; when provided. 
d) MARSEC Level 3 - In addition to security measures at Levels 1 and 2, additional 
security measures may include the following: 
1) Cooperating with responders and facilities; 
2) Switching on all lights; 
3) Illuminating the vicinity of the vessel; 
4) Activating all surveillance equipment capable of recording activities on or in vicinity of 
the vessel; 
5) Maximizing the length of time such surveillance equipment can continue to record; 
6) Preparing for underwater inspection of the hull; and 
7) Initiating measures, i.e. slow revolution of propeller(s), to deter underwater access to the 
vessel hull. 

104.290 Security Incident Procedures 
For each MARSEC Level, the Owner/Operator must ensure the VSO & vessel security 
personnel are able to: 
a) Respond to security threats or breaches of security and maintain critical vessel and 
vessel-to- facility operations to include: 
1) To prohibit entry into affected area; 
2) Deny access to the vessel except to those responding to the emergency; 
3) Implement MARSEC Level 3 security measures throughout the vessel; 
4) Stopping cargo handling operations; and 
5) Notify shore side authorities or other vessels of the emergency; 
b) Evacuating the vessel in case of security threats or breaches of security; 
c) Reporting security incidents as required in 101.305; 
d) Briefing all vessel personnel on possible threats and the need for vigilance as well as 
soliciting their assistance; and 
e) Securing non-critical operations in order to focus response on critical operations. 
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104.292 Additional Requirements - Passenger Vessels and Ferries 
a) At all MARSEC Levels, the Owner/Operator must ensure that security sweeps are 
performed prior to getting underway and after any period the vessel was unattended. 
b) As an alternative to ID checks and passenger requirements in 104.265 e) 1), e) 3), and e) 
8), the Owner/Operator may ensure security measures are implemented that include: 
1) Searching selected areas prior to embarking passengers and prior to sailing; and 
2) Implementing one or more of the following: 
i) Performing routine security patrols; 
ii) Providing additional closed circuit TV's to monitor passenger areas; or 
iii) Securing all non passenger areas. 
c) Passenger vessels certificated to carry > 2000 passengers working in coordination with 
the terminal may be subject to additional vehicle screening requirements in accordance with 
a MARSEC Directive or other orders issued by the Coast Guard. 
d) Owners and operators of passenger vessels covered by this Part that use public access 
facilities (33 CFR 101.105) must address security measures for the vessel-public access 
facility interface per the appropriate Area Maritime Security Plan (AMSP). 
e) At MARSEC Level 2 - Owner/Operator must ensure, in addition to Level 1 measures, 
the implementation of the following: 
1) Search selected areas prior to embarking passengers and prior to sailing; 
2) Passenger vessels certificated to carry < 2000 passengers may be subject to additional 
vehicle screening requirements in accordance with a MARSEC Directive or other orders 
issued by the Coast Guard; and 
3) As an alternative to the ID and screening requirements in Part 104.265 e) 3) and f)1) 
intensify patrols, security sweeps and monitoring identified in paragraph b) of this section. 
f) At MARSEC Level 3 - Owner/Operator in addition to Levels 1 and 2, as an alternative 
to the ID checks and passenger screening requirements in Part 104.265 e) 3) , ensure that 
random armed security patrols are conducted, which need not consist of vessel personnel. 

104.295 Additional Requirements - Cruise Ships 
a) At all MARSEC Levels the Owner/Operator must ensure: 
1) Screen all persons, baggage and personal effects for dangerous substances and devices; 
2) Check the ID of all persons seeking to board the vessel; this check includes confirming 
the reason for boarding by examining joining instructions, passenger tickets, boarding 
passes, govt ID etc; 
3) Perform security patrols; and 
4) Search selected areas prior to embarking passengers and prior to sailing. 
b) At MARSEC Level 3, the Owner/Operator must ensure that security briefs are given to 
passengers about the specific threat. 

104.297 Additional Requirements - Vessels on International Voyages 
a) An Owner/Operator of a U.S. flag vessel subject to SOLAS, 1974, must be in 
compliance with the applicable requirements of SOLAS Chapter XI-1, SOLAS Chapter XI-
2 and the ISPS Code, Part A. 
b) Owners/Operators of U.S. flagged vessels that are required to comply with SOLAS must 
ensure an ISSC as provided in 46 CFR Parts 2.01-25 is obtained for the vessels. This 
Certificate must be issued by the Coast Guard. 
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c) Owners/Operators of vessels that require an ISSC in para (b) of this section must request 
an inspection in writing at least 30 days prior to the inspection date to the OCMI of the port 
where the vessel will be inspected to verify compliance with this part and applicable 
SOLAS requirements. The inspection must be completed and the initial ISSC must be 
issued prior to July 1, 2004. 

Subpart C - Vessel Security Assessment (VSA) 
104.305 Vessel Security Assessment (VSA) requirements 
d) VSA report. 
1) Vessel Owner/Operator must ensure that a written VSA report is prepared and included 
as part of the VSP. The VSA report must contain: 
i) A summary of how the on-scene survey was conducted; 
ii) Existing security measures, procedures and operations; 
iii) A description of each vulnerability found during the assessment; 
iv) A description of security countermeasures that could be used to address each 
vulnerability; 
v) A list of the key vessel operations that are important to protect; 
vi) The likelihood of threats to key vessel operations; and 
vii) A list of identified weaknesses, including human factors, in the infrastructure, policies, 
and procedures of the vessel. 
2) The VSA report must address the following elements onboard or within the vessel: 
i) Physical security; 
ii) Structural integrity; 
iii) Personnel protection systems; 
iv) Procedural policies; 
v) Radio and telecommunication systems, including computer systems and networks and; 
vi) The other areas that may, if damaged or used illicitly, pose a risk to people, property or 
operations onboard the vessel or within a facility. 
3) The VSA report must list the persons, activities, services, and operations that are 
important to protect, in each of the following categories: 
i) Vessel personnel; 
ii) Passengers, visitors, vendors, repair technicians, facility personnel, etc.; 
iii) Capacity to maintain safe navigation and emergency response; 
iv) Cargo, particularly dangerous goods and hazardous substances; 
v) Vessel stores; 
vi) Any vessel security communication and surveillance systems; and 
vii) Any other vessel security systems, if any; 
4) The VSA report must account for any vulnerabilities in the following areas; 
i) Conflicts between safety and security measures; 
ii) Conflicts between vessel duties and security assignments; 
iii) The impact of watch keeping duties and risk of fatigue on vessel personnel alertness and 
performance; 
iv) Security training deficiencies; and 
v) Security equipment and systems, including communication systems. 
5) The VSA report must discuss and evaluate key vessel measures and operations, 
including: 
i) Ensuring performance of all security duties; 
ii) Controlling access to the vessel, through the use of identification systems or otherwise; 
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iii) Controlling the embarkation of vessel personnel and other persons and their effects ( 
including personal effects and baggage whether accompanied or unaccompanied); 
iv) Supervising the handling of cargo and the delivery of vessel stores; 
v) Monitoring restricted areas to ensure that only authorized persons have access; 
vi) Monitoring deck areas and areas surrounding the vessel; and 
vii) The ready availability of security communications, information, and equipment. 
e) The VSA must be documented and the VSA report retained by the vessel owner or 
operator with the VSP. The VSA, the VSA resport and VSP must be protected from 
unauthorized access or disclosure. 

1 Application 
2 The SSAS shall: 
2.1 initiate and transmit ship-to-shore alert to a competent Authority. 
2.2 not send the ship security alert to other ships. 
2.3 not raise any alarm on board the ship. 
2.4 continue the ship security alert until deactivated and/or reset. 
3 The SSAS shall:  
3.1 be capable of being activated from the navigation bridge and at least one other location. 
3.2 conform to performance standards not inferior to those adopted by the Organization. 
4 The SSAS activation points shall be designed so as to prevent inadvertent initiation. 
5 Equivalent SSAS compliance is radio installation meeting all standards of Chap IV.  
6 Administration notification of states 
7 Contracting Government notification of relevant Administration/States 

    Company address: 
    John J Smith Inc. 
    1234 Walkabout way

 Suite 16 
     City, State 12345 
     Vessel Name 
     Official Number 
     MISLE Activity Number 
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1. Overview 

The International Ship & Port Facility Security (ISPS) Code is the standard for vessel security that is 
applied Fto vessels that sail on international routes.  The Coast Guard, as the representative of the 
Contracting Government1, must verify that the vessel fully complies with the ISPS Code prior to issuing the 
International Ship Security Certificate (ISSC).  Regulations issued under the Maritime Transportation 
Security Act of 2002 (MTSA) require compliance for a vessel to operate but do not require a certificate to 
be issued. However, regulations mandated under MTSA, like ISPS Code, require the Coast Guard to verify 
that the vessel is in compliance with an approved security plan.  Because domestic maritime security 
regulations encompass the requirements of the ISPS Code, compliance with 33 CFR 101-106 translates into 
compliance with ISPS for U.S.-flag vessels on an international route.  The flow chart in Figure 1 outlines 
the overall process. 

Beginning JAN 04, the 
OCMI cross checks 

Fleet of Responsibility 
with MSC list of 
subm itted plans 

Is there
 is a record of a 
plan on file at 

the MSC 

Is the vessel 
inspected? 

Does ISPS 
apply? 

OCMI should monitor 
status of SSP and 
conduct exam to 

issue ISSC at owner 
request 

No 

Yes 

Yes 

The OCMI boards 
the vessel to verify 

that a plan has 
been subm itted. 

No 

Is there 
evidence that a 
plan has been 

subm itted? 

Yes 

The OCMI issues a 
warning to the vessel 

owner with a 
requirement to comply. 

Has the 
vessel received 

a warning 
before? 

No 

No 

Remove COI until  
corrected, process 

civil penalty, 
consider S&R 

Does vessel 
fully comply 
with SSP? 

Provide vessel with a 
list of deficiencies 
and re-exam when 

vessel fully complies 
with SSP 

OCMI compiles Fleet of 
Responsibility list. 

Vessel will be exam ined at 
the earliest opportunity 

within one year of Jul 04 
and by RBDM there after 

No 

Inspected the vessel 
at the next scheduled 

COI or annual 

Yes 

Issue International 
Ship Security 

Certificate. 
Yes 

Has the 
warning period 

expired? 

Yes 

Yes 

The OCMI 
monitors 

compliance. 

No 

No 

Figure 1 

1 The term “Contracting Government” used in the ISPS Code means the flag State, and for the purposes of this circular means the 
Coast Guard on behalf of the United States. 
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2. Verification Process 

A. Regulations mandated by MTSA and the ISPS Code place the responsibility of completing an accurate 
security assessment and addressing the vulnerabilities in the Vessel Security Plan (VSP) or Ship 
Security Plan (SSP)2 on the owner or operator of a vessel. The Coast Guard has the responsibility to 
verify that the vessel is complying with the approved plan.  The three key steps of verification are to 
ensure the vessel complies with the VSP; ensure accuracy of the Vessel Security Assessment (VSA); 
and ensure that the measures in place adequately address the vulnerabilities.  Each step in the 
verification process is an integral component in ensuring the overall security of a vessel and should 
occur concurrently as the inspector is completing the verification process. The flow chart in Figure 2 
outlines this process. 

A vessel 
meets MTSA/ISPS 

applicability 

The vessel owner submits a 
plan IAW the MTSA regs 

The MSC will review all VSPs 
and approve when satisfactory 

Comdt (G-MP) will review all ASP 
and approve when satisfactory. 

Note: ISPS vessels can not use an 
ASP 

The OCMI verifies the plan IAW the 
schedule for examinations 

Using the 
VSP/ASP as a 

guide, does the vessel 
comply with 

all measures? 

Does ISPS 
Apply? 

Domestic Voyages 
Issue a requirement per guidance 
and withdraw COI as appropriate 

International Voyages 
Hold ISSC or endorsement until 

vessel complies 

Using the 
VSA/SSA as a 

guide, does the security 
plan address all 
vulnerablities? 

No 

Yes 

No 

Require the owner to 
submit an amendment to 

address the additional 
concerns. 

Yes 

Is the 
vessel using an 

ASP? 

Only the ASP submitter 
may amend an ASP.  The 
Vessel owner may need to 
do an assessment and VSP 
if ASP can not be amended 

Using 
performance of 

each specific measure 
as a guide, does the 

plan accomplish 
the intended 

result? 

Does ISPS 
Apply? 

Domestic Voyages 
Issue a requirement per guidance 
and withdraw COI as appropriate 

International Voyages 
Hold ISSC or endorsement until 

vessel complies 

Yes 

No 

Issue an ISSC or 
proceed with COI 

inspection as appropriate 

Yes 

Yes 

Yes 

No 

Yes 

No 

Figure 2 

B. 	Ensuring that the vessel complies with its approved VSP is the first step in the verification process. 
The VSP is the standard that the inspector will use to verify compliance on the vessel (e.g., if the VSP 

2 For the purposes of this circular, unless otherwise noted when the requirements for the Vessel Security Plan (VSP) or Vessel 
Security Assessment (VSA) are discussed, it includes the similar requirements for the Ship Security Plan (SSP) or Ship Security 
Assessment (SSA), respectively, which are required by the ISPS Code. 
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requires intrusion alarms on access points, the inspector will verify that the intrusion alarms are 
installed and working.) This process may be considered analogous to the process that the Coast 
Guard follows to verify compliance with other approved plans3. The approved VSP is checked for 
compliance with the required technical aspects during the review process, and it is inspector’s task to 
compare the measures contained in the plan to the measures actually in place on the vessel.  To 
prevent multiple returns for revision, MSC may issue approval letters with comments.  The inspector 
will be required to check that these comments are addressed to their satisfaction by the 
owner/operator the same as is done by MSC when approving vessel safety plans. 

C. 	The next step is for the inspector to ensure that the VSA accurately addresses the security environment 
that exists on the vessel. The owner is responsible for conducting an accurate assessment that will be 
reviewed by the Coast Guard. An example of a situation is one in which the inspector verifies all 
measures outlined in the VSP are present but identifies a certain security vulnerability that is not 
addressed in the VSA (e.g., a ship storage space unaccounted for).  Because the vulnerability is not 
identified in the assessment, the VSP would not specify a security measure for it.  It is the inspector’s 
duty to be vigilant for such vulnerabilities omitted from the VSA. 

D. 	Finally, the COTP/OCMI must also determine if the measure outlined in the approved VSP adequately 
addresses the security vulnerabilities identified in the VSA. This situation may occur when some 
exigent circumstance exists that was not accurately in the original assessment or, in the case of an 
Alternative Security Program (ASP), was not envisioned in the original plan.  An example of such a 
situation would be if the is the VSP specifies intrusion alarms for an access point, but the devices that 
are installed and operating properly do not detect intrusion (i.e., the measure is in place and working, 
but does not perform the desired function). This is by far the most difficult step in the verification 
process and may require the COTP/OCMI to seek additional advise through the chain of command to 
Commandant (G-MP). 

E. 	These steps should occur concurrently as the inspector is completing the verification process.  The 
requirements are performance based for the most part, and the evaluation of a given security measure 
should be judged based on its execution and effectiveness (i.e., if the measure can be done and does 
the job intended, it should be considered adequate). This circular is meant to offer policy to inspectors 
and to the industry that is useful during the VSP verification on the vessel. As with all policy, this 
guidance should not be considered as limiting in any way. Rather, the guidance contained herein 
should be considered as an example of satisfying the intent of the regulations. 

3. Verification Cycle 

A. 	The ISPS Code requires a vessel to conduct a Ship Security Assessment (SSA) and submit a Ship 
Security Plan (SSP) for approval to address all of the vulnerabilities that have been identified.  The 
SSP must address the requirements found in Part A of the ISPS Code while also taking into account 
the provision contained in Part B. Once the plan is approved, the Contracting Government must do an 
on board verification that the vessel is in full compliance with the plan before an ISSC may be issued. 
From the deadline of 1 July 2004, no vessel subject to SOLAS XI-2 may operate without a valid 
ISSC. The VSP must be re-verified at the second or third annual exam, and resubmitted to the 
Contracting Government every five years.  

3 A copy of the approved plan must be on the vessel if manned or available if an unmanned vessel. 
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B. 	Domestic regulations issued under MTSA similarly requires an assessment (VSA), a plan (VSP) and 
review every five years. However, although 33 CFR 104, Vessel Security, does require verification 
of the VSP, it does not require a separate certificate.  Verification is incorporated into the inspection 
for certification process for vessel inspected in accordance with 46 USC § 2103, which will include a 
drill. Follow-up verifications will be conducted at the periodic exam and include a drill.  Any 
deficiencies noted during an intervening inspection must be addressed immediately. Uninspected 
vessels must undergo verification, initially, at least once every five years, and based on risk at other 
times (i.e., high risk barge cargo in high consequence locations).  Vessels to which both 33 CFR 104 
and the ISPS Code applies should comply with 33 CFR 104 but submit an application for ISPS Code 
verification in accordance with 33 CFR 104.297. 

4. Verification Personnel 

A. 	The verification of VSP and the ISPS Code requirements is a part of the inspection for certification on 
inspected vessels.  An inspector conducting verification should possess the qualification of the type of 
vessel that is being verified (e.g., the verification of the VSP on a large passenger vessel should be 
conducted by an individual qualified to inspect Subchapter H vessels).  The purpose of this is to 
ensure that the individual conducting the verification has experience on the particular class of vessel. 
Experience and an understanding of the vessels operations are essential in detecting potential 
vulnerabilities not addressed in the VSP. 

B. 	 Aside from the qualifications above, the person conducting the verification should possess an 
understanding of 33 CFR 104 and the ISPS Code as appropriate.  Ideally, the individual would have 
the same level of knowledge as that required of the Vessel Security Officer (VSO).  Specific training 
requirements for an individual conducting a security verification is contained in separate guidance. 

5. Deficiencies 

A. 	Deficiencies found during the verification process must be addressed immediately.  A deficiency is a 
noncompliance with an approved VSP.  A deficiency, like the non-compliance described in 33 CFR 
104.125, is a condition in which the vessel is temporarily unable to comply with its approved VSP. 
An example of a deficiency would be on a vessel’s VSP that specifies an intrusion detection alarm 
will protect each access point, but the device is inoperable.  A deficiency is separate from a condition 
in which the vessel is in compliance with its VSP, but an issue exists that compromises the security of 
the vessel and requires an amendment to the VSP.  An example of this situation might be in which the 
VSP specifies that each roving patrol will protect restricted areas. Yet, this measure is inadequate due 
to the ease of accessibility by unauthorized persons.    In such a case the vessel is technically in 
compliance with its VSP, but the measure does not overcome the vulnerability. 

B. 	The severity of the deficiency must dictate the corrective action.  On a vessel that sails on domestic 
voyages only, deficiencies may be considered in the same light as deficiencies with safety 
requirements.  Some items that pose a minor risk may be addressed with a CG-835, while the severity 
of some deficiencies may be considered “no-sail” items.  A minor item would be in which the safety 
and security of the vessel are not placed at direct risk.  An example of a minor deficiency might be the 
failure of an individual surveillance camera, which can be replaced by a continuous sentry.  When 
deciding the course of action to address a deficiency, the inspector should consider if a temporary 
measure might be employed to mitigate the risk (i.e., can a temporary substitute for the measure 
provide equivalent security).  The complete failure of an entire security system that cannot be 
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duplicated or replaced with a substitute measure should be considered as a no-sail deficiency.  An 
example of a no-sail deficiency would be failure of the surveillance system that leaves large areas of 
the vessel unsecured.  Such a deficiency that poses a direct risk to the vessel, passengers, crew, or 
cargo requires the operations halted. If the vessel is uninspected, a Captain of the Port (COTP) order 
is issued to prevent operation of the vessel.  The OCMI or COTP should be consulted when making 
this decision, but nothing should prevent the inspector from taking immediate action if the vessel is in 
immediate danger. 

C. 	If a requirement is issued for a deficiency, only the minimum amount of time to correct the situation 
should be allowed and only then if a substitute measure can be instituted that provides the same or 
great security.  All deficiencies must be entered into Marine Information for Safety and Law 
Enforcement (MISLE). 

D. 	Vessels subject to the ISPS Code must not receive an ISSC and the ISSC must not be endorsed if a 
deficiency is detected during the verification process. However, items that are not part of the vessels 
approved plan, but which requires an amendment as described above should not preclude the vessel 
from receiving an ISSC, or endorsement.  Items that are identified for an amendment must be 
documented in accordance with 33 CFR 104.415. 

6. Documentation 

A. 	Documentation of the VSP verification is essential to effective program management.  The MISLE 
system is the Coast Guard’s official database for tracking marine safety, security, and law 
enforcement information.  Timely input will assist OCMIs and COTPs in tracking compliance.  The 
process for tracking the specific verification actions and events are contained in the MISLE user 
guide. You can access several MISLE user guides by visiting MISLENET on the Web: 
<http://mislenet.osc.uscg.mil/user_guides.aspx>. . 

B. 	 Vessels that are subject to SOLAS chapter XI-2 must possess a valid ISSC to operate on an 
international voyage. The ISSC (CG-4360) has been published in the Coast Guard’s forms library in 
Adobe format.  Manual input of information is required, and an “image” should be captured in 
MISLE each time the ISSC is issued, reissued, or amended.  The activity number found at the top of 
the form should correspond to the activity number in MISLE when issued.   

C. 	A vessel that must possess an ISSC must also maintain a Continuous Synopsis Record (CSR).  The 
CSR contains all of the information regarding the operation particulars of the vessel.  Specific 
question regarding the CSR should be referred to the National Vessel Documentation Center 
(NVDC), which is the centralized location for processing the CSR.  Required changes to the CSR 
must be processed, and an amended form issued by the Coast Guard within 90 days.  Although not a 
part of the ISPS Code, the inspector should closely examine the information contained on the CSR to 
ensure its validity. Any discrepancies between the CSR and other valid documents must be corrected 
immediately.  The inspector should point out the discrepancy to the master of the vessel for 
immediate action.   

D. 	An inspected vessel that is not on an international voyage and does not require an ISSC will not be 
issued a separate certificate or endorsement on its COI.  The 33 CFR part 104 requirements are 
incorporated into the certification process.  A valid COI is evidence of compliance with 33 CFR 104. 
A permanently moored vessel not certificated is not required to comply with 33 CFR part 104 but 
may be regulated under 33 CFR part 103.  As discussed above, a deficiency may be documented on a 
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CG-835 with a compliance date set at the minimum amount of time required to correct it.  All 
deficiencies must be recorded in MISLE. 

E. 	Security plan verifications on uninspected vessels may be documented with the Uninspected Towing 
Vessel Examination Report (figure 1) contained in this enclosure or a locally generated form that 
contains the same information.  The form will serve as an on board record of the plan verification and 
document other deficiencies as required.  The verification process is the substantially the same for 
Uninspected Towing Vessels (UTV) as for inspected vessels.  A cursory examination of critical safety 
equipment will be incorporated and documented on the UTV Exam form.  Specific guidance of the 
scope and content of the safety portion of the exam is provided in separate guidance.  The inspector 
should leave a copy of the UTV Exam form with the vessel’s master and forward the results of the 
exam to the owner along with any requirements in writing. 

7. 	 Appeals  The appeal process for vessel owners that wish to challenge an OCMI/COTP decision may 
follow the course found in 33 CFR 101.420. The Commandant (G-MOC) has the final agency action for 
security compliance appeals.  Appeals of any decision made regarding the actual plan approval by the MSC 
should be directed to Commandant (G-MP).  Specific guidance for the appeal process is contained in 
separate guidance. 

8. 	International Voyages  Regardless of when the voyage began, any SOLAS vessel (i.e., meets the service 
and/or tonnage criteria) that is operating in the waters of a foreign country will be considered to be on an 
international voyage, that was begun in a port in of the United States, and therefore is subject to the ISPS 
Code. 
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Uninspected Towing Vessel (UTV) Examination Report 

Date of Exam: _________________  VIN: ________________ 

Vessel Name: ________________________________________________________________________ 

Location: ___________________________________________________________________________ 

This vessel is / is not in compliance with an approved Vessel Security Plan.  (Circle one.) 

The following deficiencies were noted during the exam: 

Deficiency Cite Action Required and Time Allotted 

1. ________________________ ___________________ _______________________________ 

2. ________________________ ___________________ _______________________________ 

3. ________________________ ___________________ _______________________________ 

4. ________________________ ___________________ _______________________________ 

5. ________________________ ___________________ _______________________________ 

All deficiencies must be corrected within the time allotted. 

Inspector Vessel Security Officer or Master 

This form should be retained on board as a record of this exam. 
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1. 	Instructions for Using This Guide 

A. 	The implementation guidance follows the structure of the regulations, which is laid out the same for 
vessel, facilities, and Outer Continental Shelf (OCS) facilities.  Except where noted, the same 
background and application information can be used regardless of where the inspection is taking 
place. For example, the waiver requirements are the same for a vessel as an OCS facility. 

B. 	This guidance applies to foreign vessels that are not subject to SOLAS that operate with a Vessel 
Security Plan approved by the Coast Guard.  Foreign vessels subject to SOLAS will be addressed 
under a separate Port State Control NVIC. 

C. 	In each paragraph, there is a background section in plain type, followed by the practical application 
in italics. The background section is intended as a general discussion of the particular regulation 
cite. Other background information is contained in enclosures (4), which is derived from the 
preamble of 33 CFR 104.  The background information contained in this enclosure is directed at 
answering an inspector’s concerns for completing VSP verification rather that the more general 
information contained in the preamble. 

D. 	The italicized portions give specific direction for the inspector to use when verifying compliance. 
The purpose of the inspection is to verify that the vessel is complying with the approved plan and to 
identify possible security vulnerabilities that are not adequately addressed.  When making these 
judgements the inspector may use the guidance in the italicized portion of this enclosure.  As with 
any policy guidance, the information contained herein does not carry the weight of regulation.  The 
owner or operator crew may suggest an alternative to this guidance that meets or exceeds these 
standards, and the alternative may be considered at any time.  

2. 	Compliance documentation. 33 CFR 104.120 

An approved VSP shall be accompanied by a letter of approval from the Marine Safety Center 
(MSC) dated within the last five years.  Amendments and revisions to the Vessel Security Plan  
(VSP) should follow the process outlined later in this NVIC. 

Inspectors may ensure the validity and accuracy of compliance documentation during the course of 
vessel inspections. 

When the VSP is not approved, the attending inspector may verify the existence of an 
acknowledgement letter from the MSC stating that the plan is currently under review or cross 
check of the approval date in MISLE.   The vessel may continue to operate so long as it is in full  
compliance with the submitted plan. 

For a vessel operating under an Alternative Security Program (ASP), the inspector should verify 
that a copy of the Coast Guard approved ASP is available and that it includes the following: 

• 	 A specific security assessment report. 
• 	 A letter from the owner or operator certifying which ASP is being used, and that the facility or 

vessel is in full compliance with that program. 
• 	 A COTP letter specifically authorizing the facility to operate. 
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Foreign Vessels: 

For foreign vessels not subject to SOLAS Chapter XI, the inspector may verify the following: 

• 	 A valid letter from the MSC attesting that a VSP substantially in compliance with the content 
requirements of 33CFR104 has been submitted. 

• 	 An approved ASP along with a letter from the master that the vessel is in full compliance with the 
security plan may also be accepted. 

• 	  A valid ISSC certificate. 

Unmanned Vessels: 

Approval letters (for VSPs or ASPs) for unmanned vessels are required by regulation to be carried 
on board and readily accessible. However, as required by regulation, the VSP/ASP should not be 
maintained on board the vessels but must be maintained in a secure location. During scheduled 
inspections, the plans must be made available to the Coast Guard upon request.   

When scheduling inspections, the inspector should coordinate with owner/operators to ensure 
VSP/ASP availability at the time of inspection. 

Alternate Compliance Program (ACP) Vessels 

Vessels that are enrolled in the ACP are issued a certificate by the Coast Guard and are examined 
annually. Although ISPS allows the flag Administration to authorize a Recognized Security 
Organization (RSO) to issue an ISSC, 33 CFR 104 does not.  All U.S.-flag vessels must have the 
VSP verified by the Coast Guard in order have an ISSC issued or endorsed.   

Inspectors may follow the guidance contained in the ACP NVIC for further guidance. 

International Ship Security Certificate (ISSC) (U.S. SOLAS Vessels only): 

This document will be issued by the local OCMI following a satisfactory initial, or renewal 
verification of the VSP. The certificate carries a 5-year expiration date and has a minimum 
provision for one periodic verification. 

Continuous Synopsis Records (CSR) (U.S. SOLAS Vessels only): 

The USCG issues the CSR to U.S.-flag vessels subject to the ISPS Code.  It provides a historic 
“snapshot” of pertinent vessel information such as official number, port of registry, charterer, and 
classification information.   

The CSR should be accurate and reflect current vessel information.  Updates to vessel files may be 
required. Discrepancies found in the CSR should be reported to the vessel master and/or owner so 
that corrective actions can be taken. 

3. 	Noncompliance. 33 CFR 104.125 
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When a vessel must temporarily deviate from the requirements of an approved VSP, the owner or 
operator must notify the cognizant COTP and either suspend operations or request and receive 
permission from the COTP to continue operating.  An example of noncompliance is when the VSP 
specifies an intrusion alarm in a certain space but is inoperable.  The owner or operator in this case may 
request to cease operations or propose an alternative, such as a guard. 

A noncompliance may be viewed similar to deviation from the 33 CFR 164 regulations.  The COTP 
must decide if noncompliance represents a significant risk, and issue a COTP order to suspend 
operations or give COTP written authority to continue operations.  If the condition is to persist while 
the vessel is transiting other COTP zones, each COTP or, in cases covered under 33 CFR 106.120, the 
cognizant District Commander, may agree to the measures imposed, consider additional measures, or 
prohibit entry until the deficiency is corrected.  See enclosure (1) of this circular. 

4. Waivers. 33 CFR 104.130 

Waivers are not temporary deviations and are requested for permanent exceptions to a security 
regulation based on what the owner or operator considers unnecessary in light of the nature or operating 
conditions of the vessel, facility, or OCS facility prior to operating. Ideally, such a request would be 
made before the plan is submitted, since the waiver must be granted before operation. An example of a 
waiver might be if the vessel owner believed access control measures to be unnecessary due to the 
unique design and operation of the vessel. The Commandant (G–MP) may require the vessel owner or 
operator to provide data for use in determining the validity of the requested waiver, such as diagrams, 
pictures, or other reports. The data collected would be used to determine if the waiver could be 
reasonably granted without exposing the vessel  to unacceptable risk.  If warranted, the Commandant 
(G–MP) will grant a waiver in writing but may impose conditions that must be followed.                           
The inspector will need to examine the waiver approval letter to verify that any conditions expressed are 
implemented. Since the condition placed on the waiver is meant to ensure the overall security of the 
vessel, the letter must be fully implemented. A vessel that is using an ASP is not eligible to request a 
waiver since the regulations require an ASP plan to be implemented in its entirety.  
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5. 	Equivalents. 33 CFR 104.135 

The vessel owner or operator may propose an equivalent to any requirement.  An equivalent is a 
substitute for a required security measure and may be granted by Commandant (G-MP) as long as the 
overall security of the vessel is not compromised.  Equivalent security measures requested under this 
paragraph would not address temporary security deficiencies, which are covered under 
“noncompliance.”  The equivalent measure must meet or exceed the required measure in order to be 
granted. An example of an equivalent measure might be when the vessel owner believes that the unique 
design or operation of the vessel’s access control measures are performed through some other function 
of the vessel, without a specific measure needed to address this concern. 
The inspector will need to exam the approval letter of any equivalencies that may exist.  Equivalencies 
granted after the security plan has been approved should be noted in an amendment to the plan. 
Vessels that are using an ASP may not use an equivalency since the regulations require the ASP plan to 
be implemented in its “entirety.” 

6. 	Alternative Security Programs (ASP). 33 CFR 104.140 

A. 	Vessels operating under the auspices of an approved ASP are required to address the relevant areas 
cited in 33 CFR parts 104. However, the ASP provision of the rule has provided a mechanism by 
which segments of the maritime industry, through application by the industry associations or other 
representative groups, are able to tailor their program to the unique functions inherent of their 
specific operations. The result is a set of relevant, performance-based security measures for the 
industry groups choosing to utilize an approved ASP.  For this reason, the inspector of a vessel using 
an approved ASP may find that certain language or security measures contained in some parts of the 
rule will differ from the language or security measures listed in the ASP.  An example would be the 
requirement in 33 CFR 104.265 (e) (3) that vessels check the identification of any person seeking to 
board the vessel at MARSEC Level 1. In an ASP, the approval authority may take into account the 
availability of video monitoring capable of facial feature recognition and recording and approve this 
as satisfying the intent of the requirement for individual identification.  Additionally, an industry or 
group may determine that a section of the regulations is not applicable to their operations.  For 
example, a passenger vessel group may state in their ASP that they do not need to address 33 CFR 
104.275 or 33 CFR 105.265, respectively – security measures for handling cargo – because they do 
not handle cargo of any type. 

B. 	 Individual owner/operators who have subscribed to an ASP are not eligible for the application of 
equivalent security measures (33 CFR 101.130) or waivers (33 CFR 104.130 or 33 CFR 105.130). 
The ASP approved for their parent organization is a de facto equivalency for the Vessel Security 
Plan and no other equivalent security measures should be in place.  Likewise, approved ASP’s must 
be implemented in their entirety (see 33 CFR 101.120 (b) (2)) so waivers or additional equivalents 
are not appropriate. 

C. 	 Should an enforcement inspection reveal that an owner/operator has correctly implemented an 
approved ASP in its entirety but security vulnerabilities exist in the vessel operation, the COTP shall 
be advised. Under 33 CFR 104.415 (a) (ii) for vessels or 33 CFR 105.415 (a) (ii) (f), the Coast 
Guard can determine that an amendment is necessary and advise the organization that submitted the 
ASP for approval accordingly.  Following such notification, it will be necessary for the original 
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submitting organization to provide their proposed amendment to the Commandant (G-MP) for 
review and approval. If the submitting organization does not wish to amend the ASP, the vessel 
owner must submit a VSP for the vessel to the MSC. 

An inspector of a vessel covered under an Alternative Security Program (ASP) approved by the 
Commandant (G-MP) should find a copy of the ASP and the vessel specific security assessment 
report on site. In addition, there should be a copy of the letter sent by the company to the 
appropriate plan approval authority identifying which ASP they have implemented, which vessels 
are covered and attesting that they are in full compliance with the ASP. It will be the responsibility 
of the individual performing the on-site inspection to confirm that the vessel is in compliance with 
the Alternative Security Program as it was approved, including any conditions of approval 
stipulated by the Commandant (G-MP) in its entirety. If the copy of the ASP onboard is the original 
"template" and no information is filled in, there should be a separate "VSP" generated to address 
the requirements outlined in the ASP. 

In those cases where both the vessels and the facilities serving those vessels are owned and/or 
operated by the same entity, an alternative plan may recognize that the same party is responsible for 
security in both areas and approve an approach that addresses vulnerabilities and mitigation 
strategies for the vessels and the facility under one ASP.  Therefore, the inspector will not be using 
separate plans for the vessels and the facility to determine compliance and, likewise, will not see 
some citations addressed in the plan if they are redundant between 33 CFR 104 and 33 CFR 105. 

7. 	Maritime Security (MARSEC) Directive. 33 CFR 104.145 

A. 	As provided for in 33 CFR 101.405, the Coast Guard may issue MARSEC Directives that are used to 
provide vessels with objective performance standards such as access control or the secure handling of 
cargo. These directives will play a vital role in the successful implementation of 33 CFR 104 in many 
ways. 

B. 	MARSEC Directives will allow the Coast Guard to strike a balance between the need to communicate 
with the maritime industry while ensuring that our communications are secure.  Since these directives 
are designated as SSI, the Coast Guard can communicate these objectives performance standards, such 
as the specific percentages of passengers or cargos that must be screened, while ensuring that such 
information is not subject to full public disclosure.  MARSEC Directives allow the Commandant to 
ensure that there is consistency between COTP zones when enforcing the provisions of 33 CFR 104 by 
providing COTPs objective standards by which the performance of vessels nationwide shall be 
evaluated. MARSEC Directives allow the Coast Guard the flexibility to tailor objective performance 
standards to the prevailing threat environment or industry segment.  For example, if high capacity ferry 
vessels are at a greater risk for a Transportation Security Incident (TSI), the Coast Guard may issue a 
directive that would require enhanced security measures typical of a higher MARSEC Level that would 
apply only to that segment of the maritime industry.   

C. 	When a new MARSEC Directive is issued, the Coast Guard will publish a notice in the Federal Register 
and through other means (i.e. local notices to mariners, press releases).  The MARSEC Directives will 
be individually numbered and assigned to a series that corresponds with the part of this subchapter to 
which the MARSEC Directive refers. For example, the first MARSEC Directive addressing a new 
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requirement for vessels regulated under 33 CFR part 104 of this subchapter would be identified as 
MARSEC Directive 104-01.  Upon receiving notice that a new MARSEC Directive has been issued, 
affected entities would contact or be contacted by their local COTP (or, if appropriate, their District 
Commander) to receive a copy of the MARSEC Directive.  The COTP or District Commander will 
confirm, prior to distributing the MARSEC Directive, that the requesting entity is a person with a need 
to know, and that the requesting entity will safeguard the MARSEC Directive as SSI.   

D. 	Thus, continuing with the example of the previous paragraph, upon receiving notice that a MARSEC 
Directive in the 104 series has been issued, owners and operators of vessels covered by part 104 of this 
subchapter would need to contact their local COTP to obtain a copy of the MARSEC Directive.  They 
would then be required to comply with the MARSEC Directive, or follow the procedures set out in the 
MARSEC Directive for gaining approval of an equivalent security measure.   

E. 	Once a MARSEC Directive has been issued, it is the responsibility of the affected entities to comply 
with the Directive, to the local COTP or District Commander, as appropriate, and specify the method 
which the mandatory measures in the directive has been, or will be, met.   

Inspectors must have a thorough knowledge of the MARSEC Directives that have been issued, and how 
they may affect the vessels in their respective COTP/OCMI zones.   It will be incumbent upon the 
inspector to ensure that vessels that are affected have incorporated the MARSEC Directives into their 
security plans and measures. 

8. 	Company Security Officer (CSO). 33 CFR 104.210 

If a company has multiple CSOs or if the CSO has delegated the duties in accordance with the 
regulations, the inspector may make inquiries of the designated crewmember to ensure that they 
understand that the ultimate responsibility rests with the CSO. In particular, an effective 
communication arrangement would be necessary to comply with the intent of the regulations.  The CSO 
may demonstrate satisfactory knowledge of the VSP by asking questions such as the following: 

• 	 Describe the security organization of the company and its vessels. 
• 	 Describe how you keep your company’s vessels appraised of changing security levels. 
• 	 Describe any problems or deficiencies that have been identified during annual audits. 
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9. Vessel Security Officer (VSO). 33 CFR 104.215 

Inspectors may evaluate the ability of the VSO to perform the required duties and responsibilities in 
relation to other assignments within the organization; multiple facility assignments; and retention of 
responsibility for delegated duties.  

Inspectors may request confirmation that the qualifications of the VSO are substantially consistent with 
the requirements. 

Inspectors may measure the performance of the responsibilities of the VSO required by the regulations 
by interviewing relevant personnel, reviewing records and documents required under this part, 
observation of drills, exercises, and actual incidents. 

10. Company and Vessel Personnel with Security Duties. 33 CFR 104.220 

The regulation requires members of the crew with security-related duties to possess a minimum level 
of knowledge. This knowledge may be derived from formal or on the job training.  The crewmembers 
that perform the security duties on the vessel are the most important link in the security of the vessel. 
They are the “eyes and ears” that will either detect a potential security incident or fail to recognize it. 
The success or failure of the security plan will depend on them. 

The inspector may ask the crew to verify their knowledge of the required information through 
observation, and conversations with the crewmembers regarding the security responsibilities of the 
pertinent crew. The questions may be kept informal, but should probe the depth of knowledge that 
individuals possess concerning their assigned job.  The questions may be directed at the security 
threats that the person may be expected to encounter, such as what type of behavior(s) would be 
considered “suspicious” when passengers are boarding the vessel. Although the average crewmember 
does not need to (nor should not) know the entire security plan, the ability to identify the CSO, or VSO, 
and the aspects of the security plan that pertain to his/her station would demonstrate sufficient 
knowledge of the relevant sections. 

11. Security Training for All Other Vessel Personnel. 33 CFR 104.225 

Security training for personnel other than those with security-related duties should be similar to safety 
orientation for non-crewmembers.  The training should be relevant to the circumstances.  For example, 
a contractor on board for a maintenance visit for a particular day may require only a short brief on the 
security measures in place and the restricted areas that cannot be accessed.  Technical representatives 
working around a vessel for an extended period may be given more in-depth information including a 
briefing on specific threats and awareness measures. 

The inspector may verify that persosn other than the crew on a vessel are adequately trained by direct 
observation and questioning, but at a reduced level from the crew. 

The inspector should also make use of personnel training records required under separate regulations.  

12. Drill and Exercise Requirements. 33 CFR 104.230 
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A. 	During a verification, the inspector will witness a drill to ensure that the VSO is conducting a drill 
that tests the training of the crew, that the measures outlined in the VSP are executed correctly, and 
that these measures adequately address security threat.  The success of a drill is somewhat 
subjective. However, certain goals should be accomplished by a drill in order to be successful, 
which might include the following: 
• 	 The measures contained in the VSP are fully implemented. 
• 	 Correct actions are taken by the crew and others on board. 
• 	 The VSO demonstrates effective control and communication. 
• 	 The situation reaches a positive resolution. 

B. 	In order to evaluate the state of training on the vessel, the inspector should witness a drill selected at 
random.  A drill scenario may be based on the security measures contained in the VSP.  Prior to 
conducting the drill, the inspector should carefully review the procedures contained in the security 
plan for dealing with the particular security incident.  The inspector should discuss the details with 
the VSO prior to beginning the drill.  The inspector should also review the drill log to ensure that 
any best practices or lessons learned are taken into account. Ideally, the VSO will create a scenario 
that provides enough realism to challenge the crew’s response.  On an unmanned barge, it is not 
necessary to conduct a drill if the log shows that drills have been conducted in accordance with the 
plan. 

C. 	 One example of a security drill cited in the regulations is for an unauthorized entry.  The 
configuration of each vessel is unique and must be reflected in the security plan.  The regulations 
contain specific examples of threats and vulnerabilities that should be considered when conducting 
the drill. However, other vulnerabilities may be identified when the plan is exercised during a drill 
(e.g. an access point or weakness enforcing control not envisioned in the plan.)     

D. 	The regulations allow a company operating several similar vessels to hire new crewmembers, have 
them participate in a drill on board one vessel, and then rotate those crewmembers to any of the 
similar vessels within that same company’s fleet.  For the purposes of these regulations, “similar” 
may be interpreted to mean any vessel in the company’s fleet that has a VSP with essentially the 
same security measures.  A ferry line, for example, that operates both high-speed craft and 
displacement vessels may have similar VSPs, even though the vessels are not “similar” in design.  It 
is the responsibility of the VSO to ensure that all personnel are adequately trained, and in this case, 
that new personnel from a similar vessel are familiar with the particulars of the VSP that are unique 
to the vessel. 

E. 	 Security drills and exercises may be combined with existing non-security drill and exercise 
requirements to increase efficiency.  These may include safety, Area Maritime Security (AMS), and 
disaster preparedness, drills. To be counted as a “drill” or “exercise” for the purposes of this part, 
the event must be in compliance with the definitions of a drill or exercise as stated in 33 CFR 
101.105; test the response to security threats and incidents; and take into account the type of vessel 
operation, personnel changes, and other relevant circumstances.  

The inspector should critique the drill with the VSO and discuss corrective action if necessary to 
address any deficiencies noted. Any deficiencies with the VSP detected during the drill may be 
corrected by directing the owner in writing to submit an amendment per the regulations.  Such a 
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requirement should be allowed at least 60 days. 

The inspector may accept proof of participation in an Area Maritime Security exercise to meet the 
requirement for an annual exercise if the owner furnishes proof of participation. 

13. Vessel Record Keeping Requirements.	 33 CFR 104.235 

Inspectors should ensure that the VSO maintains the required records for security elated evolutions 
such as training, drills and exercises, security threats, and maintenance of security equipment.  These 
records may be kept in paper or electronic format and must be protected from unauthorized access or 
disclosure. The ISPS Code, part A, requires that vessels subject to ISPS maintain records on board the 
vessel (Note: from Preamble).   All other vessels record categories (except the Declaration of Security 
(DoS) on manned vessels) need not be stored onboard but must be made available to the Coast Guard 
upon request. 

14. Maritime Security (MARSEC) Level Coordination and Implementation. 33 CFR 104.240 

A. 	 The Secretary of the Department of Homeland Security sets the Homeland Security Advisory 
System (HSAS) threat condition; the Commandant will change MARSEC levels to match the 
HSAS level. 

B. 	An exception to this rule is provided for the COTPs to temporarily raise the MARSEC level in 
their zone to address an immediate threat to the Maritime Transportation System (MTS) when the 
immediacy of a threat or incident does not allow sufficient time to notify the Commandant. 
COTPs should only exercise this authority in the most immediate and urgent circumstances.  Such 
circumstances would include immediate action to save lives, mitigate great property damage or 
environmental damage resulting from a TSI, and if timely prior notification to the Commandant is 
not possible.  If such a circumstance does arise, the COTP must immediately inform the 
Commandant via the chain of command.  The heightened MARSEC level will only continue as 
long as necessary to address the serious threat which prompted the raised level. 

C. 	Changes in MARSEC levels shall be announced and implemented in the most expeditious means 
possible, preferably through a Broadcast Notice to Mariners or other existing mechanisms of 
communications (i.e., maritime exchanges, VTS, VTIS programs).  Whatever means is used, it 
should be sufficient to provide timely and adequate notice to the regulated maritime industry. 

Inspectors need to be aware of the prevailing MARSEC Level before they visit a vessel, as this will 
determine which security measures will be in place at the time of inspection.  For example, if the 
port is at MARSEC Level 2 or 3, the vessel should have in place all the security measures required 
by their plan for at MARSEC Level 1 plus the measures required by the higher MARSEC Level.  

15. Communications.	 33 CFR 104.245 

As per the regulations, these systems must be able to both effectively and continuously communicate 
with a wide variety of audiences not limited to facility and vessel personnel, shore authorities, other 
vessels, and national and local authorities.  Systems may incorporate a range of means including 
telephones, radios, cellular phones, etc. 
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Inspectors should examine the communication systems and procedures established under the VSP. 

Inspectors may question the VSO to ascertain the adequacy of provided communication equipment and 

procedures; testing may be necessary. Communications will be considered effective if the VSO can 
demonstrate sufficient operation. 

16. Declaration of Security (DoS) 33 CFR 104.255 

Vessels are required to implement the DoS in coordination with the facility (including OCS facility) or 
another vessel.  The DoS the primary plan for shared security concerns and is required to remain in 
place throughout the time a vessel is moored at the facility or for the duration of the vessel-to-vessel 
interface. All vessels and facilities required to comply with 33 CFR parts 104, 105, and 106, must, at a 
minimum, comply with the DoS requirements of the MARSEC level set for the port.  The vessel owner 
or operator must, for each vessel, ensure that adequate coordination of security issues takes place 
between the vessel and facility to include the execution of the Declaration of Security (DoS). 
Execution implies a greater degree of action than simply signing the document.  Thus, vessels must 
implement the vessel’s share of the DoS security measures before commencing to embark or 
disembark passengers, transfer of cargo or transfer of vessel stores. 

Inspectors should ensure adequacy of procedures for handling requests for DoSs; they should also 
review current and historical records for adequacy of DoSs, including signatures of VSO, FSO, their 
designated representatives and MARSEC level.  Inspectors should also observe vessel and facility 
operations to ensure compliance with the DoS. 

In addition, inspectors should verify that continuing DoS’s have not exceeded the maximum time 
periods (30 days MARSEC 1, 90 days MARSEC 2 and no continuing DoS authorized for MARSEC 3). 

17. Security Systems and Equipment Maintenance. 33 CFR 104.260 

Inspectors should review records related to inspection, testing and calibration of security equipment as 
well as the frequency of related actions to ensure that these are being conducted.  Records available 
for review and consultation should include, but are not limited to, manufacturers maintenance 
recommendations, system plans or schematics, test records/logs, and deficiencies/system failures with 
repair and/or RSO repair documentation. Inspectors are encouraged ask the VSO questions related to 
inspection, testing, calibration, and maintenance of security equipment.  Inspectors may also question 
the VSO and other personnel with security duties on how the system (and subsystems) works, including 
a demonstration of system functionality and any appropriate tests/alarms. 

18. Security Measures for Access Control. 33 CFR 104.265 

Inspectors may observe procedures in place to deter unauthorized access of people and the 
unauthorized introduction of dangerous substances and devices, including any device intended to 
damage or destroy persons, vessels, facilities, or ports and whether security personnel show 
competence in these duties. Passenger vessels and ferries may comply with the measures contained in 
33 CFR 104.292. Inspectors should cite the approved Security Plan and verify that the security 
measures specified for the current MARSEC level are in effect and deemed adequate.  These measures 
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include, but are not limited to, access points examined (gates, gangways, ramps, piers), identification 
procedures (personnel, vehicles, vendors), and entry restrictions/prohibitions regarding access to the 
vessel (guards, fences, checkpoints, etc).  In addition to the current MARSEC level, measures for other 
MARSEC levels should be examined.  Inspectors should question VSOs and other personnel with 
security duties regarding additional security measures for elevations in MARSEC level requirements 
as specified in their specific Security Plan.  This includes, but is not limited to additional personnel, 
equipment, further limitations on access, and additional screening procedures.  As an example, 
additional measures may include limiting the number of access points, deterring waterside access, 
suspending operations, and evacuation measures. The inspector should verify that the VSP addresses 
security measures for periods when the vessel is unattended, such as for daytime only operations. 

19. Security Measures for Restricted Areas. 33 CFR 104.270 

Restricted Areas are designed in the VSP.  The regulations contain the minimum areas that must be 
designated as restricted areas, but the owner may designated anywhere as a restricted area if deemed 
necessary. 

Inspectors may observe procedures in place to prevent and deter unauthorized access to those 
restricted areas identified in the VSP. These areas include, but are not limited to, storage and supply 
sites, shore areas immediately adjacent to each vessel moored at a facility, areas containing critical 
infrastructure/equipment (power, water, command/control, etc.), and locations designed for loading 
cargo. Inspectors should cite the approved VSP and verify restricted area status for the current 
MARSEC level is in effect and deemed adequate.  This includes, but is not limited to, the verification of 
locks or secured access points, locations properly marked and identified as restricted areas, 
surveillance equipment, and guards or patrols. Inspectors should question VSOs and other personnel 
with security duties regarding additional restricted area security measures for elevations in MARSEC 
level requirements as specified in their VSP. This includes, but is not limited to additional personnel, 
equipment, further limitations on restricted areas, and additional surveillance procedures.  Nothing in 
this section should compromise the safety of the vessel, crew, or passengers (i.e., locks that block 
emergency escape scuttles). 
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20. Security Measures for Handling Cargo. 33 CFR 104.275 

Inspectors may observe procedures in place to ensure the security of cargo handling operations and 
whether security personnel show competence in these duties.  Inspectors should cite the approved VSP 
and verify that the Cargo Handling Security Procedures for the current MARSEC level are in effect 
and deemed adequate. These procedures include, but are not limited to, deterrence of cargo 
tampering, identification of unauthorized cargo (e.g., inventory control), and checking cargo for 
dangerous or unauthorized substances.  In particular, a vessel’s inventory procedures (logs, etc.) 
should be examined to ensure all HAZMAT and Certain Dangerous Cargoes (CDCs) are accurately 
tracked and accounted for.  Inspectors should question VSOs and other personnel with security duties 
regarding additional cargo handling security measures for elevations in MARSEC level requirements 
as specified in their VSP. This includes, but is not limited to, increased screening of cargo and 
inventory, search of delivery vehicles, vehicle escort provisions, additional measures to prevent 
tampering (e.g., seals), and suspending operation.   

21. Security Measures for Delivery of Vessel Stores and Bunkers. 33 CFR 104.280 

Inspectors may observe procedures in place to ensure the security of vessel deliveries and bunkering 
operations, and whether security personnel show competence in these duties.  Inspectors should cite 
the approved VSP and verify vessel delivery and bunkering procedures for the current MARSEC level 
are in effect and deemed adequate.  These procedures include, but are not limited to, deterrence of 
tampering to stores, supplies and bunkers, identification of unauthorized deliveries (inventory control), 
and checking deliveries for dangerous or unauthorized substances. Inspectors should question VSOs 
and other personnel with security duties regarding additional vessel delivery and bunkering security 
measures for elevations in MARSEC level requirements as specified in their VSP.  This includes, but is 
not limited to, increased screening of stores and inventory, search of delivery vehicles, vehicle escort 
provisions, additional measures to prevent tampering (seals), and suspending operations.  Inspectors 
should determine how recurring and non-recurring deliveries are addressed in the VSP. 

22. Security Measures for Monitoring. 33 CFR 104.285 

The VSP may specify a variety of security measures for monitoring.  It is generally the practice to 
conduct vessel inspections during daylight hours, which might determine if some measures are 
adequate (e.g., lighting). Some measures, such as intrusion, may be tested at any time.  In any case, if 
the inspector is in doubt as to whether a measure is adequate, a demonstration may be necessary. 

The inspector should review the measures that are specified in the VSP and require performance 
testing of any measure that appears questionable.    
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23. Security Incident Procedures.	 33 CFR 104.290 

A. 	 The VSP will have procedures specifying how the VSO and the vessel security personnel will 
address a security incident at each MARSEC Level.  These procedures will detail how the vessel 
personnel respond to the threat while maintaining critical operation.  Items covered vary between 
vessel but could include 1) prohibiting entry, 2) denying access, 3) stopping operations, 4) notifying 
authorities, 5) evacuating vessel, and 6) briefing personnel.   

B. 	In meeting these standards, there is no expectation that vessel personnel be armed in order to repel 
unauthorized personnel onboard, although it is an option.  The requirement to respond to 
unauthorized personnel onboard a vessel does not necessarily require security personnel to repel 
unauthorized boarders, but rather to have in place measures that will detect and deter persons from 
gaining unauthorized access to the vessel.  If unauthorized access is attempted or gained at a vessel, 
then the VSP must describe the security measures to address such an incident, including measures 
for contacting the appropriate authorities and preventing the unauthorized boarder from gaining 
access to restricted areas. We are not requiring the owner or operator to put any personnel in 
“harm’s way,” (i.e., by mandating the use of deadly force to confront deadly force).  Security 
measures for responding to unauthorized personnel will likely be structured on a continuum, 
depending on the specific threat, which may include confrontation, detention until authorities 
arrive, or using the force authorized under the appropriate jurisdiction to deal with the threat posed 
by the unauthorized boarder. 

In verifying compliance with these sections, the individual performing the on-site inspection should 
confirm that the vessel has the equipment and/or personnel necessary to carryout the procedure as 
detailed in the VSP.  For example, if the plan specifies that, in the event of a security incident, the 
VSO will notify authorities via radio, does the vessel have a radio that is capable of communicating 
with the appropriate authorities?  Drill should incorporate security incidents procedures that are 
outlined in the plan. 

24. Additional Requirements--Passenger Vessels and Ferries.	 33 CFR 104.292 

A. 	Passenger vessels and ferries are required to adhere to higher standards with regard to passenger 
screening and security sweeps.  The regulations offer alternatives to the frequency and extent that 
such screenings and sweeps are conducted, and the amount of documentation that is required.   

B. 	 A VSP requires a vessel’s procedures for monitoring be documented.  Although a vessel is not 
required to record when it conducts a security sweep, some logs may include such details.  An 
inspector should consider whether the security sweep was in accordance with the company’s 
Security Plan, whether the sweep was expanded to cover areas more susceptible based on the port-
wide threats (advertised in MARSEC changes), and whether the sweep adhered to the requirements 
of locally issued MARSEC directives. 

C. 	When expanding an inspection of this part, a marine inspector should evaluate whether the vessel’s 
security sweeps are adequate. When conducting such an assessment, the inspector should consider 
the MARSEC level in which the vessel is operating. If the vessel is operating in MARSEC level 
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two or three, the inspector should see additional amounts of compartment and vehicle searches, 
some of which may be conducted by armed patrols.  The inspector should also identify any 
alternatives that the vessel has implemented, verify that such alternatives are documented in the 
Security Plan, and ensure that the alternatives are allowable by the regulations.  In addition, the 
inspector should determine whether these alternatives provide an equivalent amount of security for 
the vessel, i.e., through the combination of searches, patrols, and locking of doors, the vessel is as 
secure as it would be if it conducted ID checks, screening of passengers and baggage.  The inspector 
should feel confident upon leaving the vessel that the regulations are met and that any alternatives 
provide that equivalent level of security. 

One important item that the inspector should keep in mind is the fact that the Vessel Security Plans 
were approved without anyone visiting the vessel.  Therefore, if the inspector finds that the 
alternatives implemented do not provide the equivalent level of security provided by ID checks and 
screenings, the inspector should require the vessel owner to amend the VSP. 

25. Additional Requirements--Cruise Ships. 33 CFR 104.295 

Unlike the requirements for passenger vessels and ferries, which have various requirements for the 
amounts of screening, patrolling, and searching, the requirements for cruise vessels are not as flexible. 
The regulations for this part require screening, ID checks, patrols, and searches to take place. 

An inspector evaluating a cruise ship’s adherence to this part of the regulations may conduct the 
examination in the same manner as they would to determine the compliance of passenger vessels and 
ferries, i.e., examine specifics of Security Plan, check Official Log or Security Log for vessel’s work to 
accomplish the details of the VSP. When expanding the exam, the inspector may consider background 
information such as the port’s MARSEC level, prevailing MARSEC directives, and port intelligence to 
determine whether the vessel had adjusted their posture to meet current security threats.  An expanded 
exam could also include accompanying the VSO of the vessel on a patrol, search, or identification 
check. 

If the inspector finds areas of the plan that is not adequate or, not accurate (based on the 
configuration of the vessel, i.e., Vessel Security Plan quoted that the vessel did not have a radio room, 
but an onboard visit to the vessel found otherwise) the plan would need to be amended.  Such cases 
may be common, since these plans were approved without on-site visits. 

26. Additional Requirements--Vessels on International Voyages. 33 CFR 104.297 

The requirements of 33 CFR Part 104 were written to harmonize the requirements of the International 
Ship and Port Facility Security (ISPS) Code with requirements of 33 CFR 104. Therefore, a vessel 
meeting the requirements of 33 CFR 104 are in compliance with the ISPS Code. 

Prior to undertaking an international voyage, vessels without a current ISSC will need to request an 
inspection from the local OCMI. After the inspection is completed, and the inspector finds that the 
provisions of 33 CFR Part 104 and the ISPS code have been addressed, the vessel will receive an 
International Ship Security Certificate (ISSC), valid for a maximum of 5 years. An ISSC may not be 
issued unless a vessel is in full compliance with 33 CFR 104 and the ISPS code i.e., no deficiencies 
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may be issued. An ISSC may be issued for less than 5 years in order that it may harmonize with other 
International Certificates. 

27. 	Assessment 33 CFR 104.300 

The assessment is a key component of a successful security system.  The regulations specify several 
critical areas that should be addressed by the assessment.  The owner or operator may consult an 
independent expert if needed, as long as these potential vulnerabilities are considered and are either 
determined not to be a threat or are addressed in the VSP with security measures.   

The inspector should consider whether the measures found in 33 CFR 104.300 (d) have been 
adequately addressed in the assessment during the verification.  If one or more of these considerations 
do not appear to be addressed, the inspector should discuss it with the VSO or CSO, as appropriate. 
The inspector may consider asking the name and qualifications of any third party expert consulted 
during the assessment. 

28. 	Amendment and Audit. 33 CFR 104.415 

A. 	Amendments to VSP.  The VSPs are living documents, able to change continuously to incorporate 
changes or lessons learned. Local COTPs may initiate amendments as well as conduct onsite 
verification of plan changes initiated by the facility/vessel owner or operator.  VSP amendments 
should be tracked and recorded in the vessel file.  To ensure amendments are consistent and meet 
regulatory intent, changes to plans will be reviewed and approved by MSC.  Hence, there are 
specific timeframes for amendments dictated in the regulations. 

B. 	 Amendments to ASP.  Should an enforcement inspection reveal that an owner/operator has 
correctly implemented an approved ASP in its entirety but security vulnerabilities exist in the 
vessel operation, the COTP shall be advised.  Under 33 CFR 104.415 (a) (ii), the inspector can 
determine that an amendment is necessary and forward the recommendation through the chain of 
command to Commandant (G-MP).  If deemed appropriate, (G-MP) will advise the organization 
that submitted the ASP for approval accordingly. Following such notification, it will be necessary 
for the original submitting organization to provide their proposed amendment to the Commandant 
(G-MP) for review and approval.  If the submitting organization does not wish to amend the ASP, 
the vessel owner must submit a VSP for the vessel to the MSC.  Amendments only include changes 
that are required or proposed to the plan template. 
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C. 	 Audits. At a minimum, the regulations require the CSO or VSO to ensure an annual audit is 
performed by personnel with knowledge in conducting audits and inspections, and control and 
monitoring techniques. The use of independent auditors is allowed.  Vessels are also given 
flexibility in how they assign auditors depending on the unique nature and size of the company and 
vessels. Audits may be required due to structure modifications on the vessel, or changes in 
operations, security measures, and response plans.  Other vessel changes that impact the VSP may 
also trigger an audit. Audits may result in amendments to the overall VSP. 

Nothing in the regulations prohibits the audit from being performed in conjunction with the scheduled 
security inspection conducted by the Coast Guard, as long as an audit is done at least once every 
calendar year. However, the initial audit must be complete not more than one year from the VSP 
approval date. If a combined inspection/audit is performed, the inspector may review the 
qualifications of the auditor to ensure that the regulations for auditor’s qualifications are met. 

29. 	Ship Security Alert System (ISPS Only) ISPS 9.4.18 

Ship Security Alert Systems (SSAS) are a SOLAS XI-2 requirement, and ISPS requires that the VSP 
include a description of the system. Due to the sensitive security nature of the information, ISPS 
allows the owner to keep the SSAS information separate from the other parts of the VSP.  This 
information is essential in order for the inspector to complete the verification.  ISPS also requires the 
equipment to be installed after the first “survey” of the radio equipment following the deadline. 
Survey in this case means either the periodical or renewal survey, whichever occurs next after the 
deadline for compliance.  New vessels must have the equipment installed at the initial survey.  Specific 
requirements for the SSAS installation will be contained in separate guidance.   

Specifics details will be contained in the VSP describing test procedures for the SSAS.  The inspector 
should follow the test procedures indicated.  If the test reveals a problem with either the test procedure 
or the SSAS itself, the inspector should immediately inform the VSO.  The failure of the SSAS 
represents a serious security deficiency and must be addressed as soon as possible.  
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The information contained herein only addresses the comments that were received to the 
docket, and, therefore, does not address every issue.  However, the responses may be helpful in 
determining the intent of the regulations.   

§ 104.105(a)(1): Non-self propelled Mobile Offshore Drilling Units (MODUs) that meet 
the threshold characteristics set for OCS facilities will be regulated by 33 CFR part 106, rather 
than 33 CFR part 104. This is because MODUs act and function more like Outer Continental 
Shelf (OCS) facilities, have limited interface activities with foreign and U.S. ports, and undergo 
a higher level of scrutiny for their personnel to obtain visas to work on the OCS.   

§ 104.105(a)(6): The intent of the applicability for 33 CFR part 104 was not to include 
passenger vessels certificated under 46 CFR subchapter K that have overnight accommodations 
for more than 49 passengers but are not certificated to carry more than 150 passengers; only 
vessels certificated to carry more than 150 passengers must meet the requirements of 33 CFR 
part 104. 

§ 104.105(a)(7): Small passenger vessels in commercial service regulated under 46 CFR 
subchapter T and uninspected passenger vessels regulated under 46 CFR subchapter C are not 
directly regulated in 33 CFR part 104.  Small passenger vessels on international voyages do not 
require a specific waiver, exemption, or endorsement.  These vessels will be covered, however, 
in Area Maritime Security (AMS) Assessments and Plans under 33 CFR part 103.  Owners, 
operators, and others associated with these vessels, including charterers, are encouraged to 
participate—consistent with § 103.300(b) concerning the AMS Committee charter—in the 
development of the AMS Plan.   

However, vessels making international voyages, which now includes Canadian waters as 
defined by 33 CFR 101.105 and subject to 46 CFR subchapter T, are required to meet the 
requirements of 33 CFR part 104.  In the past, waivers and equivalencies were granted to some 
small passenger vessels for some SOLAS safety-related requirements on the basis of their size, 
passenger capacity, and where they operate. All vessels on international voyages should be 
subject to 33 CFR parts 104 because of the higher security risks these vessels pose.  

§ 104.105(a)(7)(9): There will be vessels on the Great Lakes and St. Lawrence Seaway, 
which are otherwise exempted from SOLAS that are required to comply with our regulations.  
Security measures for certain geographic areas, such as the Great Lakes and the St. Lawrence 
Seaway, are necessary to maintain comparable levels of security throughout the maritime 
domain.  In addition, while SOLAS does not typically apply to the Great Lakes and St. Lawrence 
Seaway, it allows Contracting Governments to determine appropriate applicability for their 
national security.  For the U.S., the MTSA does not exempt geographic areas from maritime 
security requirements.  If vessel owners or operators believe that any vessel security 
requirements are unnecessary due to their operating environment, they may apply for a waiver 
under the procedures allowed in § 104.130.  Additionally, vessel owners or operators may submit 
for approval an Alternative Security Program (ASP) to apply to vessels that operate solely on the 
Great Lakes and St. Lawrence Seaway. 

Under this section, all foreign vessels not carrying an approved International Ship 
Security Certificate (ISSC) intending to enter a port or place subject to jurisdiction of the U.S. 
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are required to submit to the Coast Guard a Vessel Security Plan (VSP) prepared in response to 
the Vessel Security Assessment (VSA), unless they implement an approved ASP. This includes 
Canadian commercial vessels greater than 100 gross register tons operating solely on the Great 
Lakes calling at a U.S. port. 

§ 104.105(a)(9)(11): It is important to understand that the vessel security requirements 
were developed to address risks posed by those towing vessels engaged in the transportation of 
hazardous and dangerous cargoes.  These towing vessels and their barges may be involved in a 
transportation security incident.  The focus of the regulations are on towing vessels that transport 
barges with Certain Dangerous Cargoes (CDC) and barges subject to 46 CFR subchapter D or O, 
which limits the burden on the towing industry, while increasing maritime security.  Even in the 
case of limited operations, some cargoes are so dangerous that in order to minimize risk, the 
vessels carrying those cargoes are regulated. 

 Non-self-propelled vessels (barges) subject to 33 CFR subchapter I must comply with 33 
CFR part 104, only if they are carrying CDC in bulk or are engaged on an international voyage.   

Towing vessels, such as assist tugs, assist boats, helper boats, bow boats, harbor tugs, 
ship-docking tugs, and harbor boats, are not subject to 33 CFR part 104 because either the 
primary towing vessel or the facility will be subject to the regulations and will take such assist 
vessels into account in the security plan. These vessels typically engage in operations such as 
docking, undocking, maneuvering, transiting bridges, transiting locks, pulling cuts through a 
lock, or assisting in an emergency such as a breakaway barge.  This exemption is similar to those 
used in 46 CFR part 27. Owners or operators of towing vessels not directly regulated under 33 
CFR part 104 are covered under 33 CFR parts 101 through 103 and, although there are no 
specific security measures for assistance towing vessels in these parts, the AMS Plan may call 
for measures that the assisting towing vessels must follow, or the COTP may require security 
measures to address specific security concerns.  Nothing in these regulations alters any duty that 
a vessel may have to render assistance to those in distress. 

104.105(b): Fishing, recreational, and other vessels less than 100 gross tons are not 
subject to part 104 and are covered by parts 101 through 103 and, although there are no specific 
security measures for these vessels in these parts, the AMS Plan may set forth measures that will 
be implemented at the various MARSEC Levels that may apply to them.    

If a dredge meets any of the specifications in § 104.105(a),  the dredge may be regulated 
under 33 CFR part 104. For example, if a dredge’s operations include towing a tank barge 
alongside for bunkers, or the dredge engages in an international voyage, the dredge must meet 
the requirements in 33 CFR part 104.  If a dredge does not meet any of the specifications in § 
104.105(a), then the dredge is covered by the requirements of 33 CFR parts 101 through 103 
and, although there are no specific security measures for dredges in these parts, the AMS Plan 
may call for measures that the dredge must follow, or the COTP may require security measures 
to address specific security concerns. 

§ 104.110 Exemptions: 
104.110(a): The MTSA exempts certain United States government-owned vessels from 

the requirement to prepare and submit Vessel Security Plans.  However, if a government-owned 
vessel engages in commercial service or carries even a single passenger for hire, these vessels are 
subject to regulations. For those certain government-owned vessels exempt from security plans 
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by the MTSA, the COTP will still work to ensure that security measures appropriate for these 
vessels’ operations are addressed in a manner similar to our current oversight of safety measures.  
This exemption does not apply to vessels that are leased by or under contract to the United States 
government.   

104.110(b): It will be the under the authority of the cognizant COTP or OCMI to 
determine if a vessel is truly in lay-up status, dismantled, or out of commission.  It is not required 
that these vessels surrender their certificates.  However, it is advisable that using their 
appropriate authorities (e.g., a COTP Order or CG-835) that the cognizant COPT or OCMI will 
ensure that the vessel is not returned to service without notification and approval.  

§ 104.115 Compliance dates. 
§ 104.115(c)(1)(2):  Foreign flag vessels need not submit their VSA or VSP to the Coast 

Guard for review or approval. Owners and operators of foreign flag vessels that meet the 
applicable requirements of SOLAS Chapter XI will not have to submit their assessments or plans 
to the Coast Guard for review or approval.   

However, some foreign vessels, which may not be subject to or operating under SOLAS, 
may meet these requirements through either submission to the Coast Guard or their own flag 
administration.  Flag administrations may apply the new international security requirements to 
vessels other than those required to comply with SOLAS, consistent with paragraph 4.46 of part 
B of the ISPS Code and Resolution 7 from IMO’s Diplomatic Conference on Maritime Security.  
Furthermore, some flag administrations, not party to SOLAS, may decide to apply SOLAS 
Chapter XI and the ISPS Code requirements to their vessels trading with the U.S.  In these latter 
two cases—where foreign vessels not subject to SOLAS may nevertheless be required by the 
flag administration to comply with the requirements of SOLAS Chapter XI and the ISPS Code— 
the Coast Guard intends to work with the flag administration if they propose initiatives such as 
an ASP. This will likely be done through bilateral or multilateral arrangements.  When no 
approved ASP or bilateral arrangement exists, foreign flag vessels not subject to SOLAS, but 
covered by 33 CFR part 104, must submit a VSA and VSP to the Coast Guard for review and 
approval. 

§ 104.120 Compliance documentation. 
§ 104.120 (a) (3):  The Alternative Security Program (ASP) allows industries, owners or 

operators of a large numbers of vessel to submit a single generic plan that will cover those 
vessels.. However, this single generic plan does not alleviate each vessel participating in ASP 
from conducting a vessel specific security assessment report in accordance with the ASP, and 
this report must be readily available for Coast Guard inspection.   

§ 104.120 (a) (4):  Foreign flag vessels required to comply with SOLAS Chapter XI-2 
and the ISPS Code are required only to have on board a valid ISSC issued in accordance with 
section 19 of part A. This includes ensuring that the VSP meets the requirements in SOLAS 
Chapter XI-2 the ISPS Code, part A, having taken into account the relevant provisions of part B.  
The ISSC form is contained in Appendix 1 of the ISPS Code, part A.  There is no separate 
requirement in our regulations to document compliance with part B, although flag 
administrations and RSOs are encouraged to provide such documentation to assist our Port State 
Control efforts and reduce the potential for vessel delays.  This documentation, although 
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optional, could be in the form of a letter retained on the vessel signed by an authorized 
representative of the flag administration or RSO that clearly states that the VSP applies the 
relevant provisions of part B. Part B may be used as one of the tools to assess a foreign vessel’s 
compliance with SOLAS Chapter XI-2 and the ISPS Code, part A.  The Coast Guard is using the 
same cooperative arrangement that was used with success in the safety realm by accepting 
SOLAS certificates documenting flag state approval of foreign SOLAS VSPs that comply with 
the comprehensive requirements of the ISPS Code.  The consistency of the international and 
domestic security regimes, to the extent possible, was always a central part of the negotiations 
for the MTSA and the ISPS Code.  In the MTSA, the Congress explicitly found that “it is in the 
best interests of the U.S. to implement new international instruments that establish” a maritime 
security system.  Port State Control is exercised to ensure that foreign vessels have approved 
plans and have, in fact, implemented adequate security standards.  If vessels do not meet U.S. 
security requirements, the Coast Guard has, and will not hesitate to use, the power to prevent 
those vessels from entering the U.S. in appropriate cases.  The Port State Control measures will 
include tracking the performance of all owners, operators, flag administrations, RSOs, charterers, 
and port facilities.  Noncompliance will subject the vessel to a range of control and compliance 
measures, which could include denial of entry into port or significant delay.  The Coast Guard’s 
current Port State Control program has been highly effective in ensuring compliance with 
SOLAS safety requirements; the incorporation of the ISPS Code requirements into this program 
is the most efficient and effective means to carry out our Port State Control responsibilities, 
enhance the ability to identify substandard vessels, ensure the security of our ports, and meet the 
Congressional intent of the MTSA. 

§ 104.120 (b):  The inspection regime is designed to verify compliance with the 
regulations. These inspections may include but are not limited to a port state control exam, an 
inspection such as for the issuance of a Certificate of Inspection (COI) or an annual re-inspection 
for endorsement on a COI.  For uninspected vessels, inspectors intend to check compliance with 
these regulations at a frequency that is similar to those of existing uninspected vessel safety 
programs and in conjunction with other boardings. 

§ 104.125 Noncompliance:  The intent of this regulation was not to require self-reporting for 
minor deviations that are corrected immediately.  Rather, it is to make it clear that owners or 
operators are required to request permission from the Coast Guard to continue operations when 
temporarily unable to comply with the regulations.   
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§ 104.130 Waivers:  Waivers provide flexibility for vessel owners and operators with unique 
operations. It is important to understand that only Commandant (G-MP) may grant waivers.  
Waivers will only be issued when there is a compelling reason to do so, and when waivers are 
intended to be long-term in nature and not for short-term deviations from the regulations.   

§ 104.135 Equivalents:  As with waivers, equivalents provide flexibility for vessel owners and 
operators dealing with deviations  to provide an equivalent level of security with measures not 
specifically provided for by the regulations. Equivalencies may be issued by the cognizant 
COTP and should be limited in duration or limited to their respective COTP zones.   

§ 104.200 Owner or operator: 
§ 104.200 (b)(6):  This regulation requires that the owners or operators of vessels and 

facilities coordinate shore leave for vessel personnel in advance of a vessel’s arrival.  However, 
facilities are not mandated to allow access for shore leave because during periods of heightened 
security, shore leave may not be in the best interest of the vessel personnel, the facility, and the 
public. Mandating such access could also infringe on private property rights; however, facility 
owners and operators are strongly encouraged to maximize opportunities for mariner shore leave 
and access to the vessel through the facility by seafarer welfare organizations.  With regards to 
visas, the Coast Guard does not issue nor  expedite the issuing of visas.  Additionally, visas are a 
matter of immigration law and are beyond the scope of these regulations.  

§ 104.210 Company Security Officer (CSO): 
§104.210(a)(3):  This section and § 104.215(a)(1) does not preclude an owner or operator 

of a company that owns vessels from appointing the same individual as both the Company 
Security Officer (CSO) and Vessel Security Officer (VSO).  The CSO may also be the VSO, 
provided he or she is also able to perform the duties and responsibilities required of both 
positions.  Generally, this provision is for vessels operating on restricted routes in a single COTP 
zone and for unmanned vessels.  Under § 104.215(a)(2), however, the VSO for manned vessels 
must be the Master or a member of the crew.   

104.210(a)(4):  This regulation provides flexibility for a Company Officer to assign 
security duties to other vessel personnel. The CSO may delegate duties required in 33 CFR part 
104, including conducting Vessel Security Assessments (VSAs).  The CSO remains responsible 
for the performance of all security-related duties, even when delegated.  Under § 104.300(c), 
third parties may work on a VSA so long as the CSO reviews and accepts their work.  An owner 
or operator is also allowed to designate more than one Company Officer.  Because the CSO’s 
responsibilities are key to security implementation, vessel owners and operators are encouraged 
to assign an alternate CSO to coordinate vessel security in the absence of the primary CSO. 

§ 104.215 Vessel Security Officer (VSO): 
§ 104.215(a)(3) Vessel Security Officers (VSOs) are required on towing vessels greater 

than 8 meters engaged in towing barges that transport hazardous or dangerous cargos; it is 
imperative that the responsibility for security on these vessels be clearly established.  
Recognizing that some of these towing vessels will have a small crew complement, the Master is 
not prohibited from being the VSO.  Section 104.200 provides that the VSO can be designated 
by name or by title.  The duties of the VSO ensure that a knowledgeable person is on board or is 
directly responsible for coordinating the implementation of the Vessel Security Plan.  It is not the 
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intention of the regulations to preclude a CSO from also serving as a VSO for a towing or 
unmanned vessel.   

§ 104.215(a)(5) An owner or operator is allowed to designate more than one VSO.  
Because a VSO’s responsibilities are key to security implementation vessel owners and operators 
are encouraged to assign an alternate VSO to coordinate vessel or facility security in the absence 
of the primary VSO. 

§ 104.215(b):  The intent of this section is to outline those responsibilities that are 
necessary for all VSOs to effectively implement the security measures contained in Vessel 
Security Plans. However, this section provides the maximum flexibility to the VSOs by allowing 
them to assign security duties to other crewmembers so long as the security of the vessel’s 
operations is not compromised.  In this way, other crewmembers can assist the VSO and learn 
about security related duties.  Additionally, these people may acquire general knowledge through 
training or equivalent job experience. 

§ 104.225 Security training for all other vessel personnel:  These requirements are meant to be 
basic security and emergency procedure training requirements for all personnel.  In most cases, 
the requirement is similar to the basic safety training given to visitors of a facility to ensure that 
they do not enter areas that could be harmful. To reduce the burden of these general training 
requirements, vessel and facility owners and operators are allowed to recognize equivalent job 
experience in meeting this requirement.  However, contractors need basic security training as 
much as any other personnel working on the vessel or facility.  Providing basic security training 
(e.g., how and when to report information, to whom to report unusual behaviors, how to react 
during an emergency) could be sufficient depending on the vessel or facility.  To emphasize this, 
§ 104.225 allows the owners or operators of vessels and facilities to determine which basic 
security training requirements are appropriate for their operations. 

§ 104.230 Drill and exercise requirements: 
§ 104.230 (b)(2):  The nature of unmanned barges precludes the intensive personnel drills 

required for testing proficiency. However, each vessel subject to 33 CFR parts 104, whether 
manned or unmanned, is required to submit a Vessel Security Plan for approval that includes 
drill and exercise requirements.  Under § 104.230(b)(2), this plan should include those drilling 
requirements that are appropriate for the nature and scope of that vessel’s activity, and 
adequately prepare the VSO to respond to those threats the vessel is most likely to encounter. 

§ 104.230(b)(4): It could be difficult to conduct drills for companies that rotate crews 
frequently or have standing relief crews. Therefore this regulation was written to allow 
companies that operate vessels of similar design not subject to SOLAS to develop training and 
drill schedules that are more appropriate to their operations while keeping the standard of 25 
percent.  For example, a company operating several similar towing vessels could hire new 
crewmembers, have them participate in a drill on board one towing vessel, then rotate those 
crewmembers to any of the similar vessels within that same company’s fleet.  Finally, we added 
the word “from” between “week” and “whenever” in § 104.230(b)(4) and (5) for clarity. 
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§ 104.230(c)(2)(iii):  Exercising the Vessel Security Plan (VSP) frequently is essential to 
ensure the plan is effectively implemented; therefore, there is an annual requirement for an 
exercise of the VSP. Recognizing that participation in exercises can be time consuming and 
challenging to coordinate, the regulations allowed and encourage vessel owners and operators to 
combine security exercises with other exercises as stated in § 104.230(c)(2)(iii). 

§ 104.235 Vessel recordkeeping requirements: 
§104.235(a):  Records must be made available to the Coast Guard upon request, and §§ 

104.235(c) states that the record must be protected from unauthorized access.  This section does 
not mandate, nor preclude the records from being stored some place other than the vessel.  In the 
case of some types of vessels (e.g., towing vessels, unmanned barges) it would be impractical to 
maintain such records on board and for those vessels that make only domestic voyages. With the 
exception of Declarations of Security (DoS), these records may be kept somewhere other than on 
board the vessel, so long as they can be made available to the Coast Guard expeditiously upon 
request. However, vessel owners and operators must recognized that if they choose to store 
these records some place other than the vessel, their vessels may be delayed while they retrieve 
the records for Coast Guard inspection.  For vessels subject to SOLAS and the ISPS Code (part 
A), section 10 requires records to be kept on board. 

§§ 104.235(b)(1):  The intent of this regulation was not to record all training but only 
training required under § 104.225 is to be reported.  

§ 104.235(b)(7): This section requires that manned vessels must keep on board a copy of 
the last 10 Declarations of Security (DoS) and a copy of each continuing DoS for at least 90 days 
after the end of its effective period. The regulations require both vessels and facilities to retain 
the DoS for their last 10 port visits even after expiration. .  In order to roughly align the facility’s 
retention requirement, a 90-day retention period would more closely align with the vessel’s 10-
port visit retention period rather than the 30-day period used for declarations of inspection.   
Many factors, such as not being within U.S. waters during MARSEC Levels 2 and 3, may delay 
a vessel’s ability to accumulate 10 DoS’s.  If a vessel has on board fewer than the number of 
DoS’s required as stated in § 104.235(b)(7), it is acceptable for the vessel to continue operating 
as long as it plans to meet the intent of the section by verifying that it was not required to keep 
on board more than the number of DoS completed. 

§ 104.240 Maritime Security (MARSEC) Level coordination and implementation:
 § 104.240(b)(2) This section does apply to unmanned vessel because regulations allow 
for a VSO to be a company representative for unmanned vessels; the VSO may be designated by 
the owner or operator to provide reports on the attainment of increased MARSEC Levels to the 
appropriate COTP as specified in § 104.240.  Any vessel, manned or unmanned, must be under 
the cognizance of a VSO or a CSO to ensure security measures are properly implemented. 

 § 104.240(c):  The intent of the requirement is to disclose as much information available 
and appropriate to vessel personnel to mitigate risk even if a threat is not identified.  If there is no 
identified threat, the VSO is still required to brief all vessel personnel, emphasizing reporting 
procedures and the need for increased vigilance. 
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 § 104.240(e)(1)(2)(3):  Owners and operators have the authority to implement the 
security measures for MARSEC Level 3, which include armed patrols, waterborne security, and 
underwater screening. For example, it is well settled under the law of every State that employers 
may maintain private security guards or private security police to protect their property.  The 
regulations do not require owners or operators to undertake law enforcement action, but rather to 
implement security measures consistent with their longstanding responsibility to ensure the 
security of their vessels and facilities as specifically prescribed by 33 CFR 6.16-3 and 33 CFR 
6.19-1, by deterring transportation security incidents; detecting an actual or a threatened 
transportation security incident for reporting to appropriate authorities; and, as authorized by the 
relevant jurisdiction, defending themselves and others against attack.  It is also important to note 
that the security measures listed in §§ 104.240(e) and 105.230(e) are not exclusive and only 
relate to MARSEC Level 3 implementation.  In many instances, the owner or operator may 
decide to implement these security measures through qualified contractors or third parties who 
can provide any expertise that is lacking within the owner’s or operator’s own organization with 
the required authority. 

Further, the intent of these regulations is not to mandate the use of crewmembers to 
perform waterside security, although that is an option.  Those vessel owners and operators 
choosing to implement waterside security to meet the requirement of § 104.265(f) to ensure 
access control through additional measures during MARSEC Level 2, and to enhance the 
security of the vessel during MARSEC Level 3, may choose to enter into agreements with the 
facility owner or operator, private security firms, or other parties.  

  Vessel owners and operators are not exempt from any existing work hour and rest 
requirements, such as STCW and International Labor Organization requirements, when 
implementing security requirements at higher MARSEC Levels.  The VSP must address how the 
security measures will be implemented at each MARSEC Level.  Manning concerns must be 
considered during the VSP development and addressed in implementation. 

§ 104.255 Declaration of Security (DoS): The fundamental intent of these regulations is to 
establish cooperation and communication between facilities and vessels to minimize the potential 
for a transportation security incident.  A facility that places the onus on vessels to provide all the 
security would be acting contrary to the regulations.  When approving security plans, the COTP 
has the discretion to determine whether a facility has implemented sufficient security measures 
to meet the requirements of these regulations.  Any agreements or mandates that the facility 
owner or operator intends to prescribe to vessels should be reflected in the Facility Security Plan. 

§ 104.255(a):  As specified in § 101.505, the format of a DOS is described in SOLAS 
Chapter XI-2, Regulation 10, and the ISPS Code. The timing requirements for the are specified 
§§ 104.255 and 105.245. The format for a can be found as an appendix to the ISPS Code.   

§ 104.255:  In § 104.205(b), if in the professional judgment of the Master, a conflict 
between any safety and security requirements applicable to the vessel arises during its operations 
(e.g., adverse weather), the Master may give precedence to measures intended to maintain the 
safety of the vessel and take such temporary security measures as deemed best under all 
circumstances.  Therefore, if the DoS between a vessel and facility could not be safely 
exchanged, the Master would not need to exchange it before the interface.  However, under 
§ 104.205(b)(1), (b)(2), and (b)(3), the Master would have to inform the nearest COTP of the 
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delay in exchanging it, meet alternative security measures considered commensurate with the 
prevailing MARSEC Level, and ensure that the COTP was satisfied with the ultimate resolution. 

To maintain flexibility, the regulations neither preclude nor mandate a specific means for 
communicating about a DoS, as long as either parties or the designees sign the DoS prior the 
vessel-to-vessel or vessel-to-facility interface. Vessel-to-vessel activity in the Exclusive 
Economic Zone is not included in these regulations.  However, these regulations do apply to 
vessels interfacing with OCS facilities regulated under 33 CFR part 106.  

§ 104.255 (e)(2)(3):  Continuing Declaration of Security (DoS)  Declaration of Security 
(DoS) agreements among vessel and facility owners and operators should be periodically 
reviewed in response to the frequent change in operations, personnel, and other conditions.  The 
DoS ensures essential security-related coordination and communication between vessels and 
facilities. Renewing a continuing DoS agreement only requires a brief interaction between 
vessel and facility owners and operators to review the essential elements of the agreement.  
Additionally, at a heightened level of threat, that change in threat must be assessed, and a new 
DoS must be completed.  Less frequent reviews, such as during an annual or biannual review of 
the Vessel Security Plan, does not provide adequate oversight of the DoS agreement to ensure all 
parties are aware of their security responsibilities. 

Unmanned barges are not required to complete a DoS at any MARSEC Level.   

§ 104.265 Security measures for access control:  The owner or operator must ensure the 
implementation of security measures to control access because unmanned barges directly 
regulated under this subchapter may be involved in a transportation security incident.  As 
provided in § 104.215(a)(4), the Vessel Security Officer (VSO) of an unmanned barge must 
coordinate with the VSO of any towing vessel and Facility Security Officer of any facility to 
ensure the implementation of security measures for the unmanned barge.  

§ 104.265 (e)(1):  Screening of persons, their personal effects, and vehicles are necessary 
at all MARSEC Levels to minimize the risk of a transportation security incident.  However, 
while all vessels must implement screening procedures, the flexibility in determining those 
screening procedures should consider the vessel type and the geographical region it is operating.  
Additionally, the intent of the regulations is that the secure area used to conduct the screening of 
baggage or personal effects could be the same location of the screening of persons entering the 
vessel. The screening requirements in the final rules retain the provisions for designating a 
secure area on board or in liaison with the facility for conducting inspections and screening. 

Additionally, while the regulations require vessel owners and operators to deter the 
introduction of dangerous substances and devices. The regulations do not mandate checking for 
lawfully carried firearms.  The regulations are flexible enough to handle daily operations and 
allow the owners and operators to develop appropriate procedures to ensure the security of its 
passenger or commercial activities.  All security plans will be reviewed by the Coast Guard to 
ensure compliance with access control regulations. 

§ 104.265 (e)(3):  The effectiveness and constitutionality of this section that requires 
identification checks of passengers and workers are serious concerns.  Identification checks, by 
themselves, may not ensure effective access control, but they can be critically important in 
attaining access control. The regulations implement the MTSA and the ISPS Code by requiring 
vessel and facility owners and operators to include access control measures in their security 
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plans. However, instead of mandating uniform national measures, owners and operators are free 
to choose their own access control measures.  In addition, the rules contain several provisions 
that work in favor of privacy.  Identification systems must use disciplinary measures to 
discourage abuse. Owners and operators can take advantage of rules allowing for the use of 
alternatives, equivalents, and waivers. Passenger and ferry vessel owners are specifically 
authorized to develop alternatives to passenger identification checks and screening.  Signage 
requirements ensure that passengers and workers will have advance notice of their liability for 
screening or inspection. Vessel owners and operators are required to give particular 
consideration to the convenience, comfort, and personal privacy of vessel personnel.  Taken as a 
whole, these rules strike the proper balance between implementing the MTSA’s provisions for 
deterring transportation security incidents and preserving constitutional rights to privacy, travel, 
and association. 

§ 104.265(e)(9):  This section ensures that the owner or operator of a vessel does not 
abuse these regulations by regularly requiring crewmembers to screen other crewmembers.  
There maybe times when it is appropriate, but these time should be few and conducted in a way 
that takes into full account the individual’s human rights and preserves the individual’s basic 
human dignity.  

§ 104.265(e)(15):  The regulatory language in this section does not require vessel 
personnel be armed in order to repel unauthorized personnel onboard, although it is an option.  
The requirement to respond to unauthorized personnel onboard a vessel does not necessarily 
require security personnel to repel unauthorized boarders, but rather to have in place measures 
that will detect and deter persons from gaining unauthorized access to the vessel or facility.  If 
unauthorized access is attempted or gained at a vessel or facility, then the Vessel Security Plan or 
Facility Security Plan must describe the security measures to address such an incident, including 
measures for contacting the appropriate authorities and preventing the unauthorized boarder from 
gaining access to restricted areas.  The regulations do not require the owner or operator to put 
any personnel in “harm’s way,” (i.e., by mandating the use of deadly force to confront deadly 
force). Security measures for responding to unauthorized personnel will likely be structured on a 
continuum, depending on the specific threat, to include confrontation, detention until authorities 
arrive, or using the force authorized under the appropriate jurisdiction to deal with the threat 
posed by the unauthorized boarder. Owners and operators may find guidance in the IMO’s 
Circular titled “Piracy and Armed Robbery: Guidance to ship owners and ship operators, 
shipmasters and crews on preventing and suppressing acts of piracy and armed robbery against 
ships,” MSC/Cir.623/Rev.3, to be a useful reference in this regard. 

§ 104.270 Security measures for restricted areas: 
§ 104.270(b):  While the word “must” in this section requires owners or operators to 

designate restricted areas, the word  “appropriate” allows flexibility for owners or operators to 
restrict limited areas that are significant to their operations.  

§ 104.270(d): This section provides a non-exhaustive list of security measures that an 
owner or operator may use to prevent unauthorized access to restricted areas.  Only one of these 
measures addresses the locking or securing of access points to restricted areas.  Other methods 
include monitoring, using guards, or using automatic intrusion detection. The owner or operator 
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may also use other measures to prevent unauthorized access.  The potential competition between 
maximizing safety and maximizing security in § 104.205(b) state that “If… a conflict between 
any safety and security requirements applicable to the vessel arises during its operations, the 
Master may give precedence to measures intended to maintain the safety of the vessel, and take 
such temporary security measures as seem best under all circumstances.”  However, this 
provision does not circumvent overall security of the vessels because the section also requires, in 
§ 104.205(b)(3), that the owner or operator ensure the conflict is permanently resolved to the 
satisfaction of the Coast Guard. 

§ 104.275 Security measures for handling cargo: Screening for dangerous substances and 
devices is a complex and technically difficult task to implement.  Cargo checks should be 
focused on the cargo containers or other cargo transport units arriving at or on the facility or 
vessel to detect evidence of tampering. These checks are also to prevent cargo that is not meant 
for carriage from being accepted and stored at the facility without the knowing consent of the 
facility owner or operator. The issue of cargo screening will be addressed by TSA, BCBP, and 
other appropriate agencies through programs such as the Customs-Trade Partnership Against 
Terrorism (C-TPAT), the Container Security Initiative (CSI), performance standards developed 
under section 111 of the MTSA, and the Secure Systems of Transportation (SST) under 46 
U.S.C. 70116. The requirement to ensure the coordination of security measures with the shipper 
or other party aligns with the ISPS Code. It is intended that provisions be coordinated when 
there are regular or repeated cargo operations with the same shipper.  This coordination 
facilitates security between the shipper and the facility; therefore, this type of coordination 
mandatory.  

 § 104.275(b)(1): This section emphasizes that a check on cargo and cargo spaces should 
be done unless it is unsafe to do so. 

§ 104.275(b)(4): This section requires the check of seals or other methods used to prevent 
tampering. This check should primarily be conducted by the facility prior to loading, but it is the 
responsibility of the vessels to liaise with the facility to ensure that it is done. 

§ 104.285 Security measures for monitoring.
 § 104.285(a)(1):  As discussed above, it is the vessel owner or operator’s responsibility to 
ensure that manning levels are sufficient to implement the approved VSP at all MARSEC 
Levels. There are various ways to meet this requirement, including not operating at higher 
MARSEC Levels or limiting vessel operational hours to ensure crew rest periods are maintained. 

§ 104.290 Security incident procedures.
 Section 104.290(a): This section requires vessel owners or operators to ensure that the 
Vessel Security Officer and vessel security personnel can respond to threats and breaches of 
security and maintain “critical vessel and vessel-to-facility interface operations,” while 
paragraph (e) of that section requires non-critical operations to be secured in order to focus a 
response on critical operations. The Coast Guard does not define the critical operations that need 
to be maintained during security incidents, because these will vary depending on a vessel’s 
physical and operational characteristics but requires each vessel to provide its own definition as 
part of its VSP. Section 104.305(d) requires that they discuss and evaluate in the Vessel Security 
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Assessment report key vessel measures and operations, including operations involving other 
vessels or facilities. 

§ 104.297 Additional requirements--vessels on international voyages.   
§ 104.297(c): This section does not preclude a vessel from being inspected in a place 

other than a port. It is common industry practice for some inspections to take place in locations 
other than ports; the language in this section alters that practice. 

104.305 Vessel Security Assessment (VSA) requirements. 
§ 104.305(d)(2): The owner or operator is responsible for the Vessel Security Assessment 

but may have a naval architect or other qualified professional evaluate the structural integrity of 
the vessel in conducting the assessment.   

§ 104.310 Submission requirements. 
§ 104.310(a):  The security assessment reports must be submitted as part of the security 

plan approval process to determine if they adequately address the security requirements of the 
regulations. 

§ 104.400 Vessel Security Plan (VSP), General.
 § 104.400(c):  Security plans are sensitive security information that must be protected in 
accordance with 49 CFR part 1520.  Only those persons specified in 49 CFR part 1520 will be 
given access to security plans. Also in accordance with 49 CFR part 1520 and pursuant to 5 
U.S.C. 552(b)(3), sensitive security information is exempt from disclosure under the Freedom of 
Information Act (FOIA).  However, §§ 104.220part 104.225 of these rules state that vessel 
personnel must have knowledge of relevant provisions of the security plan.  Therefore, vessel 
owners or operators will determine which provisions of the security plans are accessible to 
crewmembers and other personnel.  Information designated as sensitive security information is 
generally exempt under FOIA, and State disclosure laws that conflict with 49 CFR part 1520 are 
preempted by that regulation.  46 U.S.C. 70103(d) also provides that the information developed 
under this regulation is not required to be disclosed to the public. 

§ 104.405 Format of the Vessel Security Plan (VSP). 
 § 104.405(a): In the development of a VSP, it should be understood that nothing in these 
regulations requires vessel owners or operators to contract for such services in advance.  
However, if an owner or operator of a vessel develops and has approved a VSP that states it will 
hire shore-based companies to provide certain security measures, then the vessel owner or 
operator must be prepared to demonstrate that the plan can be implemented as approved.  It is the 
intent of these regulations that vessel owners or operators, in accordance with their Vessel 
Security Assessments, identify those resources they will need at the various MARSEC Levels to 
ensure that they can implement their VSP. 

§ 104.410 Submission and approval. 
§ 104.410 (a)(1):  While the regulations requires the VSP be submitted in English, 

owners or operators of a vessel are encouraged to provide a translation in the working language 
of the crew to ensure that vessel personnel can perform their security duties.  Additionally, to 
meet our international obligations, foreign vessels are not required to carry on board the vessel a 
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copy of its VSP written in English, but it would help Port State Control efforts if the plan were 
maintained in English as well.  Part A of the ISPS Code permits VSPs to be written in the 
working language or languages of the ship, so long as a translation of the plan is provided in 
English, Spanish, or French. As stated in the preamble of the temporary interim rule (68 FR 
39297), a vessel may be delayed while translator services are acquired when a Port State Control 
officer is presented a VSP in a language that he or she does not understand.   
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Security measures for access control, ID checks 10 104.265 (e)(3) 
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Shore leave 6 104.200 (b)(6) 
SOLAS, Great Lakes Applicability 2 104.105(a)(7)(9) 
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Subchapter K vessels 2 104.105(a)(7) 

16 




 
 

 

 

 
 
 
  

  
 
  

  
 
 
 
  
  
  
 
 
 
 
 
 

 

Enclosure (4) to NAVIGATION AND VESSEL INSPECTION CIRCULAR No. 04 03 

Term Page Section 
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Submission requirements, VSA reports 13 104.310(a) 
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Vessel Security Assessment (VSA) requirements 13 104.305 
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VSO - Vessel Security Officers 6 104.215(a)(3) 
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VSO, responsibilities 7 104.215(b) 
VSO, training 7 104.215(b) 
VSP, format 13 104.405(a) 
VSP, SSI - sensitive security information 13 104.400(c) 
VSP, Submission and approval 13 104.410 (a)(1) 
Waivers, discussed 6 104.130 
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1. 	Introduction: 

A. 	This enclosure provides guidance on implementing the International Convention of Safety 
of Life at Sea (SOLAS), Regulation XI-2/6 as it applies to U.S.-flag vessels. It is intended 
to provide information for U.S. Coast Guard field offices, vessel owners and operators, 
and others involved with ship security alerting, as well as provide guidelines for 
developing systems to meet the requirements of SOLAS, Regulation XI-2/6. 

B. 	U.S. Coast Guard marine inspectors should review the guidance contained in this section 
to determine if a Ship Security Alert System (SSAS) installed on an U.S.-flag vessel is 
suitable for its intended purpose, and that it is in compliance with the requirements of 
SOLAS, Regulation XI-2/6. 

C. 	SSAS has been developed to provide a vessel master or operator the ability to send a 
covert alert to shore regarding a security threat to the vessel. SOLAS, Regulation XI-2/6, 
which requires the fitting of SSASs on certain SOLAS certified vessels, was adopted in 
December 2002 in conjunction with the International Ship and Port Facility Security 
(ISPS) Code. Performance standards for the SSAS were adopted by the IMO in MSC 
Resolution MSC.147 (77) for the revised performance standards for ship security alert 
system. This document is available at the following address: 
http://www.navcen.uscg.gov/marcomms/imo/msc_resolutions/default.htm. 

D. 	SSAS alerts originate aboard the threatened ship, and are transmitted by communications 
service providers (that provide mobile satellite, terrestrial radio or ground links) to 
competent authorities designated by the vessel’s flag State, and are relayed to the flag 
State. The flag State is then responsible for notifying appropriate authorities of coastal 
States in the vicinity of the ship or other States as appropriate. 

E. 	SSASs are one-way, ship-to-shore alerting systems for situations where lives may be in 
grave and imminent danger. Therefore, it is essential that the SSAS on board vessels, 
satellite links, land earth stations, ground communications, and other elements used in 
transmitting or relaying security alerts to competent authorities ashore be fast, function 
properly, and be highly available and reliable. These alerts are not “distress alerts” 
covered by separate requirements of IMO and the International Telecommunications 
Union, but are comparable and intended to address equally dangerous shipboard 
situations. Since the SSAS is comparable to equipment used to provide distress alerts to 
search and rescue authorities, the SSAS and its associated satellite and shore systems 
should meet comparable standards. 

F. 	Ships have various communications channels or methods available to help deal with acts 
of violence that pose security threats to ships, and are used for alerting, assisting with the 
response, resolving inadvertent alerts, and submitting follow up reports. In the event of an 
actual, developing, or apparent security threat, or when the security of the ship has 
actually been compromised, SSASs are not the only allowable means of alerting others of 
security threats to vessels. If suspected attacks are detected early, or if suitable 
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opportunities arise that would be unlikely to further endanger persons onboard, other 
means of communications may be used. 

2. 	Definitions: 

A. 	The following terms and definitions relate to security threats and related alerting: 

Acts of Violence: Acts of piracy, acts of armed robbery against ships and any other 
security incident directed against a ship, where the term “ship” is understood to include all 
persons on board. 

Communications Service Provider (CSP): An entity responsible for all or part of the 
delivery of security alert messages from ships to competent authorities. 

Competent Authority: Designated authority that receives SSAS alerts from ships and 
informs the administration of the appropriate flag State.  

Priority Access: Treatment given by communications systems to place distress and ship 
security alerts and calls ahead of all other traffic. 

Satellite System: The space segment, land earth station (or equivalent), and arrangements 
for controlling the space segment and the network control facilities governing access. 

Ship Security Plan: A plan required for ships subject to provisions of the International 
Ship and Port Facility Security (ISPS) Code. 

Ship Security Alert System (SSAS): Shipboard system required by SOLAS Regulation 
XI-2/ 6 to covertly send an alert to a competent authority of a vessel’s flag State indicating 
a security threat to the vessel. 

3. 	Compliance dates: The following SOLAS vessels are required to install SSAS equipment: 

A. 	Ships constructed on or after 1 July 2004; 
B. 	Passenger ships, including high-speed passenger crafts, constructed before 1 July 2004, 

not later than the first survey of the radio installation after 1 July 2004; 
C. 	Oil tankers, chemical tankers, gas carriers, bulk carriers and cargo high speed crafts, of 

500 gross tonnage and upwards constructed before 1 July 2004, not later than the first 
survey of the radio installation after 1 July 2004; and 

D. 	Other cargo ships of 500 gross tonnage and upward, and mobile offshore drilling units 
constructed before 1 July 2004, not later than the first survey of the radio installation after 
1 July 2006. 

4. 	Voluntary Compliance: SSASs may also be voluntarily installed aboard other vessels. Such 
installations should generally comply with the requirements of this Circular, particularly with 
regard to SSAS approval, registration, and testing. 
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5. 	Competent Authority:  For U.S. vessels, a competent authority is an entity, such as a shipping 
company or other organization, accepted by the U.S. Coast Guard that can reliably receive 
security alerts from its ships 24 hours a day and immediately relay them to Rescue 
Coordination Center (RCC) Alameda. RCC Alameda is operated by the U.S. Coast Guard and 
is the U.S. Government’s primary point of contact for receiving ship security alerts. 
Alternatively, the U.S. Coast Guard may act as the competent authority for an SSAS that 
transmits alerts directly to RCC Alameda. Contact information for RCC Alameda is as follows: 

Address: Commander, U.S. Coast Guard 
   Attn: RCC Alameda 
   Coast Guard Island 
   Alameda, CA 94501 
Voice: (510) 437-3701 
Fax: (510) 437-3017 
Telex: 230172343 
E-mail: RCCAlameda@d11.uscg.mil 

6. 	Submission of System Details for Approval: 

A. 	The U.S. Coast Guard will not complete a formal type approval for SSASs. Each SSAS 
will be evaluated for compliance with the performance standards in MSC.147 (77), the 
technical requirements of this NVIC and, as applicable, as part of the Security Plan 
approved for the vessel. Companies or organizations desiring to provide SSAS services 
for U.S. vessels may provide the U.S. Coast Guard with a detailed description of the 
equipment to be installed or modified. Companies or organizations wishing to act as a 
competent authority may provide details of their capabilities to monitor and forward alerts 
to the U.S. Coast Guard. This information should be submitted to Commandant (G-MSE-
3) for review at the following address: 

Address: 	Commandant (G-MSE-3) 
   2100 Second Street, SW 

Washington, DC 20593-0001 
Voice: (202) 267-2206 
Fax: (202) 267-4816 

B. 	Vessel specific details of each SSAS will be reviewed and approved by the U.S. Coast 
Guard Marine Safety Center (MSC). For security purposes, the details and procedures for 
an SSAS installed on board a vessel should be contained in a separate annex or 
supplement to the vessel’s Security Plan and stored separately from the Plan to limit 
access to its details. Access to this annex should be limited to the master, vessel security 
officer, and other senior personnel designated by the shipping company. The SSAS 
information does not need to be submitted to the MSC until required according to the 
implementation schedule. The majority of U.S.-flag SOLAS vessels will likely submit 
their SSAS information to MSC after the Coast Guard has already approved their Security 
Plan. If a vessel has an approved Plan, only the annex covering the SSAS needs to be 
submitted for review. The MSC can be reached at the following address: 
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Address: Marine Safety Center 
400 Seventh Street, SW 
Washington, DC 20590 

Voice: (202) 366-6480 
Fax: (202) 366-3877 

7. 	Installation of SSAS aboard SOLAS Vessels: U.S. Coast Guard Officers in Charge, Marine 
Inspection (OCMIs) will verify the correct operation of all SSASs installed on board U.S. 
vessels subject to SOLAS Regulation XI-2/6, and verify the SSAS installation complies with 
the system described in the approved Security Plan. 

8. 	System Requirements: 

A. 	SSASs should comply with the provisions of MSC.147 (77) on performance standards for 
ship security alert systems. The transmission of a security alert should not be included 
with any other routine reporting that the ship may conduct. The activation of a security 
alert should only require a single action to exclude the opening of protective covers. There 
must be at least two activation points: one must be located on the navigation bridge, and at 
least one other in an area where it would normally be immediately accessible, e.g., engine 
room control, master’s stateroom, crew lounge, etc. The activation points must not be 
capable of deactivating the alarm once it has been initiated and it must be protected 
against inadvertent operation. Seals, lids or covers that must be broken to activate the 
alarm may not be used for the activation point since a broken seal would indicate that the 
alarm has been tripped. Spring loaded covers or similar devices that provide no indication 
of the status of the alarm are acceptable. Activation of the SSAS should not cause any 
alarm or indication to be raised on the ship. 

B. 	If the SSAS uses the ship’s main source of electrical power, a suitable backup service 
should be provided to sufficiently and properly power the SSAS for at least 24 hours. This 
backup service may be an existing alternate source or dedicated battery backup. For these 
systems, an Uninterruptible Power Supply (UPS) or similar device powered from the 
ship's main power may be used for an alternate source of power. 

C. 	The SSAS may be a component of existing radio installations, but it may not interfere with 
the normal function of that equipment. If the SSAS uses any new radio transmission 
equipment or modifies existing radio transmission equipment (except for software 
modifications that do not affect transmission characteristics), then the Federal 
Communications Commission (FCC) must certify the equipment. Any new electronic 
equipment must be certified by the manufacturer to comply with the relevant sections of 
IEC 609451 that are identified as being required for all equipment categories.  

1 International Electrotechnical Commission (IEC) Publication IEC 60945 (2002) “Maritime navigation and 
radiocommunication equipment and systems – General requirements – Methods of testing and required test results” 
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D. 	The relevant communications service provider (CSP) should certify specific SSAS 
equipment as acceptable if the alerts are processed via a maritime mobile satellite system. 

E. 	 SSASs should generally meet the requirements and standards applicable to other distress 
alerting equipment as follows: 

1. 	 SSASs that operate through the Cospas-Sarsat system should generally meet the 
relevant requirements for electronic position indicating radio beacons (EPIRBs) 
contained in 47 CFR 80.1061, 1101 and 1103, and should be registered and labeled 
similar to the requirements for EPIRBs contained in 47 CFR 80.1061. These 
regulations establish requirements for radio emissions, test facility certification, 
submission of information to the Coast Guard and FCC, coding, labeling and 
registration. 

2. 	 SSASs that operate through the Inmarsat system should generally meet the relevant 
requirements for Inmarsat ship earth stations contained in 47 CFR 80.1101 and 1103. 
These regulations establish requirements for radio emissions, type approval by 
Inmarsat, and submission of information to the FCC for certification. Inmarsat SSASs 
should be registered with Inmarsat in accordance with IMO Assembly Resolution 
A.887(21). 

3. 	 SSASs that rely on encrypted terrestrial radio transmissions should be closely 
evaluated, and may be acceptable depending on the route of the vessel; however, if 
this approach were employed, encryption provisions satisfactory to the Coast Guard 
would have to be used with arrangements for maintenance of the encryption key. 

4. 	 Other equipment proposed for use as SSASs on U.S.-flag vessels should also be 
certificated by the FCC and accepted by the Coast Guard for its intended use. How the 
equipment complies with the recognized national or international standards should be 
noted in the manufacturer's documentation provided with the equipment. Generally, 
such equipment should meet performance and registration requirements comparable to 
those cited for equipment operating through Cospas-Sarsat and Inmarsat as discussed 
above if maritime mobile satellite systems are used, or comparable to the relevant 
provisions of 47 CFR Part 80 for terrestrial systems. Cellular phones and electronic 
mail are not generally considered suitable means of delivering ship security alerts to 
competent authorities due to typical limits on reliability and automatic processing. 

5. 	 Radio equipment used for SSASs may operate on appropriate emergency frequencies 
designated for distress communications. 

9. 	 Equipment Registration: Equipment should be appropriately registered to ensure that 24 /7  
arrangements are in place for retrieval of SSAS information by competent authorities. The 
registration data may be maintained by the communications service providers (CSP) or other 
suitable entity and ideally should be retrieved automatically and forwarded with a ship 
security alert. The ship owners or operators are responsible for ensuring that this data is up-to-
date. 

10. 	Ship Security Alert Messages: 

6 




 
 

 

 

 
 

 
 

 

 

 

 

 

 

 

Enclosure (5) to NAVIGATION AND VESSEL INSPECTION CIRCULAR No. 04 03 

A. 	Alert messages should be generated automatically with no input from the operator other 
than the activation of the system, and must be capable of reaching the competent authority 
from any point along the vessel’s intended route. This alert should not be transmitted as a 
general distress alert. Once activated, the SSAS should continue to transmit the security 
alert until the equipment is reset or deactivated. The interval between transmissions of the 
alerts should ideally be between 15 minutes and one hour.  Ship security alert messages 
must be addressed solely to designated competent authorities, not to shore stations or ship 
stations. 

B. 	The format of ship security alerts should be compatible with the communication system 
used to transmit it and, as a minimum, contain the following: 

1. 	 Ship’s identity (e.g., IMO number, Inmarsat IDs (including ocean regions code), 
MMSI number, or call sign), 

2. 	 Ship’s position (latitude and longitude associated with a date and time), and 
3. 	 Ship’s security alert activation indication. 

C. 	Messages should be transmitted at distress priority (or priority 3 if the system transmits via 
Inmarsat). 

11. 	Ship Security Alert Follow Up Reports: 

A. RCC Alameda is to be notified either directly or via a competent authority immediately 
when an alerted security threat has ended. Additionally, it is important to report all threats to 
vessel security, whether successful or unsuccessful, to RCC Alameda. This information is 
used to reduce the risks of future incidents, improve preparedness to respond to such 
incidents, and enable the U.S. Government to comply with mandatory reporting requirements 
to the International Maritime Organization (IMO). 

B. 	This post-incident report should be submitted in the following format: 

1. Ship's name and call sign, IMO number, Inmarsat ID, or MMSI number 

2. Reference initial ship security alert 

3. Position of incident 

Latitude and longitude 

Name of the area 


4. Details of incident, e.g., 
• 	 While sailing, at anchor or at berth? 
• 	 Method of attack 
• 	 Description/number of suspect craft 
• 	 Number and brief description of attackers/perpetrators 
• 	 What kind of weapons did the attackers carry? 
• 	 Any other information (e.g., language spoken) 

7 




 

 
 

 

 

 

 
 

 

 
 

 

 
 

 

 

 

Enclosure (5) to NAVIGATION AND VESSEL INSPECTION CIRCULAR No. 04 03 

• 	 Injuries to crew and passengers 
• 	 Damage to ship (Which part of the ship was attacked?) 
• 	 Brief details of stolen property/cargo 
• 	 Actions taken by the master and crew 
• 	 Was incident reported to the coastal authority and to whom? 
• 	 Action taken by the coastal State 

5. Last observed movements of pirate/suspect craft, e.g., 

Date/time/course/position/speed 


6. Assistance required 

7. Preferred communications with reporting ship, e.g., 

Appropriate Coast Radio Station 

HF/MF/VHF 

INMARSAT IDs (including ocean region code) 

MMSI 


8 Date/time of report (UTC) 

12. 	Inadvertent Ship Security Alerts:  The ship should report an inadvertent alert to RCC 
Alameda immediately to protect system integrity and to prevent costly response that may 
divert response resources from other pressing needs. 

13. 	Communications Service Providers: 

A. 	Communications service providers (CSPs) receive radio security alerts from ships and 
relay them to competent authorities using capabilities such as satellite systems, terrestrial 
radio systems, and ground communications links. 

B. 	GMDSS-based CSPs already operating as an IMO-recognized part of GMDSS need not 
undergo further approval to process ship security alerts as long as these alerts are handled 
in a manner equivalent to GMDSS distress alerts, and are routed to U.S. designated 
competent authorities. 

C. 	Non-GMDSS-based CSPs using mobile satellite systems not yet or not intending to be 
recognized by IMO as part of GMDSS will need to be accepted by the U.S. Coast Guard 
for processing ship security alerts. In general, they will be reviewed for suitability by the 
U.S. Coast Guard in accordance with applicable provisions of IMO Assembly Resolution 
A.888 (21). Non-GMDSS CSPs should do the following: 

1. 	 Provide continuous coverage in areas where ships using the system will sail with at 
least 99.9% network availability 

2. 	 Provide continuous priority access, and preserve and transfer the priority through the 
system for ship security alerts 

3. 	 Be able to handle the anticipated distress priority traffic by vessels using the system 
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4. 	 Automatically route ship security alerts to the appropriate designated competent 
authorities 

5. 	 If practicable, advise vessels and competent authorities of any outages or scheduled 
downtime before or when they occur 

6. 	 Continuously monitor and record network availability and provide a report on the 
recorded availability to the Commandant (G-MSE-3) least once every year 

D. 	Store and forward systems should have arrangements in place to ensure that ship security 
alerts are promptly delivered. 

E. 	CSPs should be able to demonstrate that it can reliably perform these functions without 
actually processing an alert through to the competent authority, i.e., it should be able to 
show upon request from a U.S. Coast Guard authority that it can automatically relay a 
message at the appropriate distress priority through its system up to the point where it is 
handed off to the next CSP in the system to the competent authority.  

F. 	Once a CSP is supporting the transmission and relay of ship security alerts for vessels, a 
two year’s written notice should be given to the U.S. Coast Guard and relevant vessel 
owners for the withdrawal of such services, unless vessels are no longer using the service 
or unless otherwise approved by the U.S. Coast Guard. 

14. 	SSAS Inspection and Testing: 

A. The SSAS should be capable of being tested, without inadvertently sending a live 
transmission, upon request of a marine inspector. Procedures for testing should be outlined in 
the vessel’s security plan. SSAS testing shall be logged in accordance with 33 CFR 104.235. 

B. Each SSAS should be tested to ensure it is installed and operates as described in the 
vessel’s security plan. In general, the testing procedures should be carried out according to the 
following (or equivalent) procedures, as appropriate for the particular SSAS: 

1. 	 Carry out a self-test routine for internal circuitry and emissions, in accordance with the 
SSAS manufacturer’s instructions or handbook 

2. 	 Confirm that the system is properly registered 
3. 	 Check the battery expiration date, if applicable 
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1. 	Alternative Security Program (ASP), Waiver, and Equivalency Submissions 

A. 	 The Final Rules published October 22, 2003 addressing the implementation of the 
Maritime Transportation Security Act of 2002 (MTSA) and the International Ship and 
Port Facility Security (ISPS) Code permits trade organizations or industry groups 
representing owners or operators to request approval for the use of an Alternative 
Security Program (ASP).  The approved ASP must address all requirements in 33 CFR 
Part 104 as applicable. ASPs that will be used throughout a sector of the industry must 
be submitted and approved within a timeframe that allows owners or operators to choose 
between implementing the applicable ASP and implementing an individual security 
plan. An ASP may also be used when an owner or operator intends to use a single plan 
to cover multiple terminals and vessels where exclusive docking arrangements exist. 
When an ASP is used for this purpose, a covered vessel would not be able to use an 
“outside” facility and a covered facility would not be allowed to receive an "outside" 
vessel. 

B. 	 Owners or operators may request approval for a waiver of security requirements in 
accordance with 33 CFR 104.130.  A waiver may be requested for any requirement that 
the owner or operator feels is unnecessary in light of the operating conditions of the 
vessel. The request should articulate the reason why a specific requirement is 
unnecessary (i.e., it should explain the circumstances that exist, which cause the 
requirement to be unnecessary).  If approved the waiver should be incorporated into the 
Vessel Security Plan submitted to the MSC.  Owners and operators that participate in an 
approved ASP, will not be granted a waiver because the ASP must be implemented in its 
entirety. 

C. 	 Owners or operators may also request approval for equivalent security measures in 
accordance with 33 CFR 104.135.  A request should include information to assist 
Commandant (G-MPS-1) in assessing the effectiveness of the proposed equivalent 
security measure.  Equivalent measures that are approved should be incorporated into 
the Vessel Security Plan submitted to the MSC.  Owners and operators that participate 
in an approved ASP, will not be granted a waiver because the ASP must be implemented 
in its entirety. 

2. 	General Guidance 

A. 	ASPs, waivers, or equivalencies and any accompanying documents must be submitted via 
hard copy paper document, floppy disc, or compact disc (CD).  Vessel security plans 
(VSP), facility security plans (FSP), and ASPs are deemed to contain Sensitive Security 
Information (SSI) and shall not be submitted to the Coast Guard via E-mail.  They must 
be mailed to: 

Commandant, U. S. Coast Guard (G-MPS) 

2100 Second Street S.W. 

Washington, DC 20593-0001 
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B. 	Each package must contain: 
• 	 Point of contact, 
• 	 Mailing address, and 
• 	 Telephone number. 

C. Operational Security.  	Security plans, including Vessel Security Plans, Facility Security 
Plans, and ASPs, are considered to be Sensitive Security Information (SSI), and 
therefore, they are exempt from the Freedom of Information Act (FOIA), meaning that 
FOIA requests for ASPs will likely be denied.  Any requests for such documents, 
however, should be forwarded to the applicable FOIA Officer and the G-MP legal 
advisor for decision and action. 

D. Telephonic, E-Mail, And Face-To-Face Inquiries.	 The regulations addressing security 
requirements are lengthy, complex, and vary in application from vessel to vessel, facility 
to facility, and port to port. Therefore, it is preferable that exchanges regarding 
regulation application take place in writing.  Members of the public with specific 
applicability questions should submit their inquiries via letter or E-mail.  Once the issue 
is properly researched, a written response will be provided. A list of Frequently Asked 
Questions (FAQs) and their answers, will be posted on the USCG Port Security 
Directorate website http://www.uscg.mil/hq/g-m/mp/index.htm, to assist the public. A 
Help Desk has been established to assist the public with inquiries. The phone number for 
the Help Desk is 202-366-9991 and will be manned Monday through Friday from 0800 to 
2000 hours Eastern Standard Time. 

3. 	ASP Application Requirements 

A. 	ASPs that apply to an individual owner or operator must be submitted no later than 
December 31, 2003.  Each ASP must contain: 

1. 	 A list of the vessel and/or facility types to which the ASP will apply. 
2. 	 A security assessment for the vessel and/or facility types. 
3. 	An explanation of how the ASP addresses the requirements contained in 33 CFR 

Parts 104, 105, and/or 106, as applicable. 
4. 	 A specific explanation of how the owner and/or operator will implement each portion 

of the ASP. The ASP must explain which parts of the plan are applicable to various 
facilities, and require facility owners to activate/implement each part of the plan that 
applies to that type of facility. 

5. 	We recommend including an index cross-referencing applicable sections of the 
regulations with the specific paragraphs or sections of the ASP. 

B. 	An ASP that only addresses intended alternatives is not sufficient.   

4. 	Action Upon Receipt of an ASP Submission 

A. 	Applications will be reviewed on a first-come, first-served basis. The submission process 
is outlined in figure (1) below. 

3 


http://www.uscg.mil/hq/g-m/mp/index.htm


 

 

 

 

 

 
  

 
 

 

 
 

 
  

 

 

 
 

 
 

 
 
 

 
 

 
 

  

  
  

 

 
 

 
 

 

 

    

 

 
 

 

  

Enclosure (6) to NAVIGATION AND VESSEL INSPECTION CIRCULAR No. 04 03

B. Each application will undergo an initial review to ensure each required subject area is 
addressed. To pass initial review an ASP must meet qualifications requirements in 33 
CFR 101.120, and must address all items of either 33 CFR 104.405 or 33 CFR 105.405 as 
appropriate. If the application is lacking critical information, it will be disapproved and 
the Coast Guard will send the submitter a letter containing a brief explanation of the 
reasons for disapproval.  Coast Guard Headquarters (G-MPS) will retain the application 
and related material for future reference.   

ASP Application Process 

Organization 
addresses 

deficencies and 
resubmits

 ASP. 

Meets 101.120 

? 

Meets 
104.405 

or 105.405 

? 

Letter, explaining 
deficencies, is sent to 

submitting 
organization for 

revision. 

Organization 
addresses 

deficencies and 
resubmits
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Meets intent 
of entire Rule 

? 

Letter, explaining 
deficencies, is sent 

to submitting 
organization 
for revision. 

Approval letter, is 
sent to submitting 
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Submitting 
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identifying 
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chose to 
participate in 
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Individual 
owner/operator 
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CG approving 
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 stating 
they are 
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with ASP at  
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A security plan for a specific 
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 for specific facility or vessel 
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?
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No 

Initial review 
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 acknowledging 
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No 
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Review 

Yes 

No 
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Figure 1 
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C. 	Applications that pass the initial review will then undergo a detailed review.  During this 
phase the ASP is reviewed to determine if it meets the intent of the entire rule for its 
specific industry type.  The ASP content will be examined to determine compliance with 
all performance standards and at all MARSEC levels. 

D. 	If the application is approved after the detailed review, a letter will be mailed to the 
submitter stating its acceptance and any conditions that may apply.  Coast Guard 
Headquarters (G-MPS) will retain and file the application. 

If the application is not approved, a copy of the application will be returned to the 
submitter with a brief statement why it cannot be approved.  The original application will 
be kept on file at Coast Guard Headquarters (G-MPS) for future reference.  The 
organization may make corrections and resubmit the program. 

5. 	ASP Compliance 

A. 	On or before December 31, 2003, a vessel owner or operator using an ASP must send in a 
letter to Marine Safety Center stating which approved ASP they are intending use to: 

Commanding Officer 

Marine Safety Center 

Room 6302
 
400 Seventh Street S.W.
 
Washington, D.C. 20590 


B. 	On or before July 1, 2004, a vessel owner or operator must have a copy of the ASP the 
vessel is using, including a vessel security assessment report and a letter signed by the 
vessel owner or operator stating which ASP the vessel is using and certifying that it is in 
full compliance with the program. 

C. 	An ASP on an individual vessel is an element of a larger security program.  Owners or 
Operators that are using an ASP must remain members of the organization that sponsored 
the ASP in order to receive updates and amendments.  Inspectors may verify that a vessel 
has maintained its membership checking for membership certificates, letters, or online 
databases if available. If no evidence exists that the vessel is a current member, the 
burden of proof rests on the owner or operator.  

6. 	Equivalency and Waiver Application Requirements 

A. 	Equivalency Requests. For any security measure required by 33 CFR 104, the owner or 
operator may apply for approval to substitute an equivalent security measure that meets 
or exceeds the effectiveness of the required measure.  G-MPS personnel will assess the 
adequacy of each equivalency request.  Each application must contain: 

1. 	The request to use an equivalent security measure. 
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2. 	The documentation supporting justification for the request. 

B. 	Waiver Requests.  Owners or operators are permitted to apply for a waiver of any 
requirement in 33 CFR 104, 105, or 106, that the owner or operator considers 
unnecessary in light of the nature or operating conditions of the vessel or facility.  G-
MPS personnel will assess the adequacy of each waiver request.  Each application must 
contain: 

1. 	 The request for the waiver to a requirement. 
2. 	 The documentation supporting justification for the request, e.g., vulnerability 
      assessment information, if available; a description of the vessel type, certification 
      status and operation; information on the extent of physical transfer of fuels, supplies 
      or cargoes; information on facilities called by the vessel; any applicability issues; any 
      information on security measures already in place.    

C. 	Documentation. Requests for equivalencies and/or waivers should include, as applicable, 
the following: vulnerability assessments, if available; a description of the vessel type, 
certification status and operation; cargoes carried; details regarding physical transfer of 
fuels and supplies; crew size, if manned; details regarding waterways used and facilities 
used by the vessel; applicability issues, if any; and details of security measures already in 
place. 

7. 	Action Upon Receipt of a Waiver or Equivalency Request 

A. Upon receipt a letter will be sent to the owner or operator from G-MPS acknowledging 
receipt of the equivalency or waiver request.  In the letter the owner or operator will be 
directed to continue working on the facility or vessel security plan. The submission 
process is outlined in figure (2) below. 

B. Applications will be reviewed on a first-come, first-served basis. 

C. Each application will undergo an initial review to ensure each required subject area is 
addressed. If the application is lacking critical information, it will be disapproved and the 
Coast Guard will send the submitter a letter containing a brief explanation of the reasons 
for disapproval.  Coast Guard Headquarters (G-MPS) will retain the application and 
related material for future reference. 

D. Applications that pass the initial review will then undergo a detailed review.  	Coast 
Guard Headquarters (G-MPS) will normally request further review and input from the 
appropriate Area Commander.  The Area Commander may disseminate for review as 
appropriate. All comments will be returned to G-MPS. During the detailed review, the 
content of the request will be examined to determine compliance with the performance 
standards at all MARSEC levels. 
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E. If the application is approved after the detailed review, a letter will be mailed to the 
submitter stating its acceptance and any conditions that may apply.  Coast Guard 
Headquarters (G-MPS) will retain and file the application. 

F. 	 If the application is disapproved after the detailed review, a copy of the application will 
be returned to the submitter with a brief statement of the reasons for disapproval.  The 
original application will be kept on file at Coast Guard Headquarters (G-MPS) for future 
reference. 
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Waivers and Equivalencies Approval Process 
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Figure 2 
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