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Change of Watch on the Waterfront

For the past 4 years I’ve had the privilege of working with Coast
Guard, other agency, and industry professionals on the many
safety, security, and environmental challenges facing our ports
and facilities.

Our nation’s ports are vital to our nation’s security and economic
vitality. More importantly, they are a marvelous, if motley, col-
lection of small and large businesses, workers, government agen-
cies, NGOs, and vessel and facility operators. Our ports and wa-
terways are safe, secure, efficient, and resilient because of the
skill, dedication, and patriotism of all of these individuals.

As I'leave Coast Guard Headquarters to my next assignment, |
offer my sincere appreciation to the long suffering readers of this
newsletter who have helped the Office of Port and Facility Com-
pliance (CG-FAC) establish and implement effective port safety
and security policies. I especially thank the Coast Guard facility
inspectors and port security specialists who are out on the water-
front every day, keeping our nation safe and secure.

Captain Ryan Manning will be the next Chief of CG-FAC. He is
an outstanding leader in the Coast Guard and I know he will help
our programs to grow and prosper. On July 8th I will assume
Command of Coast Guard Sector Long Island Sound. If any of
you find yourselves in New Haven, please stop by and visit.

Captain Andrew Tucci




CG-FAC MARPOL Reception Facility
Certificate of Adequacy Program

David Condino

The Act to Prevent Pollution from Ships (APPS at 33 U.S.C. 1901 et seq.) implements the international
regulations in MARPOL Annexes I, II, V, and VI requiring IMO member states to ensure that ship’s waste
reception facilities are available at ports and terminals receiving ocean going ships on international voyages.
Under APPS the USCG inspects and issues Certificates of Adequacy (COA) to owners and operators of
ports or terminals meeting MARPOL applicability under 33 CFR 158.

Port and terminal operators must apply to the COTP (updated OMB approved application forms
CG5401A through D are now available), and an inspection must be conducted prior to issuing a COA (a
MARPOL job-aid is available). APPS also requires that a list of all ports and terminals with reception facili-
ties be published. Electronic publication is authorized in the CGMIX online searchable database that con-
tains a listing of U.S. ports and terminals holding valid MARPOL COAs (https://cgmix.uscg.mil/MARPOL/

Default.aspx).

The mandated CGMIX MARPOL database is automatically populated from MISLE Facility data, there-
fore it is of the utmost importance that all of the information from the application form(s) should be entered
into the MISLE database on both of the information pages related to MARPOL and COA. The screen shot
shows where to enter “general information” regarding a facility. Be sure to check the appropriate the appro-
priate MARPOL Annex box under Facility Subtype(s) indicating issuance of a MARPOL COA.
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Just entering the information required for issuance and printing of a COA does not ensure that the MAR-
POL reception facility data will be automatically updated in CGMIX. In the Workflow tab, scroll down to
“Port Facility MARPOL” and be sure to enter all of the information (including checked boxes in the drop
down menu), depending on the MARPOL Type. An example for a MARPOL Annex II facility is show in
the screen shot below. Once the information is entered, be sure to click on “Save”. The data will be auto-
matically uploaded to CGMIX and may be publically accessed.
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COTPs should review 33 CFR 158 applicability for all ports/terminals in their AOR to ensure COA cur-
rency. COAs have a 5-year expiration date (automatically generated when the certificate is printed from
MISLE). The COA is issued to the port/terminal owner/operator who must apply/re-apply using the appro-
priate forms. Again, applicability for who must apply and hold a valid COA is clearly outlined in 33 CFR
158. A port or terminal without a valid COA may not receive ocean-going ships (generally >100 Tons for
Tankers, or >400 Tons for other ships — see the regulations for specific applicability criteria).

In the next WOW issue we will discuss what happens when a report of inadequacy at a MARPOL port re-
ception facility is received. More information can be found on the CG-FAC Portal Page and at the CGMIX
website or you may contact: David Condino, david.a.condino@uscg.mil, (202) 372-1145.
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FSO Voluntary Certified Courses

LT Cal Fless

As you may know, CG-FAC is in the process of drafting regulations requiring individuals serving in the
role of a Facility Security Officer (FSO) at a Maritime Transportation Security Act (MTSA) regulated facili-
ties to acquire and retain active certification as an FSO from a Coast Guard approved course provider. Sec-
tion 821 of the Coast Guard Authorization Act of 2010
expands on the topics listed in 33 CFR 105.205 and man-
dates the Secretary to develop a comprehensive FSO
training and certification program that all FSOs are re-
quired to complete. Part of this regulatory process has
included discussions with the National Maritime Center
(NMC) to ensure a similar process is in place for the
Coast Guard to review FSO courses in the same manner
as the current process for Vessel Security Officer (VSO)
courses.

Current MARAD reviewed courses will remain ap-
proved until the listed expiry date. The Coast Guard
recognizes successful completion of a valid course cer-
tified under this process, or previously certified under
the MARAD contract, as meeting certain training re-
quirements under Title 33 Code of Federal Regulations
(CFR) Parts 104 and 105. Course providers not on the
Coast Guard approved list that is maintained on Home-
port (http://homeport.uscg.mil) or our web page (http://
www.uscg.mil/hg/cg5/cg544/facilities.asp) have either not submitted their courses for review or have not
satisfactorily met the requirements to receive certification by the Coast Guard or MARAD.

Coast Guard Waterfront Facility Inspectors will not be expected to verify the existence of a certification
for an FSO in the current position overseeing a MTSA regulated facility until there is regulation in place to
require it. Currently we are encouraging attendance of FSO training at one of the approval courses to the
right.
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_ 348/110131 VSO/CSOFSO Maritime Professional Training
CERTIFIED MARITIME SECURITY 01/31/2016 Masters Mates & Fngineers Inc
TRAINING COURSES 1915 South Andrews Andrew Fort
Lauderdale, FL 33316
. ISP . : it . 425/130201 Maritime Security Awareness (MSA) (954) 525-1014
The Maritime Security Training Courses below have been assessed and certified as indicated by = - =
Det NorskeVeritas (DNV) or American Bureau of Shipping (ABS) on behalf of the U.S. Coast. OIS ST e T P WWW.mpfusa.com
Guard, National Maritime Center (NMC) and the Maritime Administration (MARAD), in 301/100604 VSO/CSO/FSO Marsec Corporation
accordance with the “Guidelines for Maritime Security Training Course Providers™ in the U.S.. 12/31/2015 (NMC/MARAD) 2000 Westfork Dr., Suite 200
Courses listed below will remain on the list through their course certification expiration date unless Baton Rouge, LA 70827
the Coast Guard receives correspondence stating the course is in the renewal process with DNV, **Course cusrently under review by (225) 205-5648
ABS. or NMC. regardless of courses actively being offered by the course provider. NMC** Mmarseccorp.com
382/110401 VSO/CSOFSO MARSEC Training (formerly PTR
Certificate No. Course Titles Course Provider 04/01/2016 Training/Ophion Risk
Valid to 4831 W. 136" Street, Suite D
445/140715 Facility Security Officer AcuTech 436/130001 VPSSD Leawood. KS 66224
07/15/2016 1919 Gallows Road. Suite 900 09/01/2018 (913) 890-7270
Vienna, VA 22182 WWW.marsectraining com
(703) 676-3180 432/130620 E-Learn MSA
acutech-consulting. com 06/20/2018 - - : _ —
426/130201 Vessel Security Officer (NMC) Mid-Atlantic Maritime Academy
401/120701 Facility Security Officer AliTek Consulting IL1.C 02/01/2018 5301 Robin Hood Dr.. Suite 100
07/01/2017 19627 1-45 North Norfolk, VA 23513-2419
Spring. Texas 77388 307/110605 Company Security Officer (757) 464-6008
444/140616 Facility Security Officer. Outer (713) 568-7540 06/05/2016 WWW.mamatrains com
L Continental Shelf FS0 OCS) www alitek com FA/T40301 | VPSSDEPSSD Quality Management International. Tnc.
434/151101 VSO/CSOFS0 California Maritime Academy 03/01/2016 43250 Brownstone Ct.
11/01/2020 (DNV) 200 Maritime Academy Dr Ashburn, VA 20147
Vallejo. CA 94590 402/120101 VSO/CSOFSO (888) 357-0001
(925) 352-8905 0L/01/2017
www csum edu 433/130820 Vessel Security Officer Securewest International Inc.
3477110202 | VSO/CSO/FSO Cape Intermational Tnc 08/202018 339 North Center Drive, Bldg 11, Ste
BRI ?33;?’;‘; @;ﬁ“’ 441/140301 Facility Security Officer Norfoll, VA 23502-4007
T 03/01/2019 (757) 4614343
416/120901 VS0/CSOFS0 The Captain School 419/121101 Facility Secunity Officer Seebald & Associates. ILC
09/01/2017 P.O. Box 100420 11/01/2017 5881 Meadows Rd
Cape Coral, FL 33910 Dewittville, NY 14728
(230) 540-0271 439/140101 Maritime Security for Facility (800) 801-2310
01/01/2019 Personnel with Specific Security
HOU151100/002 | Facility Security Officer Chemical Security Group LLC Duties (MARAD)
11/09/2020 (ABS) 1135 Heights Blvd 453/150701 Facility Security Officer Specialized Maritime Security Training
Houston. Texas 77008 07/01/2017 and Consulting (SMSTC) LLC
(713) 572-3600 139EJ’amesCon.}eam(Rd#583
www.chemicalsecuritygroup.com Lafayette. LA_ 70508
(337) 4519252
smstcusa.com
01/01/2019 P.0. Box 2677
Santa Rosa, CA 95405
451/150101 VSO/CSOFSO (800) 821-0906
0L/01/2020 www_ellinstraining. com
414/120601 VS0/CsO STAR Center (formerly RTM STAR
06/01/2017 Center) 446/140501 VPSSD
2 Dixie Highway &
GO33Z1 Maritime Security Awareness Dania Et:a(?h__ FL) 33004 SSHITRITG
01/31/2017 (NMC) (054) 021-7254 371/110610 VPSSDTEPSSD Florida State College at Jacksonville
06/10/2016 ex. Florida Community College)
424/130101 VSO/CSOFSO State University of New York Maritime Florida Security Institute
01/01/2018 (NMCMARAD) College. Department of Continuing 349/110217 VSO/CSOFSO 601 West State Street
Education 02/17/2016 Tacksonville, FL 32202
SUNY Maritime College (004) 632-3033
6 Pennyfield Ave.. - — - o
Bromx. New York 10465 438/140101 Vessel Security Officer G.\\r_. _Counors. _I.uc.
(718) 409-7200 01012019 1\«'13.1'1}'1131& Security Management
WWW_sinymaritime. edu Services
HOU151104/001 Faci.l%ry Security Officer Terminal Security Solutions. Inc. 443/140401 VSO/CSO/ESO 2R4 Sdll;{};{ it;;esla chusetts. 02368
11/04/2020 (ABS) 720 East E Street 040172010 (781) 961-0060
Wilmington, CA 90744 UL ) =97
(310) 8166500 WWW.ZWCONNOrs. con
428/130401 Vessel Security Officer Hudson Trident Maritime Security
421/121101 Facility Security Officer University of Findlay 04/01/2018 Services
1101/2017 (MARAD) 1000 North Main Street Ferry Terminal Building, Suite 300
Findlay. OH 45840 431/130418 Company Security Officer 2 Aquarium Drive,
(800)521-1292 04/18/2018 Camden, NJ 08103
- — — — (856) 342-7500
375/110319 Maritime Security for Facility U.S. Security Associates. Inc. A PV e
03/19/2016 Personnel with Specific Security 200 Mansell Court. 52 Floor 242/090605 Facility Security Officer®* hudsonanalytix.com
Duties Roswell, Georgia, 30076 Al - :
— epr **Course is currently under review b
(770) 625-1500 . . . ] .. £ ) ¥
W ussecurityassociates. com/ 422/121231 Maritime Se_cumy fc:r \»essel-"l_:acﬂlry DNV=
01/01/2018 Personnel with Specific Security
Duties (V/EPSSD)
363/110403 Mulitary, First Responder, and Law International Maritime Security
04/03/2016 Enforcement Personnel (MSLEP) Network [ILC (IMSN
210 West Pike St, Suite 2
448/140801 Facility Security Officer Canonsburg. PA 15317
08/01/2016 (724) 338-4154
WWW.imsn us
430/130201 VPSSD/FPSSD
02/01/2018
415/120601 Facility Security Officer Manatee County Port Authority
06/01/2017 (MARAD) 300 Tampa Bay Way

Palmetto, FL 34221
(941) 722-6621
WWW.portmanatee.com




Getting ahead of the Cyber Curve...for free!

LT Cal Fless

Please log in.

You must be registered before you can log in!

To log in, please enter your email address and Password. If you are a new user, you shot
Select this link if you tried to register but did not receive your activation em:

If you are a government employee or member of the military, please use your .gov/.mil email adt
For U.S. veterans without government or military email addresses, please verify your veteran status and register at:

Email: I
Password: I | forgot my Password Update personal information ee courses you are enrolled in
Log In

Check our Frequently Asked Questions for common help solutions

If you have additional problems please contact the VTE Online Training P;
Help Desk or email the help desk at support@usalearning.net
To speak with a Help Desk representative,
call (202) 558-2203 or toll-free (888) 804-4510
Monday-Friday, 8:30 AM to 6:00 PM EST, except holidays.

Warning! This is a Government system and may be accessed and used only for authorized use only. Unauthorized
system could result in criminal prosecution. Unauthorized use of this system may subject violators to criminal, civil]
on this system may be intercepted, read, recorded, copied, and disclosed by and to authorized personnel for officiz
Such information includes sensitive data encrypted to comply with confidentiality and privacy requirements. Access
whether authorized or unauthorized, constitutes consent to these terms.

ipt informati




(I5C)2™ CISSP®: ISSAP CERTIFICATION PREP = 15 HOURS - oooooeoeeoe oo eeeeeeee e ee e eeeeeeene
(ISC)2™ CISSP®: ISSMP CERTIFICATION PREP (2014) - 18 HOURS -.oooooo oo
(ISC)2™ SYSTEMS SECURITY CERTIFIED PRACTITIONER - 16 HOURS oo
{ISC)2™ CISSP® [2012] - 20 HOURS oo oo e eeeee e eeeee e eee e e s emeeeeseee e eeeeeeeeeeeeoes e semeeeeeee
LINUX OPERATING SYSTEM SECURITY = 9 HOURS -.ovoe oot eeeee oo emoee oo ee s e eem oo eeeeee e e oeeeeeeeeeeee e
MOBILE AND DEVICE SECURITY - 22 HOURS.. oooeoeoee oot ee e s eemes s eeeeeeeeeeeoeeeeeeeeeeesee e
NETWORK MONITORING WITH OPEN SOURCE TOOLS - 5 HOURS ..o
PENETRATION TESTING = 18 HOURS oo ooooee oo eeeeeee e eeeeee e eeeeeeeeeeeeee e eeee e seeseeemeeeeseeeeeeeeeseene
SOFTWARE ASSURANCE EXECUTIVE COURSE (SAE) - 10 HOURS .. oooomoeoeeeeeeee oo

WINDOWS OPERATING SYSTEM SECURITY - 16 HOU RS et me s s

WIRELESS NETWORK SECURITY [MWINS) - 9 HOU RS e e

Contents
ADVAMNCED PCAP ANALYSIS AND SIGNATURE DEV (APA) = L HOUR oot e e e e anm e e o 4

DM MO DULE 1 — 2 HOU RS e e e e e e e e eeee eaeae e 4
CDOM MODULE 2- 1 H O U R e e e e e o scmam ee mscs e s cemam s s ns s s an £t ee 2msem e rmem s e e e o emmann 4
CDM MODULE 3- 1.5 HOU RS oo cerem e s sesem s mmes s oo e emm e e o £ s o wmemaem e ensam e mnemn e e e 4
DM MO DULE 4- 5 HOU R o e e et e e e emm et et e s ememae 5
CDM MODULE 5= .5 HOU R et ec e o emem e cma s e caeecs o e mm e e o £ e o o e e s cnem s e s s enmsemn 5
CERTIFIED ETHICAL HACKER {CEHVT) = 21 HOURS ..ot me e s e emes e me s mas e emenesme s e e amen
CERTIFIED ETHICAL HACKER {CEHVE] - 22 HOURS <o cee e e e ceeme s eem s ee s e e e e e emeenean e e enmene.
CERTIFIED INFORMATION SECURITY MANAGER 2013 SELF-STUDY COURSE - 11 HOURS ... B
COMPTIA A+ (220 - 801) CERTIFICATION PREP - 12 HOURS ... B
COMPTIA A+ (220 - 802) CERTIFICATION PREP - 11 HOWRS Lo e e ceee e en e e e eneneeees B
COMPTIA ADVANCED SECURITY PRACTITIONER (CASP) - 20 HOURS ... B

COMPTIA NETWORK+ (N10-005) CERTIFICATION PREP - 17 HOURS oo e cee e e e e

LU - ]

COMPTIA SECURITY+ (SY0 - 301) CERTIFICATION PREP - 32 HOURS .o eee e

=)

COMPTIA SECURITY+ (SY0D - 401) CERTIFICATION PREP - 19 HOURS oo eemecee e e ene e
CYBER RISK MANAGEMENT FOR MANAGERS - 6 HOURS e e e eenee B
CYBER RISK MANAGEMENT FOR TECHMICIANS - 11 HOURS Lo e cee e emen e s e s menees T
CYBER SECURITY OVERVIEW FOR MANAGERS - 6 HOURS e €
DEMILITARIZED ZONE (DMZ) WITH IDS/IPS - @ HOURS (oo cerme s e e e mee e e eeeee s s eene e eeesmemneeenee
DISA ACAS WERSION 4.6 - 32 HOU RS e B
DISA HBSS 201 ADMIN EPOS.1 (2014 VERSION] - 32 HOURS e scene e s e nme s e e
DISA HBSS 301 ADVANCED EPO5.1 (2014 VERSION] - 32 HOURS .ottt e e een

DISA HBSS BRIEFS FOR NON-ADMINISTRATORS-2 HOURS ... et ee e e e e s s e sam e e 8
DISA SIM (SECURITY INFORMATION MAMNAGER] - 3 HOURS .o ee e e s emeemees B

DISA SYMANTEC ENDPOINT PROTECTION - 18 HOU RS e e e e e e s e e eeen e 9
EINSTEIN SILK TRAFFIC ANALYSIS - 7 HOURS ..ot s s e s s ene D)
INTRODUCTION TO INVESTIGATION OF DIGITAL ASSETS -4 HOURS. e 9

(ISCYZ™ CAP [R] PREP= 11 HUIS oo oo eee e e eeeeeeeeeee oo eeeeeee oo eee e 10
(ISC)2™ CSSLP: CERTIFICATION PREP = 20 HOURS c.ooooeeeeeeeece oo eeeseeseseeeneemeeeesessesnm s enessessneemenns 10

(ISC)2™ CISSP®: ISSEP CERTIFICATION PREP - 12 HOURS ..o teen seceeem e seesnesssenmsanmeemeneeenmeneeee 10
7
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Office of Port and Facilities Compliance
Contact List

Office Chief
Captain Andrew Tucci (CAPT Ryan Manning; July 2016) 202 372-1080

Domestic Ports (CG-FAC-1)
CDR Nick Wong 202-372-1107
Mr. Ryan Owens 202-372-1108
Ms. Etta Morgan 202-372-1120
Ms. Marilynn Small 202-372-1092

Port Resiliency/Recovery Branch

LCDR Christopher Pisares 202-372-1116
Mr. Rogers Henderson 202-372-1105
Mr. Chris Dougherty 202-372-1157
LT Niya Williams 202-372-1166

Critical Infrastructure (MTSR, Cyber, & PSS Training)

LCDR Josh Rose (LCDR Rachel Stryker; Spring 17) 202-372-1106
LT Josephine Long 202-372-1109
Mr. Robert Reimann 202-372-1146

Cargo and Facilities (CG-FAC-2)
CDR Frances Fazio 202-372-1171
Mr. Jim Bull 202-372-1144

Facility Safety (explosive handling, containers, COAs)
LCDR Dan McQuate 202-372-1130
LTJG Robert Bobuk (LT Laura Gould; July 2016) 202-372-1114

MSTC Kevin Collins (MSTC Gregory Becker; July 2016) 202-372-1127
Mr. David Condino 202-372-1145

Facility Security (MTSA)

LCDR Adam Cooley 202-372-1132
Mr. Casey Johnson 202-372-1134
Ms. Betty McMenemy 202-372-1122

TWIC Implementation
LCDR Brett Thompson 202-372-1154
LT Bill Gasperetti 202-372-1139

Security Standards (Regulation Development)
LCDR Kevin McDonald 202-372-1168
LT Cal Fless 202-372-1151

USCG TWIC Help Desk 202-372-1139
TWIC.HQ@uscg.mil

CG-FAC Links

WWW: http://www.uscg.mil/hg/cg5/cg544/default.asp

Portal: https://cegportal2.uscg.mil/units/cgfac2/SitePages/Home.aspx

Homeport: Homeport> Mission> Maritime Security or Ports and Waterways

TWIC (Portal): https://cgportal2.uscg.mil/communities/twic-discussion/SitePages/Home.aspx
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