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We are pleased to present the winter edition of Proceedings, to further the ongoing 
discussion around securing the global supply chain — the highly complex system 
of infrastructure, technology, information, organizations, and people that converts 
raw materials to finished products and moves products and services from supplier 
to customer. It is the engine of our global economy, and it has to be hyper-efficient 
and ultra-reliable to support just-in-time delivery and uninterrupted flow of critical 
cargo.

Securing the global supply chain in light of this complexity, criticality, and need for 
efficiency, is a formidable challenge made even more daunting, as the global supply 
chain is owned primarily by the private sector and is regulated by international, 
national, state, local, and tribal entities. To help meet this challenge, the Department 
of Homeland Security promulgated the Strategy to Enhance International Supply 
Chain Security that builds on other national strategies to provide a framework for 
the secure flow of cargo. 

The strategy has three primary goals: 

•	 enhance the safety and security of the international cargo supply chain; 
•	 facilitate global commerce within the enhanced security framework; 
•	� provide for the rapid resumption of trade following an incident that disrupts the 

supply chain. 

The Coast Guard is working with key partners to implement the strategy for the 
global maritime supply chain. We are focused on layered security based on sound 
risk assessment and ensuring rapid restoration and resumption of maritime trade if 
a disruption does occur. We also recognize that successful execution of the strategy 
will require cooperation and coordination across the wide spectrum of maritime 
stakeholders, particularly private sector shippers, ship owners and operators, and 
terminal owners and operators. 

Ultimately, security must be embedded in the business practices and products of the 
private sector to secure the supply chain and keep it agile, efficient, and effective. We 
will continue to work with all maritime stakeholders, through international orga-
nizations such as the International Maritime Organization and the World Customs 
Organization, to achieve this end.

I look forward to your feedback on this issue of Proceedings and on initiatives we can 
jointly take to ensure a safe, secure, and efficient global maritime supply chain.

by RADM James A. Watson 
Director of Prevention Policy 
U.S. Coast Guard

Assistant 
Commandant’s 
Perspective
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Today’s global supply chain is a complex system that provides fast, efficient transport of 
goods and services from supplier to customer, and allows easy entrance and exit at each 
step as raw materials are transformed into finished products. It is open, agile, respon-
sive, and ubiquitous. It is also potentially vulnerable to an attack or exploitation, and 
vulnerability in any part of the chain can have significant impact up- and downstream. 

In the maritime domain, the global supply chain may be exploited to import weapons of 
mass destruction, be attacked to disrupt commerce, or it may be co-opted and used as a 
weapon (a vessel itself may be used to attack a populated area). The physical, social, and 
economic effects of any successful attack on or exploitation of the supply chain could be 
severe, long-lasting, and truly global. For the supply chain to be effective, efficient, and 
reliable, it must be secure.

The articles in this issue describe the global system to ensure supply chain security 
through awareness, protection and prevention measures, response, and recovery. Taken 
together, these basic elements provide the framework for risk-based, layered security 
that balances threat mitigation with the need for an effective, open supply chain. 

Awareness is essentially a function of how well information is collected and shared, 
and several of the articles describe efforts to improve information sharing as a means 
to enhance security, safety, and efficiency. Several of the articles relate to ongoing inter-
national coordination necessary to secure the supply chain that crosses every jurisdic-
tional boundary in the world. Active engagement and participation of public and private 
sector stakeholders is absolutely essential to the successful implementation of protection 
and prevention regimes. Several articles address the public/private partnerships that 
are designed to enhance supply chain security while reducing the burden of the secu-
rity measures themselves.

Finally, when a disruption to the global supply chain does occur, rapid response and 
recovery is essential—not only to resume trade, but to aid the larger recovery effort. 
A number of articles address marine transportation system recovery, recognizing that 
many different types of incidents can occur—both natural and man-made. System resil-
iency requires planning for and responding to all threats and all hazards.

The degree of interconnectivity and interdependency among nations, organizations, 
businesses, and people within the global supply chain will continue to increase as 
the volume of worldwide trade, particularly maritime trade, increases in the coming 
decades. Our imperative as a maritime community is clear: We must continue to seek 
innovative, cooperative, and sustainable measures to enhance global supply chain secu-
rity. We hope this issue of Proceedings will advance that effort. 

by CAPT PAUL THOMAS 
Deputy Director of Prevention Policy 

U.S. Coast Guard

Champion’s
Point of

View

Winter 2011–2012       Proceedings 5



6 Proceedings       Winter 2011–2012 www.uscg.mil/proceedings

There are many threats involved in the global water-
borne shipment of goods. Corporations and govern-
ment entities face the possibility that something or 
someone is out there looking to compromise their 
shipping operation. Risks include smuggling, pilfer-
age, or damage. Other times, the culprit is not a per-
son, group, organization, or entity, but rather nature 
herself; heavy winds and storms can cause significant 
cargo contamination, spoilage, and other damage.

Shipping companies, as well as the countries from 
which and to which goods are shipped, all shared 
these concerns prior to the 9/11 terrorist attacks on 
the United States. Transnational threats are not some-
thing new, but today they come with new concerns 
about security threats, such as a conveyance being 
used without the knowledge of the cargo owner or 
carrier to deliver a weapon of mass destruction or to 
further terrorist activity in some way. 

These are some examples of reasons why it is impor-
tant to have a secure supply chain program that 
begins well before cargo is loaded aboard a vessel. 
Therefore, it is imperative to focus on supply chain 
security from the private sector and governmental 
points of view, as the two are intimately related. 

The First Links in the Chain 
A typical manufacturing process starts with raw 
material moving from several places to a facility 
where it is converted into a semi-finished good. The 
work-in-process may then move to other locations 
where further processing takes place until the fin-
ished consumer good is produced. 

All the risks mentioned above are operative at each 
step in the process. In the case of a food or medi-

cine—especially those that require transport within 
a narrow temperature/humidity range—constant 
monitoring is needed to assure quality and safety.

If a loss occurs in any part of the supply chain, the 
impact can be felt all the way to the finished product 
and its customer. In industries that rely on just-in-
time manufacturing techniques, any delay in any part 
of this complex system can cause disruptions that are 
felt worldwide. For example, in single-source manu-
facturing environments, interruptions may affect 
every customer around the world receiving goods 
from the factory that experienced the interruption. 

The Relationships Among the Economic Operators 
It’s important to emphasize that cargo safety and 
security is not the exclusive domain of government. 
Protecting against theft, damage, contraband, dan-
gerous cargo spills, counterfeit inclusion, and intro-
duction of articles intended to hurt or kill, are also 
the concern of shippers of cargo and the carriers that 
provide transportation and distribution services. As 
with any business function, the intensity and effec-
tiveness of supply chain integrity programs can vary.

For example, shippers of valuable or “pilferable” 
goods, such as pharmaceuticals, consumer electron-
ics, and cosmetics often hire armed escorts and/or 
practice other heightened security measures to assure 
the integrity of their supply chains. Those that ship 
less valuable commodities may not be able to afford 
the same level of protection, nor does that cargo typi-
cally require it. This creates a continuum of risk that 
government and trade must consider with regard to 
protective measures. 

The Secure Chain
Interactions among supply chain members  

can ensure security.

by MR. ANTHONY BARONE 
Director, Global Logistics Policy 

Pfizer Global Manufacturing
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Agent: A person authorized to transact business 
for and in the name of another person or com-
pany. Types of agents include: brokers, com-
mission merchants, resident buyers, sales 
agents, manufacturer’s representatives.

Aggregate Shipment: Numerous shipments 
from different shippers to one consignee that 
are consolidated and treated as a single con-
signment.

All In: The total price to move cargo from origin to 
destination, inclusive of all charges.

ATDNSHINC: Any Time Day or Night Sundays & 
Holidays Included. This is a chartering term 
that refers to when a vessel will work.

Bill of Lading: A document that establishes the 
terms of a contract between a shipper and a 
transportation company. It serves as a docu-
ment of title, a contract of carriage, and a re-
ceipt for goods.

Break Bulk: (1) To unload and distribute a portion 
or all of the contents of a rail car, container, 
trailer, or ship. (2) Loose, non-containerized 
mark and count cargo. (3) Packaged cargo 
that is not containerized.

Broker: A person who arranges for transporta-
tion of loads for a percentage of the revenue 
from the load.

Bulk Cargo: Not in packages or containers; 
shipped loose in the hold of a ship without 
mark and count. Grain and coal are usually 
bulk freight.

Carrier: Any person or entity who, in a contract of 
carriage, undertakes to perform or to procure 
the performance of carriage by rail, road, sea, 
air, inland waterway, or by a combination of 
such modes.

Certificate of Origin: A certified document 
showing the origin of goods, used in interna-
tional commerce.

Charter Party: A written contract between the 
owner of a vessel and the person desiring to 
employ the vessel (charterer). Sets forth the 
terms of the arrangement, such as duration of 
agreement, freight rate, and ports involved in 
the trip.

COGSA: Carriage of Goods by Sea Act. U.S. 
federal codification passed in 1936 that stan-
dardizes carrier’s liability under carrier’s bill of 
lading and the U.S. enactment of The Hague 
Rules.

Common Carrier: A transportation company 
that provides service to the general public at 
published rates.

Conference: An association of ship owners op-
erating in the same trade route who operate 
under collective conditions and agree on tariff 
rates.

Consignee: A person or company to whom com-
modities are shipped.

Consignee Mark: A symbol placed on pack-
ages for identification purposes, generally a 
triangle, square, circle, etc. with letters and/or 
numbers and port of discharge.

Consignor: A person or company shown on the 
bill of lading as the shipper.

Container: A truck trailer body that can be de-
tached from the chassis for loading into a 
vessel, a rail car, or stacked in a container de-
pot. Containers may be ventilated, insulated, 
refrigerated, flat rack, vehicle rack, open top, 
bulk liquid, or equipped with interior devices. 
A container may be 20, 40, 45, 48 or 53 feet 
in length, eight feet or eight feet, six inches in 
width, and eight feet, six inches or nine feet, 
six inches in height.

Container Load: A load sufficient in size to fill 
a container either by cubic measurement or 
by weight.

Customhouse Broker: A person or firm, li-
censed by the treasury department of their 
country when required, engaged in entering 
and clearing goods through customs for a cli-
ent (importer).

Deadweight Cargo: A long ton of cargo that can 
be stowed in less than 40 cubic feet.

Demurrage: A penalty charge against shippers 
or consignees for delaying the carrier’s equip-
ment or vessel beyond the allowed free time. 
The free time and demurrage charges are set 
forth in the charter party or freight tariff.

Drayage: Charge made for local hauling by dray 
or truck. Same as cartage.

Freight: Refers to either the cargo carried or the 
charges assessed for carriage of the cargo.

Freight Bill: A document issued by the carrier 
based on the bill of lading and other informa-
tion, used to account for a shipment opera-
tionally, statistically, and financially. 

Freight Forwarder: A person whose business is 
to act as an agent on behalf of the shipper. A 
freight forwarder frequently makes the book-
ing reservation. In the United States, freight 
forwarders are licensed as “ocean intermedi-
aries.”

Hague Rules, The: A multilateral maritime treaty 
adopted in 1921 (at The Hague, Netherlands), 
standardizes liability of an international carrier 
under the Ocean Bill of Lading.

Landbridge: Movement of cargo by water from 
one country through the port of another coun-
try, thence using rail or truck, to an inland 
point in that country or to a third country. 

LCL: Abbreviation for “Less than Container 
Load.” The quantity of freight that is less than 
that required for the application of a container 
load rate. Also known as “loose freight.”

Liner: A vessel advertising sailings on a speci-
fied trade route on a regular basis. It is not 
necessary that every named port be called on 
every voyage.

Mixed Container Load: A container load of dif-
ferent articles in a single consignment.

Non–Vessel Operating Common Carrier 
(NVOCC): A cargo consolidator in ocean 
trades who will buy space from a carrier and 
sub-sell it to smaller shippers. The NVOCC is-
sues bills of lading, publishes tariffs, and oth-
erwise conducts itself as an ocean common 
carrier, except that it will not provide the actual 
ocean or intermodal service.

Ocean Bill of Lading: A contract for transporta-
tion between a shipper and a carrier. It also 
evidences receipt of the cargo by the carrier. 
A bill of lading shows ownership of the cargo 
and, if made negotiable, can be bought, sold, 
or traded while the goods are in transit.

Shipper: The person or company who is usually 
the supplier or owner of commodities shipped; 
also called consignor.

SSHEX: Abbreviation for Saturdays, Sundays, 
and Holidays Excepted. Refers to loading 
and discharging of cargo as agreed to in the 
charter party. This indicates when time does 
not count in the calculation of demurrage and 
despatch.

Waybill: A document prepared by a transporta-
tion line at the point of a shipment: shows the 
point of the origin, destination, route, con-
signor, consignee, description of shipment, 
and amount charged for the transportation 
service. It is forwarded with the shipment or 
sent by mail to the agent at the transfer point 
or waybill destination. Abbreviation is WB. Un-
like a bill of lading, a waybill is not a document 
of title.

Windy Booking: A freight booking made by a 
shipper or freight forwarder to reserve space 
but not actually having a specific cargo at the 
time the booking is made. Carriers often over-
book a vessel by 10 to 20 percent in recogni-
tion that “windy booking” cargo will not actu-
ally ship.

“Glossary of Shipping Terms.” United States Mari-
time Administration, 2008.

Glossary of Shipping Terms
When looking at the supply chain, it helps to understand some of the key words and phrases used in the transportation industry. 
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Additionally, operating in high-crime regions can 
raise the theft risk profile. But high crime, such as nar-
cotics trafficking, might not raise the terrorism risk. 
What is common to these scenarios is the relationship 
that exists among the trading parties or “economic 
operators.” 

From the logistician’s point of view, security is a 
multi-faceted issue. Conveyance security is about 
protecting the cargo from all likely dangers includ-
ing terrorism. To that end, some basic strategies pre-
dominate. 

For example: 

Eliminate dwell time. Cargo at rest is cargo exposed. 

Ensure container integrity. Employing security seals 
on drums and on freight containers is not entirely 
reliable. Containers must be thoroughly inspected 
before loading and when they arrive at a destination 
for unloading. Additionally, sophisticated electronic 
container devices can monitor interior conditions and 
position.

Don’t ignore the human element. Shippers must 
know who they are engaging to move cargo.

Partnerships
Assuring security in the supply chain is a function 
of the effectiveness of managing risks in these rela-
tionships. In the United States, companies that have 
instituted strong security programs are admitted into 
a special customs program know as the Customs- 
Trade Partnership Against Terrorism, or C-TPAT. It’s 
a voluntary program led by U.S. Customs and Bor-
der Protection (CBP) that seeks a partnership with 
the trade to prevent the possibility that freight con-
veyances entering the United States may be used to 
deliver a weapon of mass destruction. Today, there 
are more than 10,000 certified member companies 
participating in the C-TPAT program. 

On a global basis, these companies that are willing 
to demonstrate strong security profiles are granted 
certain privileges. The most relevant of these is fewer 
cargo inspections. Fewer cargo inspections mean 
fewer supply chain interruptions and more predict-
able supply. 

Theoretically, those are good enough reasons to 
implement strong security programs. But the statisti-
cal probability of such inspections is relatively low, 

continued on page 10

The Human Element
When looking at the human element within a supply chain, 
the following example illustrates the concerns. 

The supply chain starts at a factory, where a palletized 
shipment of talc is loaded on a less-than-load motor carrier 
that delivers the cargo to a pool consolidator. 

The consolidator (also known as non-vessel operating 
common carrier) holds the pallet in the warehouse as freight 
accumulates. 

At the end of the week, when enough freight has been 
accumulated, a 20-foot container is loaded and shipped by 
ferry.

The container is then drayed by another motor carrier to the 
port where the box is received into a marine terminal. 

A drayman inside the terminal then moves the box to the 
vessel on which it is loaded. 

Before loading onto a vessel, the fictitious pallet changed 
hands many times.

To a significant degree, risk is related to the frequency of 
exposures to threats, so every time the pallet changed hands, 
it was exposed to a threat.
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The relationships in a simple supply chain. The manufacturer engages the trucker, who carries freight to a 
terminal, who loads the vessel. Eventually, the cargo reaches the importer.

Supply Chain Economic Operators

Manufacturer Origin  
Trucker

Terminal  
Operator

Vessel  
Operator

Delivering 
Trucker Importer

In terms of determining risk, all parties 
involved will have many questions. For 
example: 

■	 Is the manufacturer reliable? 
■	� Does the company have a track 

record? 
■	� What do other customers say about 

the manufacturer? 
■	� Does it have strong quality controls? 
■	� Is the country of manufacture safe 

from the shipping point of view? 
■	� Is there adequate transportation 

service or is the freight going to be 
exposed to dwelling risk? 

■	� Is there a risk of conveyance infiltra-
tion? 

The relationship and selection of carrier 
from the manufacturer to the port is typi-
cally left to the manufacturer because 
the importer often is in another country. 
Minimizing risk of transportation at origin 
is the domain of the supplier, which can 
engender more questions.

■	� Does the trucker employ reliable 
drivers? 

■	� Are there background checks as per-
mitted by law? 

■	� Is the equipment secure? 
■	� Are the trucker’s yards secured? 

■	� Is there tracking equipment? 
■	� Do other customers have a positive 

relationship? 
■	� Is the company financially stable? 
■	� Does it have a history? 

Facility personnel on both ends and 
carriers (if there is an equipment inter-
change) will want to know who to allow in 
the facility. The vessel operator will want 
to know about the shipper as well as ter-
minal operators at both ends. 

Importer Manufacturer

Delivering
Trucker

Origin
Trucker

Vessel
Operator

Relationship Among Operators
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in any country, depending on the risk profile of the 
origin country. Other compelling reasons to secure 
supply chains are the commercial reasons cited. Com-
panies that recognize and invest in supply chain secu-
rity for commercial reasons are recommended to take 
advantage of these customs benefits. Sometimes, that 
means a relatively modest incremental investment.

The SAFE Framework (Framework of Standards to 
Secure and Facilitate Global Trade), an international 
convention to which most of the world’s countries 
belong, recognizes the idea of economic operators 
(supply chain partners) and the concept that certified 
operators are less risky and deserve fewer inspections 
and “simplified” importation processes. These com-
panies are referred to as authorized economic opera-
tors or AEOs.

The Bottom Line
A fundamental feature of these programs: Import-
ers seek to assure that foreign suppliers adhere to the 
security principles laid out in the program. Certified 
members should have strong security programs and 
be willing to leverage their business relationships to 
ensure that suppliers and logistics services providers 
implement equally effective security programs. 

This can run contrary to a basic principle of business— 
buying from the lowest-cost supplier. What if the sup-
plier rejects the required security measures and the 
only alternative supplier costs more? Fidelity to secu-
rity principles is made easier when ancillary com-
mercial considerations serve to underwrite the costs 
and efforts needed to assure compliance. Manage-
ment willingness to invest money into the program is 
facilitated by fewer inspections as well as the broader 
benefits of enhanced security.

Another fundamental feature of these partnerships is 
that the trader understands its supply chain and the 
inherent risks within it. An assessment of the chain 
will yield a focused assessment of the trader’s vulner-
ability and from that should come a gap analysis and 
plan on how to enhance security. The trader should 
ask questions like:

•	 Who participates in the supply chain? 
•	 Where are they? 
•	� What are the known risks in that part of the 

world? 

•	 Are the risks high or low? 
•	� What is the current risk level associated with that 

transportation lane? 
•	� How secure are the operators in the supply chain? 

These kinds of inquiries require constant vigilance. 
Yesterday’s information may not be good for today, 
and keeping up with the latest intelligence can pres-
ent a challenge. Additionally, companies with thou-
sands of supply chains have bigger challenges than 
smaller companies that deal with one or two foreign 
suppliers.

Most of this discussion has been from the point of 
view of the trader in goods: manufacturers, export-
ers, and importers. Carriers, on the other hand, face a 
different but analogous problem when a sealed con-
tainer is loaded on a container ship or a netted pallet 
is loaded aboard an airplane. Neither party can see 
the contents in the container. Therefore, the relation-
ship among the parties becomes an important part 
of the overall security environment. If each supply 
chain partner (including the supplier, the trucker, the 
carrier, etc.) is safe and secure, then the supply chain 
is safer than if any link is not known or not known 
to be safe. C-TPAT addresses this by certifying each 
supply chain member separately. If the importer, ves-
sel operator, forwarder, broker, drayman are certified 
members, vulnerability is reduced.

In a perfect world, C-TPAT and other AEOs would 
form an impregnable network that terrorists and 
organized crime could not penetrate. Unfortunately, 
none of us live in a perfect world. Still, the precepts of 
AEO and C-TPAT—know your suppliers, know your 
customers, stay vigilant, engage senior management, 
understand your threats, and understand your vul-
nerabilities—are all good defensive layers that can 
make the job of an intruder that much more difficult. 

About the author:
Mr. Anthony Barone is the director of Global Logistics Policy at 
Pfizer Global Manufacturing. He served on the customs operations 
advisory committee of the U.S. Department of Homeland Security 
from 2005 to 2009. He has also served as a consultant in interna-
tional logistics and trade finance in 2001, held senior positions in the 
third party logistics industry and with supply chain IT developers, 
and provided in-country consulting to the Agency for International 
Development and to FEMA. He is a graduate of Columbia Univer-
sity and holds an MBA.
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The Coast Guard and  
Customs and Border 

Protection Partnership
Securing an evolving maritime supply chain.

by LCDR DAN SOMMA 
U.S. Coast Guard 

Branch Chief, Cargo and Facility Security

MS. JEN CLIMENHAGA 
U.S. Customs and Border Protection
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Cash-strapped after the revolution, the new government 
established the U.S. Customs Service in 1789. Because 
post-Revolutionary War smuggling was still alive and 
well, Secretary of the Treasury Alexander Hamilton 
championed the construction of 10 revenue cutters 
in 1790. 

This Revenue Cutter Service was the predecessor to the 
modern U.S. Coast Guard, and while customs opera-
tions now fall under the umbrella of U.S. Customs and 
Border Protection (CBP), the relationship established to 
protect the nation more than 200 years ago continues.

Grandfather of the Coast Guard by Agnes DavisInspection of a Merchant Ship by Gil Cohen
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Throughout the era of sailing ships, the two agencies 
under the Department of Treasury enjoyed a strong 
working relationship with dedicated mission areas 
in the supply chain. The U.S. Coast Guard inspected 
ships for compliance with federal laws while U.S. 
Customs and Border Protection did the same for the 
cargo. As the industry grew and evolved, both agen-
cies had to work harder and become smarter. 

Containerization
At the end of World War II, idle U.S. vessel tonnage 
would be put to use in creative ways, and would gen-
erate business opportunities not foreseen in the Rev-
enue Cutter days. A particularly important challenge 
was the birth of containerization, which greatly sped 
up the world’s supply chains. 

Malcolm McClean was no expert in ships, but man-
aged to change the shipping industry forever. As co-
owner of McLean Trucking Company he realized the 
transition from one mode (sea) to another (land) took 
too much time and ate into profits. Ships were tied 
up to the dock too long while gangs of longshoremen 
loaded or unloaded the cargo. 

To speed this process, the American entrepreneur 
proposed placing the cargo in containers in the first 
place. This way a truckload of cargo could be trans-
ferred from one mode to another with minimal delay. 
In 1956, this vision was realized with the shipment 
of 58 boxes on the deck of a tank ship. By 1960, with 
several WWII-era vessels in service, the world’s first 
intermodal maritime container service was born.

The Impact on Security
It was no surprise that containerization presented 
some unique challenges for cargo inspection. First, 
because of the speed at which a container vessel could 
be offloaded, mandated inspections on the vessel 
could no longer be done on the government’s sched-
ule, they had to be done much more quickly to meet 
tight turnaround times. 

Container ships also traveled faster, easily exceeding 
22 knots, and stayed at the dock for far less time than 
a comparable break bulk carrier. Each ship contained 
hundreds (and eventually thousands) of containers, 
each container with an individual manifest of con-
tents. To increase the complexity, the vessel and ter-
minal operators typically took the manifest at face 
value, as they did not have the time to verify every-
thing in the document. Terminals and ship design 
evolved to keep cargo on the move, since cargo on the 
move makes money. 

But, the inherent movement of cargo ultimately 
improved security, since it is harder to pilfer, tamper 
with, or steal cargo that is on the move. Lost and pil-
fered cargo, accepted as a cost of doing business in 
days past when cargo waited days and weeks to make 
it onto a ship, became less tolerated. Ships with tight 
turnarounds offered less opportunity for smugglers 
or stowaways.

What This Means Today
Inspection and enforcement authorities, too, were 
forced to adapt to the increasing speed of the system. 
By the late 1980s, industry grew to rely on “just-in-
time” shipping for many goods, so instead of storing 
a warehouse full of clothes, a retailer relied on con-
tainer loads already in the supply chain. For example, 
a load of blue jeans going to a U.S. retailer from a fac-
tory in China, via Shanghai to Long Beach, Calif., is 
constantly in motion. Using enabling authorities from 
the Maritime Transportation Security Act of 2002 and 
the Security and Accountability of Every Port Act of 
2006, the Coast Guard and CBP have introduced new 
layers of security around that shipment to ensure that 
the blue jeans really are what they say they are on the 
manifest. 

Manifest information for cargo being shipped by sea 
(in this case of our blue jean shipment, via container 
vessel) must be submitted to Customs and Border 
Protection at least 24 hours before the container is 
loaded onto a ship headed to the United States. The 
“24-hour rule” has given CBP a greater window of 
time to do vital screening and targeting work. 

Since 2009, additional information is required under 
the Importer Security Filing and Additional Carrier 
Requirements or “10+2.” The 10+2 requirements mean 
that importers and carriers must submit additional 
information pertaining to cargo to CBP before the 
cargo is brought into the United States by vessel. The 
10 additional elements from the importer (including 
seller, buyer, and country of origin) and two from the 
carrier (container stuffing location and consolidator), 
give CBP a more robust picture of “what’s in the box.” 

The Container Security Initiative 
Customs and Border Protection designates Container 
Security Initiative (CSI) officers who work with host 
foreign government counterparts to conduct manifest 
reviews and target high-risk cargo. 

Pre-screening and evaluating containers as early in 
the supply chain as possible helps facilitate the move-
ment of legitimate trade. Ideally, this is done before 
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shipment, generally at the port of departure. CBP 
officers review manifests for containerized cargo des-
tined for the United States and target cargo that poses 
a risk for terrorism. Then stateside Customs and Bor-
der Protection officers use non-intrusive inspection 
equipment, including large-scale x-ray and gamma-
ray imaging systems and radiation detection equip-
ment, to inspect high-risk cargo at the first port of 
arrival into the United States.

Container Security Initiative is now operational at 
ports in North America, Europe, Asia, Africa, the 
Middle East, Latin, and Central America. CSI pre-
screens more than 80 percent of all maritime contain-
erized cargo imported into the United States.

eNOAD, C-TPAT
Additionally, the Coast Guard and CBP coordinated 
and developed an online electronic arrival and 
departure manifest system for the requirements of 
both agencies. As such, 96 hours prior to arrival, a 
U.S.-bound vessel must submit an electronic notice of 
arrival/departure (eNOAD) to the U.S. Coast Guard 
National Vessel Movement Center. An eNOAD man-
ages and stores company, vessel, personnel, and 
arrival information and can be submitted directly to 
the National Vessel Movement Center even while the 
vessel is underway. Additionally, it contains a general 
description of the cargo and crew details, giving CBP 
and Coast Guard officers enhanced maritime domain 
awareness. 

Another layer in the security of the supply chain is 
the voluntary Customs-Trade Partnership Against 
Terrorism or C-TPAT, which is a cooperative pro-
gram for partners in supply chain security, includ-
ing importers, carriers, consolidators, licensed 
customs brokers, and manufacturers. Through 
C-TPAT, businesses ensure the integrity of their 
security practices and verify the security guide-
lines of their business partners within the supply 
chain. Some industry benefits of C-TPAT member-
ship include reduced number of CBP inspections 
(reduced border delay times) and priority process-
ing for CBP inspections. 

How This Works Aboard the Vessel
Going back to the example of our blue jean ship-
ment, after proper notification by the shipper and 
after proper screening by the CSI port in Asia, the 
cargo is loaded using a computer-aided planning 
system and robotic cranes. The position of each 
container is segregated for safety by requirements 

set in the International Maritime Dangerous Goods 
code, which ensures the safest position for each load. 

The vessel crew is trained to internationally approved 
standards and has been carefully screened by the ship 
operator. As they cross the Pacific Ocean, the vessel 
participates in long range information and tracking 
and broadcasts its position by radar signature and the 
Automated Information System (AIS). 

The ship also employs a ship security alert system, 
under which all of the security onboard is the respon-
sibility of the ship security officer (often the captain 
or the first mate) who relays any security concerns to 
a company security officer. As they approach Long 
Beach, the crew makes contact over radio and by AIS 
to the Coast Guard and pilots who bring them into 
dock. 

The Coast Guard captain of the port has jurisdiction 
for the vessel entry into the port while the CBP port 
director will have authority over the cargo and the 
crew once they arrive. The captain of the port uses a 
baseline risk assessment for the port developed using 
the Maritime Security Risk Assessment Model. This 
model gives a comprehensive risk picture of threats, 
likelihood, and consequence of a range of scenarios. 

Meanwhile, the Customs and Border Protection port 
director has information from the CBP’s National 
Targeting Center for Cargo and National Targeting 

Coast Guard Petty Officer Chelsea Warren and Customs and Border Protection 
Officer Michael Henderson verify a Transportation Worker Identification Card. 
U.S. Coast Guard photo by Petty Officer Robert Brazzell.
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Center for Passengers to help guide decisions on who 
and what to inspect upon arrival.

Security is coordinated locally by the Port of Long 
Beach Command and Control Center, in which 
several agencies with security responsibilities like 
the Coast Guard and CBP are co-located under the 
same roof. (Other examples are the Joint Maritime 
Advanced Scheduling and Targeting Team, Jackson-
ville; the Seattle Joint Harbor Operations Center; and 
the Charleston Joint Harbor Operations Center). 

From such a center, CBP and the Coast Guard can 
target vessel, crew, and cargo for inspection upon 
arrival. A boarding at sea may be coordinated if the 
risk is determined to be high enough. It is the job 
of the Coast Guard port state control inspectors to 
inspect all aspects of foreign ships for safety provi-
sions including compliance with the International 
Ship and Port Facility Security Code. Often Coast 
Guard and CBP are on the vessel at the same time 
checking mariner documents (CBP for admissibility 
requirements and Coast Guard for crew competency). 
Ships deficient in any area can receive a captain of the 
port order, “form B” deficiency, or SOLAS detention, 
or customs hold. 

The containers aboard the ship are declared upon 
entry. Coast Guard container inspectors will target 

shipments for hazardous materials and 
Coast Guard facility inspectors will 
verify provisions of the facility secu-
rity plan are in place. Using handheld 
readers, the Coast Guard can verify the 
authenticity of Transportation Worker 
Identification Credentials.

Containers chosen by CBP, or by Coast 
Guard request, will pass through the 
vehicle and cargo inspection sys-
tem, which conducts a non-intrusive 
scan of the container contents. Some-
times the container will be opened for 
inspection, other times it will not. All 
containers are screened for radiologi-
cal signature prior to leaving the port 
area. Then the blue jeans will continue 
their journey to a store, either by truck 
or by rail.

Looking Ahead
Much of the above regime is the result 
of enhancement after the 9/11 terrorist 

attacks. And while there were up-front challenges, 
the industry, in an effort to make sure cargo could 
continue to flow freely and securely, made the nec-
essary modifications to its operations to make sure 
CBP’s data needs were met. As is usual for new CBP 
rules and regulations, extensive outreach to the trade 
was conducted to ensure a wide dissemination of 
information. 

CBP’s Office of Trade holds seminars and outreach 
events, posts information widely on the Internet, and 
makes top officials available routinely to the trade 
through regular meetings of the Commercial Opera-
tors’ Advisory Committee and the Customs Elec-
tronic Systems Advisory Council. 

The Coast Guard maintains many mechanisms for 
security outreach, primarily using area maritime 
security committees as disseminating points for vital 
security information. The National Maritime Security 
Advisory Committee is an industry sounding board 
for new ideas and updates on proposed regulations. 
Nationally, the Coast Guard hosts a national Harbor 
Safety Conference and Area Maritime Security Com-
mittee meeting during which maritime security top-
ics are discussed openly with the public.

At the highest levels, the Coast Guard and Customs 
and Border Protection coordinate operations, out-

Members of the Coast Guard and Customs and Border Protection inspect a vessel during a 
joint boarding. U.S. Coast Guard photo by Petty Officer Bobby Nash.
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reach, and training through the Senior Guidance 
Team. Chaired by the Commissioner of CBP and the 
Commandant of the Coast Guard, this team ensures 
that the two agencies are doing everything they can 
to share information, improve interoperability, and 
raise the level of security at the border and beyond. 

While supply chain security has become more com-
plicated, more active, and more global, by relying on 
an historical partnership and a suite of new regula-
tions, procedures, and technologies, CBP and the 
Coast Guard have been able to meet the challenges of 
a secure, modern, global supply chain. 
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Setting the Scene
In any factory in any country, goods are created to satisfy consumer 
demand. For our purposes, let’s assume that commodity X is in high 
demand in the United States. Big box stores place an order for com-
modity X, and a factory in a foreign country produces it. 

Fulfillment personnel ship commodity X to the port in trucks. From 
there the shipment is consolidated and loaded onto a ship. The 
ship then sails to the United States, where the cargo is off-loaded 
to trucks or rail cars and transported to a warehouse or distribution 
center. From the distribution center, the goods from the cargo are 
loaded onto trucks and delivered to the big box store. 

This generally describes the global supply chain and illustrates 
myriad avenues for disruption to which it is susceptible. For exam-
ple, the fulfillment factory may be damaged by an earthquake, shut 
down by a labor strike, or targeted as a critical commodity producer 
for terrorist action. Thieves may hi-jack the trucks. The port may be 
shut down by civil unrest. The ships may be lost at sea, captured 
by pirates, or worse, exploited by terrorists who are intent on doing 
harm to the United States or its trade partners. 
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The U.S. National Strategy to Secure the Global Sup-
ply Chain represents our best effort to pave a path 
forward toward a secure system that maintains the 
free and efficient flow of goods from point of origin 
to point of sale through any disruption. 

Overview
Two overarching goals guide the U.S. government’s 
global supply chain efforts: 

■	 “secure efficiency” to enhance the security and 
efficiency of the global supply chain,

■	 “dynamic resilience” to strengthen the resilience 
of the global supply chain against catastrophic 
disruptions.

At its core, the strategy is about managing risks 
through a layered approach that capitalizes on 
focused measures aimed at increasing security and 
resilience, and improving functionality and efficiency. 

Specifically, the strategy recognizes the need for the 
U.S. to work in concert with other nations and private 
sector partners to: 

✔	 implement security measures throughout the 
global system by deterring terrorists or other bad 
actors from exploiting it as a channel for deliver-
ing harm,

✔	 protect infrastructure critical to the continued 
operation of the system, 

✔	 embed resilience throughout the system.

The strategy also recognizes that the United States 
must work to improve its domestic system for mov-
ing commerce. To improve system efficiency and 
functionality, the strategy must first streamline and 
reform government security processes. 

This means the U.S. government will work to remove 
unnecessary security-related obstacles from the flow 

The National Strategy for Global Supply Chain Security will be implemented in three main phases, starting with initial release in late 
2011, continuing through immediate actions, outreach, data gathering, culminating in a national action plan, and federal implementation 
plans.
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of lawful commerce and continuously look for ways 
to improve, reform, and optimize security measures. 
The administration will also put new emphasis on 
adapting and developing new technologies that 
achieve greater security and efficient movement of 
commerce. Finally, the U.S. government will expand, 
develop, and modernize supply chain and border 
infrastructure by working with Canada and Mexico 
to assess needs and develop solutions to address 
them. 

Implementation Guidance
A specific set of actions for the federal government 
accompany the strategy, outlining activities to be 

undertaken in the near term to enhance supply chain 
security and facilitate further development and 
implementation phases.

The recommendations fall into four categories:

■	 securing and facilitating the flow of maritime 
containerized cargo,

■	 strengthening the security and facilitation of air 
cargo,

■	 securing and facilitating North American com-
merce, 

■	 building resilience and expediting trade through 
infrastructure improvements. 

The National Strategy to Secure the Global Supply 
Chain began as a Department of Homeland Security 
(DHS) effort to fulfill a congressional requirement of 
the Security and Accountability for Every Port Act of 
2006 (SAFE Port Act).

In keeping with the focus of the act, an initial DHS 
strategy created in 2007 was predominantly maritime-
centric. After discussion, however, the National 
Security Staff (NSS), in concert with DHS, felt that 
a whole-of-government harmonized approach was 
needed to foster more informed resourcing and lay the 
groundwork for broad international collaboration. 

So DHS, the NSS, other government agencies, and 
a broad spectrum of supply chain stakeholders 
developed the new strategy by building upon the 
National Security Strategy, the National Strategy for 
Aviation Security, the Surface Transportation Security 
Priority Assessment, the National Strategy for Maritime 
Security, and its supporting plans and other existing 
strategies and guidance. 

The new strategy expands its scope beyond the SAFE Port 
Act requirements by addressing all cargo modalities (air, 
land, and sea) and by seeking to improve the security of 
the goods, conveyances, and infrastructure that make 
up the system, as well as the people responsible for 
efficiently and effectively moving lawful commerce. 

For the purposes of the national strategy, the global 
supply chain encompasses the entire worldwide 

network of transportation assets and infrastructure 
by which raw materials or finished goods are moved 
between and among various points of extraction, 
manufacturing, assembly, and warehousing until they 
reach an end consumer. 

From Release to Action
The strategy will be released and implemented in 
phases, with initial release as the first phase in the fall of 
2011. It will consist of multiple interlocked documents in 
two sets. The first set will be the national strategy itself, 
and implementation guidance for short-term actions. 
Accompanying these documents will be a capabilities 
inventory in support of the National Strategy for Global 
Supply Chain Security, an outreach plan, and a report 
that addresses fulfilling SAFE Port Act requirements.

The 180-day second phase will involve realizing the 
administration’s near-term priorities, updating and 
creating threat and risk assessments, and eliciting 
stakeholder input toward implementation. 

Once the second phase information has been gathered, 
the interagency will develop a follow-on third effort 
in mid-2012 to prioritize future action and create a 
national action plan. From this document, departments 
and agencies will create their own customized 
implementation plans that will influence upcoming 
budgets and activities, fulfilling the strategy’s goals and 
objectives by realizing the framework of the capabilities 
inventory.

The Strategy
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Additionally, the implementation 
guidance provides a brief explana-
tion of each category, current efforts 
focused on the problem, and next 
steps and actions to address it, includ-
ing, in the instance of North Ameri-
can commerce, approaches to pursu-
ing the strategy’s objectives with our 
border partners Canada and Mexico.

Capabilities Framework
A key component of the strategy 
development effort involved an exten-
sive analytic process to create a capa-
bilities framework by which to define 
a desired end-state and measure 
progress toward a more secure supply 
chain. Led by a core team from across 
DHS, an interagency advisory group 
of subject matter experts consulted with hundreds of 
supply chain stakeholders, think tanks, and academia 
to construct an architecture of functional capabilities 
necessary to reach strategic policy goals. For each of 
the goals, the team also developed subordinate objec-
tives and measurable tasks. 

The functional capabilities outline a layered security 
approach that includes personnel, cargo, and infra-
structure surety and verification, response actions, 
and systemic resilience. The team wrote the capabili-
ties with enabling functions so that the tools needed 
to pursue the strategy (information management, 
strong domestic and international partnerships, and 
harmonized standards) were provided. 

Goals, Objectives, Actions
By way of example, “Goal 1” in the capabilities inven-
tory is to secure the lawful flow of goods while facili-
tating efficient and reliable commerce flow. Support-
ing this goal are three objectives, the first of which 
is to ensure cargo integrity and identify activities of 
interest. 

This objective contains three actions:

✔	 establish confidence in cargo integrity and trans-
parency, 

✔	 identify activities of interest and verify cargo 
materials, 

✔	 maintain cargo integrity. 

In turn, each of these actions identifies lead and sup-
porting U.S. government members whose participa-
tion is necessary to achieve the overarching goal. 

As such, these capabilities will form the framework 
of the national action plan as well as federal agency 
implementation plans.

Outreach
The fourth document in the initial release is the out-
reach plan. Given that stakeholder collaboration is 
critical to achieving the administration’s goals across 
the global supply chain system, the strategy includes 
a detailed outreach plan. To engage with private sec-
tor stakeholders, the outreach plan uses the Cross-
Sector Supply Chain Working Group, under the Criti-
cal Infrastructure Partnership Advisory Council. 
Through this council, the government can solicit and 
compare ideas with the private sector without co-
opting one or the other’s integrity as an exclusively 
private or public organization.

International engagement will be pursued through 
direct bilateral discussions with interested parties, 
via an Internet-based comment system, and through 
international organizations such as the Asia-Pacific 
Economic Cooperation, the International Maritime 
Organization, the International Civil Aviation Orga-
nization, and (predominantly) the World Customs 
Organization. Some engagement is already underway 
through a DHS initiative that seeks international col-
laboration on supply chain issues across the air, land, 
and sea modes. 

The global supply chain system affects 
everyone, and implementing solutions 

requires your participation.

Throughout the supply chain, 
disruptions caused by Mother 

Nature or malicious people 
challenge efforts to maintain a 

free and open flow of goods.USCG photo by Petty Officer 
Cory J. Mendenhall
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SAFE Port Act Requirements
The final document in the 
national strategy suite specifi-
cally addresses the requirements 
of the SAFE Port Act that are not 
addressed elsewhere to directly 
communicate how the strategy 
fulfills the congressional mandate. 
These requirements include:

■	 an economic analysis of supply 
chain security measures and 
consideration of small busi-
ness impacts,

■	 potential incentives and vol-
untary measures that might be 
used to increase private sector 
support,

■	 linkages to current informa-
tion sharing systems,

■	 a link to the U.S. trade resumption protocols in 
the Maritime Infrastructure Recovery Plan. 

The Result
While the overall evolution of the strategy and its 
supporting plans has been time-consuming, stretch-
ing from inception with the SAFE Port Act to the final 
release of the documents and careful development of 
fully informed implementation plans, the end result 
will reflect the care taken to craft it. 

Just as the global supply chains are tremendously 
complex, ensuring they are secure, efficient, and resil-
ient has necessitated diligent study, consultation, and 
consideration.
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For further information on the national 
strategy or its implementation,  
please visit the DHS website,

 www.dhs.gov 
During the second phase efforts,  

details on how you can be involved  
in the consultative process  
will be announced there.

For more INFORMATION:

Managing the risks presented to and  
by the supply chain system hinges on 

deterrence, protection, and resilience.

USCG photo by 
Petty Officer 

Renee C. Aiello.
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In January 2011, U.S. Department of Homeland Secu-
rity Secretary Janet Napolitano launched the Secure 
Supply Chain Initiative (SSCi), a program that seeks 
to enhance the security, efficiency, and resiliency of 
the transport systems and pathways that make up 
the global supply chain by developing cost-effec-
tive enhanced security measures and harmonized 
international guidelines and standards. The effort 
includes strengthening air, land, and sea pathways 
across global supply chain transport system facilities, 
conveyances, and cargo.

Within the initiative, governments collaboratively 
support the efforts of multinational organizations 
with relevant responsibilities, and advance key issues 
through active engagement and leadership. Specifi-
cally, stakeholders are encouraging the World Cus-
toms Organization (WCO), International Civil Avia-
tion Organization (ICAO), the Universal Postal Union 
(UPU), and the International Maritime Organization 
(IMO) to develop new security measures and advance 
global guidelines and standards that are applicable to 
all modes of transport.

Recognizing that the Secure Supply Chain Initiative 
called for an international effort, Secretary Napolitano 

met with the heads of multinational organizations to 
foster a broad coalition and elicit their active engage-
ment.

Goals 
Stakeholders are working to advance a coordinated 
and common agenda through three main goals, 
delineated as follows.

Prevent Exploitation. The first goal focuses on 
efforts to prevent terrorists from exploiting the sup-
ply chain’s vulnerabilities. This means preventing 
attempts to use the supply chain as an attack mecha-
nism or to illegally transport or gain access to weap-
ons and materials, such as precursor chemicals that 
are used in improvised explosive devices or other 
potentially dangerous materials that could be used in 
an attack. 

The global community is working to track the move-
ment of known or suspected terrorists across interna-
tional borders as well as to monitor products and tech-
nologies that can be used to make weapons. Doing so 
requires an effort to improve international standards, 
expand joint investigations and interdiction opera-

The DHS Secure  
Supply Chain Initiative 

Engaging the global community. 
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The international community has col-
laboratively identified and is imple-
menting a number of objectives.

Identifying and responding to evolving 
threats and risks. Threats that could 
undermine or disrupt the global sup-
ply chain are constantly evolving. 
The global community is working to 
develop common understandings of 
system risks, common approaches to 
address those risks, and creating agile 
cooperative systems to identify and 
address emergent risks.

	�Work is ongoing within the WCO 
and ICAO to establish common 
definitions for elevated and high-
risk cargo and to establish a com-
mon understanding of threats 
among customs and transport 
security authorities. 

	�The WCO approved a risk manage-
ment compendium that provides 
a foundation for national-level 
approaches to risk management, 
and provides guidelines to sup-
port risk assessment and target-
ing. Additionally, the ICAO has 
committed to developing a risk 
context statement to provide a 
similar foundation for the aviation 
environment.

	�The U.S. championed an emerg-
ing global threats working group 
to identify multi-lateral responses 
to emergent global enforcement 
threats.

	�On the maritime security front, 
the U.S. Coast Guard worked 
with the IMO to develop imple-
mentation guidance designed to 
enhance member state compli-
ance with the International Ship 
and Port Facility Security code. 
This guide will help contract-
ing governments promote mari-
time security by developing legal 
frameworks, managing associ-

ated administrative practices, and 
gathering technical materials and 
human resources necessary for 
compliance.

Updating timely and accurate advance 
information across all transportation 
modes. Analyzing information about 
goods moving in the global supply 
chain and the entities involved in 
these transactions allows government 
authorities to focus resources on the 
greatest threats and facilitate deliv-
ery of lawful shipments. Targeting is 
only as good as the information upon 
which it is based, so timely and accu-
rate information is needed.

	�The WCO approved revised 
advance data guidelines for 
its framework of standards to 
secure and facilitate global trade. 
Informed by the U.S. Importer 
Security Filing (better known as 
the “10+2” rule), the new data 
guidelines include information 
elements negotiated between the 
public and private sectors over 
multiple years.

	�The WCO and ICAO have agreed 
to develop global guidelines for 
advance information for air cargo, 
focused in particular on the vastly 
increased speed of aviation, com-
pared to maritime cargo. 

Streamlining “Trusted Trader” pro-
grams. The WCO/ICAO technical ex-
perts working group is developing 
global guidelines for the wide array 
of regulator-to-business programs 
that exist across all modes of trans-
port. This will help ensure consistency 
among customs and transportation 
security authorities, enhance efficien-
cies, and minimize impact on industry. 
In harmony with this effort, DHS is 
working domestically to increase the 
compatibility of domestic aviation and 
customs “trusted trader” programs. 

Stemming the flow of illicit shipments 
of dangerous materials. The global 
supply chain is not only an attractive 
target for potential terrorist attacks, 
it is also vulnerable to exploitation by 
those seeking to transport dangerous 
material. International collaboration 
and establishing international legal 
instruments are needed to ensure 
that all nations have the resources, 
capabilities, and legal authorities to 
combat the exploitation of the supply 
chain. 

	�In early 2010, interested stakehold-
ers initiated Project Global Shield, 
an unprecedented, multi-lateral 
law enforcement effort aimed at 
combating the illicit diversion and 
trafficking of precursor chemicals 
for making explosives by moni-
toring their cross-border move-
ment. As part of the SSCi effort, 
the World Customs Organization 
council approved the transition 
of Project Global Shield into a 
long-term program. Founded 
in cooperation with the WCO, 
INTERPOL, the United Nations 
Office of Drugs and Crime, and 
partner nations, the collaborative 
undertaking will focus on inves-
tigations, identifying and inter-
dicting falsely declared precursor 
chemicals, and uncovering smug-
gling networks. 

	�With respect to nuclear secu-
rity, interested stakeholders are 
working with the International 
Atomic Energy Agency to develop 
strategic recommendations for 
United Nations member states 
to establish or improve nuclear 
security regimes and to carry 
out effective strategies to deter, 
detect, and respond to criminal 
acts with nuclear security implica-
tions. These efforts involve imple-
menting the DHS Global Nuclear 

International Focal Points
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Detection Architecture effort, 
identifying the means to share 
analysis, developing global stan-
dards for detection devices, and 
publishing global guidelines. 

Securing and facilitating air cargo and 
global mail. After the attempted air 
bombing of two U.S.-bound cargo 
planes in October 2010, the global 
community has re-doubled efforts 
to secure air cargo and international 
mail.1

	�Work is ongoing with the Univer-
sal Postal Union (UPU) to develop 
advance data requirements for 
global mail, as U.S.-led opera-
tional pilots began in summer 
2011 to provide information and 
recommendations. 

	�A 24/7 emergency contact mecha-
nism is being developed to create 
security contacts in all UPU coun-
tries to adjudicate potential transit 
alarms though a UPU-established 
global mail sub-working group 
that includes WCO, ICAO, DHS, 
and U.S. Postal Investigations 
Service members.

	�Efforts are ongoing in the UPU 
to develop international mail 
screening standards to resolve 
anomalies detected at interna-
tional transit hubs.

Building resilience throughout the 
global supply chain. The global supply 
chain system must continue to function 
and be able to quickly recover from 
major disruptions. The Asia-Pacific 
Economic Cooperation, the IMO, the 
WCO, and the ICAO, are working to 
detail existing maritime centric frame-
works into processes and policies for 
all modes of transportation. In the 
desired end state, these mechanisms 
will form the basis of WCO guidelines 

and international capacity-building 
efforts that foster collaboration 
among governments and between 
government and the private sector.

Exploring and deploying new technolo-
gies. Modern technology plays a criti-
cal role in ensuring the security and 
efficiency of the global supply chain. 
Global guidelines and standards for 
technology ensure deployment of 
compatible and effective systems and 
processes, and encourage continued 
technical innovation. As such, the 
SSCi is emphasizing efforts to employ 
—and develop—modern technologies 
to achieve secure supply chains. 

	�Testing radiological/nuclear de-
tection technologies is ongoing by 
DHS and the European Commis-
sion to identify those that meet 
internationally recognized stan-
dards promulgated by the Amer-
ican National Standards Institute 
and the International Electrotech-
nical Commission. Recommen-
dations regarding any shortfalls 
in the current standards will be 
provided to the standard-setting 
bodies.

	�To harmonize U.S. import infor-
mation in pursuit of a single-entry 
window for industry, also known 
as CBP’s International Trade Data 
System (ITDS), the U.S. is provid-
ing perspectives as a reference 
for other WCO member states 
and committing to continued U.S. 
leadership to develop proposed 
recommendations.

Bilateral Partnerships. In addition to 
identifying and implementing the 
objectives of the SSCi, DHS is work-
ing regionally and bilaterally with 
strategic partners to encourage their 
support of key action items within 

the multinational organizations, and 
to develop joint declarations that will 
build international momentum of the 
initiative. These statements identify 
areas of mutual interest that can be 
advanced within the multinational 
organizations, and develop a frame-
work for bilateral implementation. 
These statements explicitly support 
the work of multinational organiza-
tions to:

●	� develop new security measures 
and advance global best prac-
tices, guidelines, and standards to 
deliver security and trade facilita-
tion; 

●	� encourage an integrated, intermo-
dal approach to ensure that the 
measures and standards devel-
oped within these international 
organizations are compatible to 
all modes of transport within the 
supply chain—air, land, and sea;

●	� support building bridges between 
the multinational organizations to 
enhance collaboration and reduce 
system vulnerabilities; 

●	� push forward international stan-
dards aimed at strengthening 
global supply-chain security, in-
cluding appropriate security con-
trols at all stages of the chain; and

●	� promote and support capacity 
building.

Endnote:
1. “��Yemen-based al Qaeda group claims responsi

bility for parcel bomb plot,” www.cnn.com. 

http://edition.cnn.com/2010/WORLD/meast/11/05/yemen.security.concern/?hpt=T2
http://edition.cnn.com/2010/WORLD/meast/11/05/yemen.security.concern/?hpt=T2
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tions, and strengthen the targeting and screening of 
potentially dangerous shipments worldwide.

Protect the Supply Chain. The global community 
is focusing on strengthening the critical infrastruc-
ture of the system across all modes of transport—air, 
land, and sea—against attack or disruption, along 
with precautionary procedures in place to reduce the 
risk of the supply chain being exploited by terror-
ists. Governments are focusing on building capacity 
for the most critical hubs and elements of the supply 
chain’s infrastructure to strengthen the security of 
the system as a whole. 

Bolster Resilience. The third goal is to support the 
supply chain so that it can recover quickly in the event 
of a disruption. Ensuring the global supply chain can 
rebound rapidly, and ultimately with as little perma-
nent disruption as possible, is critical to minimizing 
economic damage. 

Until now, efforts primarily focused on response 
activities. The key to the current approach is the rec-
ognition that trade recovery activities must occur 
in conjunction with a large number of other actions 
related to incident response and to security. Many of 
these activities exist in the pre-event environment. 

Such “steady state” systems need to be built with an 
eye toward all-hazards post-event needs. For instance, 
information collected for routine security needs can 
often be useful in managing trade flows when sys-

tems are disrupted. Further, resilience considerations 
in the pre-event environment must include issues of 
redundancy for transport systems and sources of sup-
ply. Coordination among trading partners is neces-
sary to enhance resilience in this way (see sidebar).

On the Horizon
The goods, conveyances, and facilities that comprise 
the global supply chain system represent the engine 
of today’s global economy. Operating throughout 
the air, land, and sea environments—and frequently 

In her remarks to the WCO, Secretary Napolitano outlined the 
progress made with regard to the Supply Chain Security Initia-
tive and emphasized the critical importance of continued col-
laboration. All photos courtesy of the World Customs Organiza-
tion.

Delegations from the customs administrations of the World Customs Organization met in council on June 23, 
2011, in Brussels, Belgium. The WCO is the only international intergovernmental organization that deals with 
customs procedures governing trade between countries. It works to improve the effectiveness and efficiency 
of customs administrations across the globe, and helps to fulfill their roles of facilitating trade while ensuring 
its security.
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spanning two or all three in a single shipment—the 
system is complex and subject to unpredictable and 
potentially catastrophic events, including terrorist 
acts and natural disasters. It requires close integra-
tion to ensure seamless security, optimize efficiency, 
and create resilience. 

Such integration is the responsibility of the public 
and private sectors, as they work to prevent the sys-
tem from being disrupted or exploited. As such, it is 
incumbent upon the relevant regional, multilateral, 
and individual stakeholders to collaborate. 

Through support of the SSCi, DHS and the interna-
tional community are engaged in doing just that: 
strengthening the global supply chain to ensure it 
remains secure, efficient, and resilient though harmo-
nized processes, procedures, and standards. 
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World Customs Organization Secretary General Kunio Mikuriya led the June 23, 2011 council ses-
sion in Brussels, Belgium. The broadly attended session was especially noteworthy, as it clearly 
demonstrated the commitment of multinational organizations such as the International Maritime 
Organization, the Universal Postal Union, and the International Civil Aviation Organization to coop-
erate and collaborate toward increasing global supply chain security, efficiency, and resiliency in all 
modes of transportation. 



U.S. Coast Guard photo 
by Cory J. Mendenhall.
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Organization User Guide 
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by CAPT KEVIN KIEFER 
Chief, Office of Port and Facility Activities 

U.S. Coast Guard

MR. MARC MES 
Director, Maritime Security 

Canadian Coast Guard

In
tern

atio
n

al Su
p

p
ly 

C
h

ain
 Security

In May 2011, the Maritime Safety Committee of the 
International Maritime Organization (IMO) approved 
the IMO user guide for SOLAS Chapter XI-2 and the 
International Ship and Port Facility Security (ISPS) 
Code, which is a consolidated source of IMO mari-
time security-related material, intended to assist gov-
ernment officials, port facility employees, shipping 
company employees, and mariners with their secu-
rity responsibilities.1

The guide is designed to explain the security-related 
aspects of the International Convention for the Safety 
of Life at Sea (SOLAS) and assist SOLAS contracting 
governments in implementing, verifying compliance, 
and enforcing the provisions of SOLAS Chapter XI-2 
and the ISPS Code.

In addition, it serves as an aid and reference for those 
engaged in delivering capacity-building activities in 
the field of maritime security. Ultimately, this will 
improve the security of global supply chains.

The IMO user guide is presented in five sections: 

Section 1, “Introductions,” describes the 
guide’s purpose and content, provides an 
overview of security measures, outlines 
the benefits and challenges of implement-
ing these measures, and explains the 
need to maintain security awareness. 

Section 2, “Security Responsibilities 
of Governments and their National 
Authorities,” provides guidance for the 
responsibilities of government officials, 
including:

◆	� conducting port facility and ship inspections,
◆	� establishing ship security communications,

The user guide promotes maritime security 
by providing guidance to governments, 
port facilities, port operators, ship owners, 
and ship operators on:

•	 �setting security levels; 

•	 �managing risk consistently; 

•	 �establishing company security, port 
facility security, ship security officers;

•	 �conducting port facility security assess-
ments; 

•	 �developing ship security plans;

•	 �establishing a system for security inci-
dent reporting;

•	 �establishing the boundaries of a port 
facility.

Section

1 Section

2
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◆	� taking enforcement actions,
◆	� training government officials with security 

responsibilities,
◆	� ensuring national oversight,
◆	� sending information to the IMO,
◆	� implementing general port security measures.

Section 3, “Security Responsibilities of 
Port Facility and Port Operators,” pro-
vides guidance for port facility and port 
operator duties, including:

◆	� establishing a security framework;
◆	� setting security levels;
◆	� conducting port facility security assessments;
◆	� drafting, reviewing, and implementing port facil-

ity security plans; 
◆	� establishing a port security baseline.

Section 4, “Security Responsibilities of 
Ship Operators,” includes guidance on: 

◆	� changing security levels;
◆	� training ship security personnel;

◆	� establishing and maintaining ship security com-
munications systems such as ship security alert 
systems, Automated Information Systems, and 
long range identification and tracking;

◆	� conducting ship security assessments;
◆	� drafting and submitting ship security plans;
◆	� documenting security actions such as declara-

tions of security;
◆	� reporting security incidents.

Section 4 is applicable to operators of:

◆	� passenger ships, including high-speed passenger 
craft carrying 12 or more passengers; 

◆	� cargo ships of 500 gross tonnage and upward, 
including high-speed craft, bulk carriers, chemi-
cal tankers, gas carriers, and oil tankers; 

◆	� mobile offshore drilling units (while underway); 
◆	� special purpose ships over 500 gross tons such 

as research and survey ships, training ships, fish 
processing and factory ships, salvage ships, cable 
and pipe laying ships, diving ships, and floating 
cranes.

Section 5, “Framework for Conducting 
Security Assessments,” describes the 
security assessment methodology for 
port facilities and ports. 

The section explains how to:

◆	� establish assessment terminology and conduct a 
pre-assessment by creating a risk register; 

◆	� conduct a threat assessment and prepare threat 
scenarios; 

◆	� assess impact from a variety of types and magni-
tudes of events; 

◆	� identify asset vulnerability; 
◆	� score risk in a quantitative, systematic, repeatable 

way; 
◆	� manage risk by addressing weaknesses through-

out the process.

Outreach
To promote capacity building, user guide outreach 
and training is under development. A variety of 
funding possibilities to conduct this training are 
being explored, which will allow the IMO to export 
training to port facilities as well as create a mix of 
online and on-site courses.

About the authors:
CAPT Kevin Kiefer serves as chief of the Office of Port and Facil-
ity Activities at U.S. Coast Guard headquarters. He co-chaired the 
International Maritime Organization correspondence group for the 
user guide to SOLAS Chapter XI-2 and the ISPS Code, and is the 
Coast Guard lead for the DHS secure supply chain initiative.

Mr. Marc Mes serves as director of Maritime Security for the Cana-
dian Coast Guard. He served as co-chair of the IMO Correspondence 
Group for the user guide.

Endnotes:
1. �International Ship and Port Facility Security Code.

The user guide will be available at:
http://www.imo.org/Publications/ 

Pages/Home.aspx
The user guide is available in its 

approved, working paper format at:
www.homeport.uscg.mil/mtsa

 in the “toolbox” section.
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http://www.homeport.uscg.mil/mtsa
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The Asia-Pacific Economic Cooperation (APEC) is a 
forum of Pacific Rim countries dedicated to support-
ing sustainable economic growth and prosperity in 
the Asia-Pacific region. It was created in 1989 by 12 
countries (including the United States) and has grown 
to include 21 members that account for 55 percent of 
global gross domestic product, purchase 58 percent 
of U.S. goods exports, account for 43 percent of world 
trade, and comprise a market of 2.7 billion consum-
ers.1 As a regional international organization, the 21 
APEC member economies 2 cooperate in a fashion that 
engages government and private sector representa-
tives at all levels to find solutions that enhance eco-
nomic vitality. The organization is consensus-driven 
and lacks regulatory authority, ensuring that its work 
is fully cooperative. The end result is the collaborative 
increase in safety, security, and efficiency that can 
frequently serve as a model for other regional bodies 
and the international community.

APEC activities, including a secretariat in Singapore 
and various projects that support APEC’s economic 
and trade goals, are centrally funded by yearly contri-
butions from members. Since 1999 these contributions 
have totaled $3.3 million each year, though from 2009 
onward, member contributions will increase by 30 
percent to a total of $5 million each year.3 Since 1997, 
Japan has provided additional funds—between $1.6 
and 4.6 million annually—for projects that support 
trade and investment.4 

Any APEC committee, sub-forum, working group, 
task force, or dialogue group may propose a project. 
These proposals are vetted by appropriate subject 
experts in committee and are ranked, prioritized, and 

(where appropriate) endorsed for further review by 
secretariat personnel. Final approval authority rests 
with the Budget and Management Committee or by 
senior officials if a project request exceeds $200,000. 

The APEC Maritime Security Sub-Group (MEG-SEC) 
takes the lead with regard to maritime security-
related projects. Typical APEC projects include semi-
nars, publications, research, and workshops, and are 
open to participation from all member economies. 

The Asia-Pacific  
Economic Cooperation 

Regional efforts that support global solutions.

by MR. SEAN K. MOON 
Senior Policy Advisor 

U.S. Department of Homeland Security
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APEC members include Australia, Brunei Darussalam, Canada, Chile, 
the People’s Republic of China, Hong Kong China, Indonesia, Japan, the 
Republic of Korea, Malaysia, Mexico, New Zealand, Papua New Guinea, 
Peru, the Philippines, Russia, Singapore, Chinese Taipei, Thailand, the 
United States, and Vietnam.

continued on page 31
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To promote sustainability, the MEG-SEC adopted 
a three-phase approach to delivering assistance to 
beneficiary economies: 

Phase I: The ICIAP Phase I focused on raising 
awareness of ISPS Code requirements and assisting 
developing economies with building a framework 
for implementation. Phase I workshops were held 

from March 2005 
to June 2006 in 
the Philippines, 
Thailand, Indo-
nesia, Vietnam, 
Peru, and Malay-
sia. The United 
States led the 
workshops in 
Peru and the Phil-
ippines; Japan 
led the work-
shops in Vietnam 
and Malaysia; 
and Canada led 
the workshop in 
Thailand. 

Phase II: Ongoing ICIAP Phase II activities 
focus on building the capacity of developing 
economies to conduct ISPS Code compli-
ance-related drills, exercises, and assess-
ments. Phase II activities are tailored to 
the operational needs of maritime security 
personnel in the beneficiary economy. The 
drills and exercises build capacity toward 
more effective ISPS Code implementation 
and assist economies in developing quality 
control measures to ensure that progress is 
sustained. Similarly, the international version 
of the U.S. Coast Guard’s Port Security Risk 
Assessment Tool, along with training on its 
implementation and use, assists economies 
with resource allocation and fosters risk-
informed security processes.

ICIAP Phase II initially consisted of a second 
round of workshops held in Vietnam, Indonesia, 
Thailand and Papua New Guinea. As a follow-up 
to the Canada-led Phase I workshop in Thailand, 
Thai officials visited Canada to learn about their 
port security activities. A pilot model visit (precur-

The Phases

Representatives from the Indonesia Coast Guard 
run a risk-scoring scenario through the Port 
Security Risk Assessment Tool during a training 
workshop. USCG photo by Mr. Thomas Kalisz.

Trainees conduct a vessel boarding and container security sweep 
exercise based on the APEC drill and exercise manual following a 
workshop held in Manila, Philippines. USCG photo by Mr. Thomas 
Kalisz.

sor to ICIAP Phase III activities) led by Australia was 
conducted in Papua, New Guinea, in October 2007. 

Workshops consisted of presentations, discussions, 
table-top exercises, and on-site visits to port facili-
ties. Geared toward operational port facility security 
personnel, the efforts focused on practical aspects 
of ISPS Code implementation, eschewing theoreti-
cal or awareness training geared toward government 
or facility management personnel. Specific topics 
were adjusted to meet the needs of the individual 
economies, but in general included command, con-
trol, coordination and communications (C4) proce-
dures, coordination processes with external security 
agencies, discussion of enhancement measures for 
increasing security levels, and audit techniques.

As part of Phase II, MEG-SEC members determined 
that developing a manual for conducting standard-
ized drills and exercises would be useful. A question-
naire related to conducting drills and exercises was 
developed and circulated to member economies by 
the MEG-SEC chair and a manual was presented for 

approval at the 30th meeting of MEG-SEC, held in 
Manila, Philippines, in April 2008. 

Demonstrating how APEC projects can have global 
impact beyond the Asia-Pacific region, the MEG-SEC 
partnered with the United States, Canada, and the 
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In 2010, the Budget and Management Committee 
approved 99 APEC work projects ranging from 
improving trade agreement development, sharing 
best practices, and capacity-building to addressing 
security issues. The projects were valued at around 
$9 million and spanned all 21 member economies.5

ISPS Code Implementation Assistance Program
The International Ship and Port Facility (ISPS) 
Code Implementation Assistance Program (ICIAP), 
which began in 2005, demonstrates the coopera-
tive nature of the organization, particularly note-
worthy in the maritime security realm. Annual 
project proposals have continued ICIAP efforts, 
with further refinements and additional capacity-
building efforts anticipated into 2012 and beyond. 
The ICIAP assists APEC economies to develop 
the capacities necessary to effectively implement 
the ISPS Code. The program scope encompasses a 
transfer of knowledge, lessons learned, best prac-
tices, and tools to help economies implement and 
foster risk-informed security regimes.

Expanding Emphasis to Focus  
Enhanced Capacity
At a meeting of the APEC Transportation Working 
Group in Brisbane, Australia in mid-July 2011, the 
MEG-SEC reviewed the results of the ICIAP and 
assessed common trends in ISPS Code compliance 
and identified several common themes, including: 

•	 access control, 
•	 cargo screening,
•	 drills and exercises, 
•	 auditing, 
•	 legislation, 
•	 information sharing, 
•	 port/ship interfaces. 

Each was discussed in detail, noting that informa-
tion was somewhat limited, and due to its multi-
year nature, could only be considered representa-
tive of areas for consideration.6

The group determined that, in addition to the on-
going efforts of the ICIAP, which were believed to 
satisfy a number of the themes, additional empha-
sis was necessary to further regional maritime 
security. Suggestions include: 

•	 Conducting a workshop or series of work-
shops to enable economies to exchange imple-
mentation options in each identified thematic 
area. This project will complement the IMO’s 

Organization of American States (OAS) to translate 
the APEC drill and exercise manual into Spanish and 
sponsor workshops in Latin and South America. To 
date, 280 participants from 45 countries and APEC 
economies have participated, creating a wide-rang-
ing global standard for drills and exercises.1

A pilot workshop was held in early 2010, in Peru, 
to deliver an international version of the U.S. Coast 
Guard’s Port Security Risk Assessment Tool (PSRAT) 
and provide training on its use. The workshop intro-
duced risk assessment methodologies and was 
followed by hands-on training with the software. 
This initial workshop was the genesis of expanded 
deployment of the tool to Thailand, Indonesia, and 
Vietnam in 2010 and 2011.

The PSRAT itself is a relative risk-ranking tool that 
enables users to assess infrastructure risks across 
geographic regions. Users assess consequences, 
threats, and vulnerabilities for specific attack scenar-
ios on designated infrastructure. These subjective 
evaluations generate quantitative risk values of use 
in identifying critical infrastructure, estimating coun-
termeasure effectiveness, defining risk management 
strategies, and allocating resources.

Phase III: ICIAP Phase III activities (also ongoing) 
include the port security visit program (initiated as 
the pilot model visit) and self-assessment training 
workshops.

Endnote:
1. �Maritime Security Sub-Group Final Report from the 33rd APEC 

Transportation Working Group Meeting, Tokyo, Japan, October 
2010.

Members of the Asia-Pacific Economic Cooperation Mar-
itime Security Sub-Group discuss methods to enhance 
regional implementation of the IMO ISPS Code through 
capacity building efforts among member economies. 
Photo courtesy of the Australian Office of Transport 
Security, Department of Infrastructure and Transport.
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recently approved user guide to SOLAS chapter 
XI-2 and the ISPS Code, with a goal of developing 
an eventual APEC publication to assist economies 
with implementation practices. 

•	 Revising the APEC drill and exercise manual 
and updating it with lessons learned keeps the 
document relevant. Additional exercise scenarios 
will be added, including scenarios geared toward 
smaller economies with less governmental infra-
structure and one designed specifically for senior 
leadership.

•	 Developing a model legislation workshop to orga-
nize the ISPS Code and add areas of emphasis 
currently lacking, such as incident response and 
enforcement. The project will include a beta test 
workshop, with an eye toward future discussions 
to promote all-encompassing legislative regimes 
harmonized across the Asia-Pacific region.

The U.S. Coast Guard also provided the MEG-SEC 
with a presentation on its Common Assessment 
Reporting Tool (CART), a system that provides an 
online repository of maritime transportation system 
recovery information. CART provides timely and 
accurate pre-incident data and allows comparison of 
that information to post-incident data to characterize 
impact to transportation systems, prioritize recovery 
action, and manage trade resumption efforts. 

The Coast Guard routinely uses this Web-based tool, 
which has been refined during multiple recent disas-
ters. A version of CART has recently been approved 
for distribution internationally and a workshop was 
held in Thailand in early June 2011, to gather infor-
mation related to further international sharing. It is 
anticipated, especially after the recent series of natu-
ral disasters in the Asia-Pacific region, that deploy-
ment will be on-going and rapid.

Ongoing Efforts
In 2006, APEC senior officials endorsed an initiative 
to address coordinating trade flows in the aftermath 
of a transportation system disruption. In 2007, 10 
economies under the leadership of Singapore worked 
together to create guidelines to facilitate the restora-
tion of trade among APEC economies as rapidly as 
possible after a terrorist attack and to promote actions 
to facilitate trust and confidence in the process. The 
framework was then validated in 2008 through a 
closely scripted set of exercises involving economies 
exchanging necessary information and harmonizing 
economic and security priorities.

This program is focused on the maritime security 
requirements under the ISPS Code, with the aim of 
identifying the needs an economy may have in achiev-
ing and maintaining its obligations under the code. 
Strictly voluntary for APEC economies seeking to 
identify strengths and weaknesses in their implemen-
tation of the code, the program facilitates regional 
expert visits to ports under pre-negotiated terms of 
reference. 

This enables APEC economies to:

•	 �share experiences on best practices and lessons 
learned within the region;

•	 �identify future areas of cooperation and capacity 
building as a basis for planning future phases of 
the ICIAP, with the understanding that all informa-
tion gathered and produced during a visit remains 
the property of the host economy;

•	 �create a pool of regional expertise on implemen-
tation practices;

•	 �achieve greater consistency in ISPS Code imple-
mentation practices and progress;

•	 �strengthen cooperative relationships;

•	 �promote a common understanding of maritime 
security issues; and 

•	 �achieve a systematic, risk-based review of a par-
ticipating economy’s ISPS Code implementation 
framework, practices, and progress to date.

The Port Security  
Visit Program
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The World Customs Organization (WCO) also noted 
in 2008 a similar need to enhance trade resilience on 
the broader world stage. With the support of the APEC 
economies, the WCO used the APEC Trade Recovery 
Programme as a basis for developing trade recovery 
guidelines to support its Framework to Secure and 
Facilitate Global Trade. While slightly different in 
emphasis (for instance, the WCO guidelines include 
a greater emphasis on communications mechanisms) 
the two efforts show an evolutionary linkage.

APEC continues to support WCO trade recovery 
efforts as the SAFE Framework of Standards is 
reviewed and revised and the trade recovery guide-
lines are further detailed. Through a Secure Trade in 
the APEC Region (STAR) conference sponsored by 
the United States in its role as an APEC host economy, 
trade recovery information exchange was discussed 
among the economies and with the private sector to 
develop consensus on what information elements are 
necessary for government-to-government and gov-
ernment-to-private sector dialogue. A report of the 
conference breakout session will be provided to the 
WCO to help inform its efforts.

Secure, efficient, and resilient supply chains, includ-
ing their maritime elements, are an inherently global 
effort. Through capacity building initiatives, such as 
those conducted by the Asia-Pacific Economic Coop-

eration that assist developing nations implement 
international standards and enhance coordination 
and harmonization among nations, such efforts can 
achieve local solutions with regional impact. And 
such regional efforts can further inform broader, 
global solutions.

APEC is realizing just such solutions—creating a 
more secure transportation system through collabo-
ration and consensus through the work of the MEG-
SEC. 

About the author:
Mr. Sean Moon is a senior policy advisor in the Office of Trans-
portation and Cargo Policy Development in the Office of Policy at 
the U.S. Department of Homeland Security. A retired U.S. Coast 
Guard Commander, he chairs the Asia-Pacific Economic Coopera-
tion Transportation Working Group Sub-Group for Maritime Secu-
rity, and heads recurring delegations to APEC and other multilateral 
organizations on trade recovery issues. He is also the policy lead for 
the DHS small vessel security strategy.

Endnotes:
1. �Asia-Pacific Economic Cooperation, 2011. www.apec.org.
2. �Termed “economies” due to the APEC cooperative process focus on eco-

nomic and trade issues, APEC members include seven of America’s top 
15 trading partners.

3. �All figures are reported in U.S. dollars.
4. �Asia-Pacific Economic Cooperation, 2011. www.apec.org.
5. �Ibid.
6. �Maritime Security Sub-Group Final Report from the 34rd APEC Trans-

portation Working Group Meeting, Brisbane, Australia, July 2011.

http://www.apec.org
http://www.apec.org
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Travel the world as any mariner has and one may dis-
cover that what qualifies as port security can span a 
spectrum as broad as a country’s cuisines. Security 
practices in some ports may appear to be impen-
etrable, with perimeters fortified by armed soldiers 
posted in observation towers and electric fences 
amped with enough juice to drop an unwary animal. 
While, in other locations across the globe, children 
clamber through dilapidated fences to sell lunches to 
longshoremen. 

Poor security practices in some nations may increase 
the risk of terrorist or criminal acts to the vessels that 
call on them, their trading partners, and the entire 
global maritime transportation sector. Since the world 
is connected by maritime trade, the Coast Guard rec-
ognizes that if it is going to protect U.S. ports, as well 
as maritime commerce as a whole, it needs to engage 

with officials around the globe to heighten the level of 
scrutiny around their ship-to-port interface. 

In 2004, the Coast Guard created the International 
Port Security (IPS) program to do just that. That same 
year, the International Maritime Organization (IMO) 
put into force the International Ship and Port Facility 
Security (ISPS) Code. Since then the IPS program has 
championed the ISPS Code by visiting more than 150 
coastal nations, collaborating with foreign partners 
as they develop security systems around their centers 
of maritime trade and transportation. 

Security practices throughout the world have made 
significant improvements. While many nations have 
implemented the ISPS Code and are ready to move 
beyond it, a handful are still struggling to sustain or 
simply embrace its fundamental principles.

History
In 2002, the U.S. Congress passed the Maritime Trans-
portation Security Act, directing the U.S. Depart-
ment of Homeland Security to learn about the anti-
terrorism measures in place in foreign ports, and to 
offer training to countries where security standards 
appeared to be inadequate. DHS delegated this man-
date to the Coast Guard, which formed the IPS pro-
gram in 2004. By 2008, the Coast Guard had visited all 
of its trading partners at least once. 

The program operates on the principle that a continu-
ous exchange of ideas, observations, and personal vis-
its is the most productive way to improve security on 
another’s sovereign shore. Along this line, the Coast 
Guard dedicated a core of experienced members as 
international port security liaison officers to act as the 
conduit with foreign authorities by developing rela-

International Port Security
A global challenge.

by LT DAN ORCHARD 
Africa Desk Officer 

U.S. Coast Guard International Port Security Program
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LCDR Daron Tanko, right, discusses port security with an official in a con-
tainer facility in Angola. USCG photo by Mr. Thomas White.
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tionships, understanding ambitions, and arranging 
supporting resources. At the center of this exchange 
is a formal visit when the Coast Guard sends a team 
of port security experts to the country for about a 
week to engage personally with their counterparts. 

Upon arrival in a foreign country, the team meets 
with the designated authority—the agency respon-
sible for overseeing port facility security—to discuss 
its overarching responsibilities of port security gov-
ernance. Initial visits focused on how each country 
implemented the ISPS Code—a starting point for 
security and anti-terrorism measures. The ISPS Code 
was written with performance-based directives, such 
as “control access to the port facility” and “supervise 
the handling of cargo,” as opposed to mandating 
specific prescriptive actions such as fence heights 
or photo identification cards. The IPS teams observe 
how these agencies interpret the code and implement 
their standards. 

From there, the teams meet with the security officers 
and authorities in the country’s major ports to view 
security practices in action with an eye toward the 
key principles of the ISPS Code, including:

•	 access control,
•	 restricted areas,
•	 cargo handling,
•	 delivery of stores/supplies,
•	 security monitoring,
•	 security policies and procedures,
•	 security training and exercises.

The ultimate goal of the IPS program is to foster the 
interchange of ideas and best practices. The Coast 
Guard invites host nations to travel to the U.S. to wit-
ness how the ISPS Code and other security measures 
are implemented here. More than 70  countries, or 
half of the world’s coastal nations, have taken up the 
offer. During their week in the U.S., foreign delega-
tions are encouraged to interact with the Coast Guard 
and other government agency officials while touring 
facilities of a similar capacity and cargo design as 
their own.

Observations
IPS program personnel traveled abroad to more 
than 150 countries and learned that an overwhelm-
ing majority of the world’s coastal nations have sub-
stantially implemented the ISPS Code. Each country 
did this in its own particular manner. While the ISPS 
Code does not require the implementation of specific 
types of physical security measures, the IPS program 

revealed that many countries draw upon a similar set 
of tools to secure their ports, including: 

•	 a strong physical perimeter of walls, fences, and 
barricades;

•	 warning signs at entry points and along the 
waterfront;

•	 segregated entrances for pedestrians, cars, and 
trucks;

•	 identification cards with expiration dates, photo-
graphs, and color-coding for additional access to 
restricted areas;

•	 closed-circuit television systems;
•	 lighting with back-up generators;
•	 guards on patrol in vehicles or water craft and 

equipped with radios. 

Port officials reported that implementing the ISPS 
Code resulted in tangible benefits beyond deter-
ring terrorism. The improvements to physical secu-
rity, combined with disciplined access control, have 
reduced access to containers and equipment and 
opportunities to board a vessel.

Additionally, tidy, well-lighted facilities, free from 
the congestion of unnecessary persons and vehicles, 
operate with increased efficiency, resulting in signifi-
cantly improved cost savings. Benefits continue, as 
stricter cargo control works to improve customs dec-
larations accuracy, which can lead to increases in rev-
enue for the port. Tighter control of truck movements 
can reduce the number of motor vehicle accidents 
and the associated costs of down-time, investigations, 
and damage. Restricting facility access to authorized 
employees and guests may reduce the risk of criminal 
behavior.

LCDR Eric May, left, discusses security guard procedures with a 
member of the gendarmerie while overlooking the port of Doula in 
Cameroon. USCG photo by LT Dan Orchard.
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During these visits, liaison officers collected many 
innovative practices as “best practices,” which they 
shared with other nations looking for effective, low-
cost methods to address vulnerabilities. That said, a 
critical component of the ISPS Code is to 
test these practices, whether innovative or 
standard, through regular drills and exer-
cises, so port officials can identify vulnera-
bilities and address them prior to an actual 
incident. IPS program officers learned that 
a common weakness among ports across 
the world has been this evaluation process. 
For some ports, it is a matter of apathy or 
lack of oversight. Others simply lacked the 
expertise or resources to conduct effective 
tests.

By reaching out to countries one-on-one 
or by coordinating with regional partners, 
such as the Asia Pacific Economic Coop-
eration Forum (APEC), the Organization of 
American States, and the Group of Eight, 
IPS program officers elevated this compe-

tency throughout the world. For example, IPS pro-
gram personnel partnered with APEC and Transport 
Canada to create a manual for conducting drills and 
exercises that has been circulated to more than 85 
countries. 

Protecting U.S. Ports
If an overwhelming majority of the world’s coastal 
nations have substantially implemented the ISPS 
Code, then, unfortunately, a handful have not. 

Since 2004, the IPS Program determined that a num-
ber of nations were unable to substantially imple-
ment, or sustain the core elements of the ISPS Code. 
In each instance, the Coast Guard worked closely 
with the country to resolve the derogatory issues. 
The country’s officials developed a plan of action 
to improve shortcomings, while the liaison officers 
supported their goals by providing specific training, 
compliance references from the IMO, and opportuni-
ties to tour U.S. facilities. 

In several instances, this effort improved security 
and resolved many concerns. In other cases, how-
ever, countries were unable to integrate the neces-
sary improvements, so the Coast Guard imposed 
conditions of entry on vessels arriving to the United 
States from ports that are not secure. Prior to allow-
ing these vessels into a U.S. port, the Coast Guard 
normally boards or examines them to ensure that the 
master took additional security precautions while in 
the foreign port. As a result of the increased security 

Conditions of Entry

Vessels coming from insecure foreign ports can pose a 
significant threat to the U.S. and/or any other country that 
they call on. It is therefore very important to secure the 
entire supply chain, including the foreign ports. 

The Coast Guard publishes a list of these countries in a port 
security advisory at www.homeport.uscg.mil. The effective 
date for the countries listed below was Oct. 14, 2011.

Under the authority of the Maritime Transportation Security 
Act, the U.S. Coast Guard imposed conditions of entry on 
vessels arriving to the U.S. from the following countries that 
do not maintain effective anti-terrorism measures: 

	 Cambodia

	 Cameroon

	 Comoros

	 Cote d’Ivoire

	 Cuba

	 Equatorial Guinea

	 Guinea-Bissau

	 Indonesia

Iran 

Liberia

Madagascar

Sao Tome & Principe

Syria

Timor-Leste

Venezuela

IPS Program  
Ongoing Efforts 
in West Africa

The IPS program recently hosted West African dele-
gations from Cameroon, Republic of Congo, Gabon, 
Gambia, Ghana, Liberia, Nigeria, and Togo and program 
personnel conducted training in Cameroon, Senegal, 
and Benin. 

The IPS program continues to work with other U.S. 
agencies to improve port security in West Africa as well 
as in other countries that have not implemented the 
ISPS Code.
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Trust But Verify

Port security information is extremely valuable to the 

world’s port state control authorities and is generally 

unavailable through other means except the self-reporting 

of each individual country. The International Convention 

for the Safety of Life at Sea, which houses the ISPS Code 

in Chapter XI-2, does not authorize the IMO to audit 

member states to verify compliance. 

Instead, compliance is determined by the country itself 

and then reported back to the IMO, which publishes the 

declaration on its website. Of IMO members, all but three 

reported compliance by 2008. The IPS program revealed 

that compliance was not so complete.

As of July, 2011, the Coast Guard had imposed condi-

tions of entry on vessels arriving from several countries 

(see sidebar). While these countries span the globe, one 

region of the world emerged as having similar challenges 

in multiple nations. Over half of the countries with inad-

equate port security were in sub-Sahara Africa, and, more 

specifically, seven of the countries were in West Africa. 

This region also battles other significant maritime issues 

such as piracy, illegal fishing, pollution, and drug and 

human trafficking. 

Some of the issues in this region extend beyond the 

control of the individual port authority, which is why 

the Coast Guard exempts specific ports from conditions 

of entry when they have shown that they have indepen-

dently implemented effective anti-terrorism measures. 

In addition, it is unreasonable to expect some of these 

developing nations to have the resources and expertise 

to sustain comprehensive port security improvements 

without assistance. 

LCDR Jose Perez, right, discusses waterside security mea-
sures with a security officer at a petroleum facility in Equato-
rial Guinea, Africa. USCG photo by LT Dan Orchard.

Mr. Michael Brown, chief, USCG International Port Secu-
rity Evaluation Division, reviews a visitor log with offi-
cials in a port in Libya. USCG photo. 
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measures and scrutiny, the vessel incurs unwanted 
expenses and delays.

Beyond the ISPS Code
The Coast Guard views the ISPS Code as a minimum 
standard for securing a port. In many regards, it does 
not go far enough to address vulnerabilities or deter 
terrorist and criminal acts. For example, how does a 
vessel protect itself from a small boat attack like the 
one encountered by the M/V Limburg, on Oct. 6, 2002? 1 

The U.S. has taken a holistic approach to port secu-
rity by viewing the entire port as a collection of facili-
ties through port security plans. In addition, area 
maritime security committees augment individual 
ship and port facility security plans by defining the 
responsibilities of the Coast Guard and other law 
enforcement agencies with regard to protecting criti-
cal maritime infrastructure. 

Additionally, the IPS program shares information 
about some of the tools the U.S. uses to display a com-
mon operational picture, such as the maritime safety 
and security information system, Automatic Identifi-

cation System, long-range identification and tracking, 
and advance notice of arrival. The IPS program devel-
ops model port security legislation to assist countries 
that have yet to codify appropriate mandates in their 
domestic law.

The Coast Guard’s intent is to work closely with trad-
ing partners and other international stakeholders to 
improve port security. Shaped by global threats and 
challenges, efforts to govern the maritime domain 
today reflect complex, interwoven mutual interests 
and actions. By working together, the overall security 
for the global maritime transportation system can be 
raised to a level that will deter the actions of those 
who intend to cause harm. 

About the author:
LT Daniel Orchard is the Africa desk officer in the IPS program at 
Coast Guard headquarters. As a reservist, he was a founding mem-
ber of Port Security Unit 301. He deployed to Iraq in 2009 to train 
the Iraqi Navy in small boat security zone enforcement. 

Endnote:
1. �M/V Limburg was rammed by another boat off the coast of Yemen, result-

ing in damage to its hull and the death of one crewmember. Some oil 
escaped, but the vessel remained seaworthy. 

China Coast Guard members welcome in the crew of the high endurance cutter Boutwell. The crew from the Boutwell represents the U.S. 
Coast Guard here and at other foreign ports to increase international maritime security and safety. Coast Guard photo by Petty Officer 
Jonathan Cilley.
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The U.S. Coast Guard is the nation’s steward in 
the prevention of terrorism by sea. As a part of the 
Department of Homeland Security, the USCG has 
been performing waterway security missions long 
before the terrorist attacks on the United States on 
Sept. 11, 2001. 

One of the ways the Coast Guard is able to protect 
the nation is by requiring arriving vessels to provide 
a 24-hour notice of arrival and departure (NOAD). 
The Coast Guard evaluates vessel arrival informa-
tion and schedules examinations of arriving vessels 
for compliance with international and domestic ves-
sels safety and environmental protection standards. 
Shortly after September 11, the Coast Guard began 
making efforts to upgrade NOAD requirements from 
24 to 96 hours; allowing more time to gather impera-
tive information from arriving vessels. 

The National Vessel Movement Center (NVMC), a 
subdivision of the USCG, is responsible for the collec-
tion of NOADs. It is staffed 24/7 to provide services 
including: 

•	 ship arrival notification system data processing 
and reconciliation;

•	 customer support for NOAD submissions and 
regulations;

•	 help desk support;
•	 maritime search and rescue, law enforcement, 

and U.S. Coast Guard field support. 

This subdivision processes approximately 7,000 
NOADs weekly, 98 percent of them electronically. 
The data is then entered into the ship arrival notifica-
tion system where it is analyzed by the intelligence 

community and local captain of the port to identify 
higher risk vessels.

NOAD regulations apply to foreign and U.S. commer-
cial vessels that are 300 gross tons or more, foreign 
recreational vessels 300 gross tons or more, and ves-
sels carrying certain dangerous cargo. NOAD regu-
lations do not apply to vessels less than 300 gross 
tons, unless the vessel is carrying dangerous cargo 
or operating in the Seventh District area of respon-
sibility in South Carolina, Florida, Puerto Rico, and 
U.S. Virgin Islands, all of which have a large contin-
gent of small commercial shipping vessels that must 
meet international and domestic shipping standards 
for safety and security. The Coast Guard conducts 
examinations on the vessels utilizing the Caribbean 
Cargo Ship Safety Code in accordance with the Carib-
bean Memorandum of Understanding on Port State 
Control.

The Coast Guard has proposed significant improve-
ments to the notice of arrival and departure regula-
tions. If adopted, the proposed changes will make the 
NOAD regulation apply to more vessels, as the 300 
gross ton applicability threshold will be removed. 

The NOAD Process 
For industry, the process is relatively simple. The 
reporting party (agent, owner, operator, master, etc.) 
submits a NOAD. The vessel will receive a receipt 
stating that the National Vessel Movement Center 
received the NOAD and indicate if it is missing criti-
cal information. Once the NVMC processes the notice 
of arrival/departure, no further action is necessary 
from the reporting party, provided the information 
remains unchanged. If critical information is miss-

Notice of Arrival and 
Departure

A link to maritime domain awareness and safety. 

by LT SHARMINE JONES 
Advance Notice of Arrival Program Manager 
U.S. Coast Guard Office of Vessel Activities
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ing, the reporting party will be notified by an NVMC 
marine representative and then must submit a cor-
rected NOAD. 

Once NVMC processes it, the NOAD becomes avail-
able to the CBP, Coast Guard field personnel, the 
Intelligence Coordination Center, and the National 
Maritime Intelligence Center through the ship arrival 
notification system (SANS) user interface. 

Creating an Information Chain
The USCG extracts information from SANS to assess 
the risk of vessels arriving or departing from a U.S. 
port and to identify vessels and individuals associ-
ated with those vessels who may pose a security or 
safety risk. The data is also retained for USCG trend 
analysis. 

NOAD information is combined with other resources 
to form a common operational picture in which 

vessel-specific informa-
tion and movements 
within our ports and 
waterways are monitored 
in real time. This infor-
mation is then used as a 
decision-making aid for 
field commanders and is 
often referenced in sup-
port of interagency and  
DoD efforts in homeland 
security, thereby improv-
ing our layered approach 
to safety and security 
through information 
sharing. 

An Interagency Alliance 
The notice of arrival and departure serves the Coast 
Guard and other federal entities that share common 
interests and goals. For example, CBP published a 
rulemaking in April of 2005 mandating that all com-
mercial vessels (regardless of tonnage) arriving in the 
U.S. from a foreign port submit crew and passenger 
information via the CG electronic NOAD applica-
tion. CBP captures this information in its advanced 
passenger information system, and the data is then 
retrievable by their field agents. The Center for Dis-
ease and Control receives critical crew and passenger 
information, which can be used to identify health 
threats. 

The NOAD intergovernmental cooperation includes 
a memorandum of agreement with the St. Lawrence 
Seaway Development (SLSDC) to collect notice of 
arrival information for vessels transiting to Canada 
through the seaway. The USCG has also worked with 
the islands of the Caribbean to assist in collecting pre-
arrival information. In 2007, for example, the Carib-
bean hosted the Cricket World Cup, which garnered 
international attention. Since this was the first time 
an event of this scale was held in the Caribbean, secu-
rity was a significant concern. Recognizing the need 
for a notification system for vessels arriving to the 
West Indies, a council consisting of delegates from 
the various Caribbean nations contacted the U.S. 
Coast Guard for assistance with developing a vessel 
notification system. Pending development of a system 
for the Caribbean region, an interim measure was put 
in place whereby the CG e-NOAD application was 
used to collect information for vessels operating in 
the Caribbean. A Caribbean notice of arrival system 
has since been developed; however, vessels still have 
the option to submit NOA information for the Carib-
bean region through the e-NOAD application. 

For CG port safety and/or security issues, the NOAD 
is reviewed to determine whether inspections are 
required on a particular vessel, or if there is a need 
to establish safety/security zones, escorts, boardings, 
or other safety operations. Information is loaded into 
the Marine Information for Safety and Law Enforce-
ment system (MISLE), which is used to store data 
on marine pollution, inspections results, and other 
shipping and port accidents in U.S. waters. The ship 
arrival notification system matches the vessel with its 
record in MISLE and attaches the MISLE unique ves-
sel number so arrival information may be pulled into 
the MISLE arrivals page for ease of access. 

Ship Arrival Notification System
SANS utilizes four modules: 

1	� SANS, the central repository of NOAD data/information, 
is maintained by the USCG Operation Systems Center.

2	�iSANS is internal to USCG; and is used by NVMC personnel 
to input and/or validate NOAD information and allows 
USCG personnel to view NOAD information.

3	�SANS-DHS is the Web-based portal for DHS and other 
federal/state users who need access to NOAD information. 

4	�e-NOAD stands for the electronic NOAD, an external 
Web-based portal that enables regulated vessels to 
provide electronic submission of notice of arrival/
departure information.

The Coast Guard conducts an at sea board-
ing prior to the vessel’s arrival into an U.S. 
port. Security boardings can occur for a 
number of reasons, such as the vessel being 
a first-time caller to an U.S. port. All photos 
USCG.
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For national security and screening purposes, CBP 
receives the notice of arrival and departure informa-
tion in real time from SANS. This information can be 
shared with other federal and foreign government 
intelligence or counterterrorism agencies or compo-
nents when the USCG becomes aware of a potential 
threat to national or international security, or to assist 
in anti-terrorism efforts. 

Managing the Data
With more than 120,000 reports processed yearly, 
information in SANS is maintained for a period of no 
more than 10 years or when no longer needed (which-
ever is longer) from the date of collection. Addition-
ally, the only notice of arrival and departure informa-
tion retained initially is related to those individuals 
about whom derogatory information is revealed dur-
ing the screening process. Should derogatory infor-
mation be discovered by USCG either through the 
Treasury Enforcement Communication System or 
USCG’s own sources, alerts and information are then 
communicated to the field. 

As the Coast Guard and the Department of Home-
land Security continue to move forward, regula-
tions, policies, and programs like the NOAD help to 
keep our homeland secure and are vital components 
to ensure maritime domain awareness and safety. 
Today, information sharing is critical as more regula-
tions and laws are enacted. 

The e-NOAD will continue to evolve and may 
become a part of a single Department of Homeland 
Security-sponsored window for reporting all arriv-
als and departures to the United States. By working 
together, government and private agencies can create 
a system that can facilitate commerce while serving a 
multitude of needs to reduce the industry reporting 
burden.

About the author:
LT Sharmine Jones is the advance notice of arrival program man-
ager and assistant port state control program manager at Coast 
Guard headquarters. She has served at multiple field units, includ-
ing Marine Safety Office Mobile, where she served as the facilities 
branch chief, assistant port state control branch chief, and vessels 
arrivals branch chief.

Visit 
http://www.nvmc.uscg.gov/NVMC/Default.aspx

For more INFORMATION:

NOAD in Action
The NVMC receives an e-NOAD from a liquid natural gas (LNG) 
carrier arriving from Yemen, heading to Boston, Mass. This 
generates an automatic request for LRIT (long-range identifica-
tion and tracking) information. Upon receipt of the LRIT infor-
mation, the vessel can be tracked until it is within Automatic 
Identification System range. 

Simultaneously, CBP and the USCG receive notification via 
their respective systems that this LNG carrier intends to arrive 
at a port in the U.S. Due to the highly flammable nature of the 
cargo, this vessel can potentially be a target for a terrorist attack. 
As the vessel approaches, the local CG sector detects, identi-
fies, and tracks the vessel by correlating multiple data sources 
like the vessel’s NOAD and electronic signal from its AIS. 

With AIS and other sensors displayed in the common opera-
tional picture, the exact position of the vessel is known so that a 
Coast Guard boarding team or escort vessel and other local law 
enforcement assets can assist the vessel as it enters the port. 
While aboard the vessel, the boarding team may compare the 
crew list to the one submitted via the e-NOAD to determine 
if there are any anomalies. If the master cannot explain the 
anomaly, this may trigger control actions. 

In this example, the vessel could be considered a terrorist target, 
but the presence of federal law enforcement agents and assets 
reduces its vulnerability. In addition, the Coast Guard uses the 
NOAD as a screening tool to target vessels for port state control 
examinations, examinations to 
ensure compliance with mari-
time security requirements, or 
for law enforcement boardings. 
Furthermore the Coast Guard 
will use the NOAD information 
to determine if a security zone 
or action is warranted.

The Coast Guard conducts a port state control examination.

http://www.nvmc.uscg.gov/NVMC/Default.aspx
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Competition is on the rise in shipping ports around 
the world; so terminals must be efficient and effec-
tive to keep business flowing. Ship lines don’t make 
money when vessels are at a terminal; therefore, the 
terminals want to hold the ships for the shortest time 
possible. 

However, the ship-to-shore terminal operating sys-
tem is not the source of a container terminal’s main 
bottlenecks, as these normally occur in the transfer 
system and delivery-receipt system. Information 
technology helps terminals handle and process the 
data within the supply chain to alleviate these bottle-
necks, increase overall performance, and ensure ship 
lines sail on schedule.

While container terminals, as interfaces among 
various modes of transport, possess a great deal of 
physical assets, they also use a large amount of com-
puterized software. A well-designed computerized 
container control system helps terminals provide:

•	 faster container loading and discharging,
•	 improved container yard monitoring,
•	� reduced number of container re-handles and 

shifts,
•	 increased information accuracy,
•	 decreased workload on terminal staff,
•	� improved ability to track movements in real-time,
•	 better container slot scheduling.

A broad scope of options for the container terminal 
operator to computerize its supply chain manage-
ment system can vary, from a basic data entry and 

retrieval system to an advanced multisystem 
approach using a real-time operation system. The 
proper information system can control the entire 
supply chain to eliminate bottlenecks, manage 
cargo, and allow synergies across the various 
nodes.

Terminal Operating Systems
Terminal operating systems help terminal oper-
ators to better manage the copious amount of 
information associated with cargo handling, and 
help them to increase terminal performance and 
capacity of the terminal without expanding the 
terminal’s physical footprint.

Keeping Cargo Moving
How marine terminals process supply chain data.

by CAPTAIN JEREMY SYKES 
Account Executive  

MDP Marine Insurance

MR. ED MERKLE 
Director of Port Security and Emergency Operations 

Virginia Port Authority
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When information is received into the computer sys-
tem, it is stored in a database and is either sent out 
or accessed by users of the system on the terminal. 
Some of the technologies and electronic devices that 
support this system include:

•	� radio frequency identification devices (RFIDs), 
which use radio waves to transfer data between a 
reader and an electronic tag attached to an object 
to identify and track the object;

•	� optical character recognition, in which a scanner 
reads printed characters;

•	� wireless local area network handheld computers 
with built in RFID scanners; 

•	� global positioning system (GPS) devices.

The Future of Terminal Operating Systems
Within the past several years, container operating 
systems have progressed significantly, with fully 

automated systems leading the way. For instance, the 
use of automated machines has helped container ter-
minals become even more productive and more effi-
cient with less labor. Much of the container stacking 
handlers used to stack the containers in the container 
yard are remote-controlled by an operator inside a 
terminal building. This eliminates many safety haz-
ards on the terminal, increases the personal comfort 
level of the operator of the equipment handler, and 
gives the operator a better view of the terminal, as the 
container handler is normally fully equipped with 
multiple closed circuit television monitors. 

More recently, some modern container terminals 
have fully automated vehicles/equipment handlers, 
which require no human interaction to operate, since 
they use GPS technology for navigation. These han-
dlers constantly track each container and wirelessly 
transfer information to a main computer, where it is 

History of Container 
Terminal Systems

In the past, terminal operators utilized paper-based 
administration systems to plan, control, and record the 
movement and storage of containers. The terminal staff 
often communicated via two-way radios and visually 
confirmed and tracked shipments.

By the mid-1970s, many terminal operators used basic 
computer systems that allowed them to perform data 
transmissions, use database management systems, and 
conduct computer processing. With advances in tech-
nology, terminal operators began to develop software 
to incorporate the various sub-systems of a container 
terminal operation, including:

■	� ship to shore — movement of containers from ship 
to berth;

■	� transfer cycle — movement of containers from berth 
to stack (storage area);

■	� storage — stack or area where containers are placed;

■	� delivery/receipt — movement of containers from 
stack to the gate.

The terminal operating systems helped a terminal 
operator access real-time data, container reports, 
and container inventory locations. By the early 1980s, 
approximately 78 percent of container terminals used 
computerized administration systems and more than 40 
percent were using terminal operating systems to man-
age landside and marine operations.

http://en.wikipedia.org/wiki/Radio_waves
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stored and updated. The future of containerized ter-
minal operating systems are very broad in scope but 
the trend is to fully integrate the entire supply chain 
for a customer and/or shipper. 

There are many different systems with different pro-
viders along the supply chain, which can cause some 
issues. For example, many of the terminal’s custom-
ers and vendors have different computer operating 
systems and need to send and retrieve information 
from the container terminal operator’s main system. 

To remedy this issue, a terminal operator can require 
customers and vendors to use the terminal’s specific 
operating system; however, this may create problems 
for the customers and vendors, as well as for the ter-
minal operator. More specifically, terminal’s custom-

ers and vendors may be forced to purchase different 
systems for each container terminal they deal with. 

Conversely, the container terminal could develop 
a “market-based system,” in which the users of the 
supply chain are presented with goals and offer bids 
to meet those goals. Another option is to develop 
and implement a true Web-based system with access 
codes that will allow each user to retrieve informa-
tion on a need-to-know basis.

Terminal operators have seen the importance of 
information technology. Operators will continue to 
use it to grow, as they have done in the past. 
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Types of Terminal 
Operating Systems

The following is a list of terminal operators  
with their own terminal operating system:

Hutchinson Port Holdings (nGen) — Hong Kong

PSA International (Portnet) — Singapore

Ports America, Inc. (Ports America System) — Iselin, N.J.

TSI Terminal Systems, Inc. (TSI System) — Vancouver, BC, Canada

Maher Terminals LLC (Maher System) — Elizabeth, N.J.
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Maritime domain awareness is critical to U.S. inter-
ests and worldwide economic stability and growth. 
Increasingly, government agencies and other organi-
zations are enhancing maritime domain awareness 
(MDA) programs by using Automatic Identification 
System (AIS) data to monitor and derive intelligence 
from information about real-time and historical ves-
sel movements in major ports and waterways.

The Department of Defense Executive Agent for Mari-
time Domain Awareness ( DoD EAMDA) has recog-
nized AIS as a potential tool for enhancing MDA ini-
tiatives. In May 2010, the EAMDA announced plans 
to integrate capabilities that enable non-classified 
information sharing to build partnership capacities. 
The focus: Define an integration architecture that can 
be used for non-classified data sharing, and standard-
ize the Virtual Regional Maritime Traffic Center suite, 
utilizing AIS data via an Internet-based system. 

Integrating AIS into Safety,  
Security, and MDA Programs 
There are many examples of how the Automatic Iden-
tification System helps ensure the safety and security 
of the maritime domain. For example, several major 
ports are using AIS data to monitor compliance with 
voluntary speed limits. One major southwestern U.S. 
port has established a program to reduce speeds to 
12 knots for cargo ships and 15 knots for cruise ships 
inside the harbor and within a specified distance sea-
ward. Port management uses web-based AIS vessel 
tracking to record the maximum speed of all vessels 
traveling in its vessel speed reduction zone. Port offi-
cials identify vessel operators who achieve 90 percent 
program compliance rate and recognizes them for 
their participation each quarter.1 

AIS can also be used to protect high-risk targets such 
as tankers, which are particularly vulnerable to secu-
rity threats because they tend to move very large vol-
umes of oil and gas through a small number of choke 
points. They are at greatest risk when entering or 
leaving port and when moored. Automatic Identifica-
tion System information gives users a more complete 
picture of other traffic. 

In the private domain, many marine terminal opera-
tors are also using AIS to assist with security pro-
grams. Today’s systems enable them to define their 
own customized fleets of chartered vessels, work-
boats, tugs, and barges that they wish to monitor, and 
to receive and share email and text-message alerts 
about fleet movements. This also enables operators 
to automatically time-stamp and capture data about 
arrivals, departures, and other vessel events; add 
their own documents and information about dock-
side events for each vessel call; and quickly access his-
torical data and animated playback for any selected 
vessels and events. 

While some services use AIS data to create “points 
on a map,” this is inadequate for comprehensive 
maritime security and other business initiatives. For 
this data to be a useful MDA tool, it must be pos-
sible to view, synthesize, analyze, and make deci-
sions based on real-time and historical information 
about the activities of every AIS-enabled vessel in 
every region of interest. The ability to look at histori-
cal vessel movements is particularly important, since 
this information can be used to analyze the situation, 
modify maritime domain awareness initiatives, and 
identify best practices for pre-empting and/or miti-
gating threats.

AIS in Action 
Enhancing maritime domain awareness  

in America’s waterways, ports, and terminals.

by MR. JASON TIEMAN 
Director of Maritime Solutions 
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AIS-based vessel-monitoring services also should 
have command-and-control display capabilities to 
streamline security program tasks, while simultane-
ously optimizing operational efficiency for operations 
like scheduling labor and other resources. Users are 

able to filter results by ship and port or region, and 
create user-defined tracking-related zones to enhance 
vessel viewing, tracking, and alerts. This should allow 
users to focus on specific regions of concern, and to 
more closely monitor for specific, anomalous behav-
ior that might indicate an emerging threat situation. 

For even better visibility, small satellite tracking 
units can be used to acquire tracking information 
about unmanned barges, buoys, and other high-value 
assets, which can then be combined with AIS vessel 
data to give users a more complete picture of other 
traffic. 

Leveraging AIS for Broader  
Business Applications
AIS-based vessel-tracking services are commonly 
used to enhance security and maritime domain 
awareness initiatives, but can also be used for a vari-
ety of business-intelligence purposes. For instance, 
vessel owners and terminal operators can perform 
integrated demurrage reporting and analysis, verify 
demurrage claims, and produce required documenta-
tion, all within a single, integrated dashboard envi-
ronment. 

Information on vessel transits can also provide bet-
ter contract accountability related to speed, fuel con-
sumption, and transit routes for vessels supporting 
drilling operations for offshore platforms. For refin-
ers and terminals, AIS provides the convenience of 
knowing when a ship arrives at a sea buoy, the status 
of pilots or harbor tugs, and the location of a tow for 
tug and barge activity. This simplifies resource plan-
ning and enables just-in-time deployment based on 
current vessel locations, ETAs, dock availability, and 
in-transit traffic conditions. 

Looking Ahead
Today’s wealth of aggregated AIS information can 
also be used to generate competitive analyses of off-
shore fleets, validate vessel activities and costs, and 
improve market intelligence pertaining to tanker and 
barge availability.

To realize all these benefits, these systems must be 
easy to integrate into existing business systems and 
should incorporate other data, including real-time 
weather radar overlays and animated loops, plus voy-
age distance calculations and vessel arrival estima-
tions. Finally, AIS systems should enable users to add 
documents and other information for each vessel call, 
such as cargo manifests or photographs of cargo. 

How AIS Works
Since 2005, every commercial vessel that trades 
at a U.S. port and most international destina-
tions has been required to transmit its ship iden-
tifier and location through standard AIS tran-
sponders. While the primary purpose originally 
was collision avoidance, it has increasingly been 
adopted for maritime security, general safety, 
and other business-intelligence applications. 
AIS data is used for these purposes by vessel 
traffic service operators, law enforcement agen-
cies, the U.S. Coast Guard, major oil companies, 
and other large vessel owners and operators, as 
well as port and marine terminal management 
and many other maritime professionals. 

Automatic Identification System transponders 
broadcast a variety of static and dynamic infor-
mation on a fixed schedule that ranges from two 
to 10 seconds to six minutes. Static data includes: 

	 the ship’s name and call sign, 

	� its unique International Maritime Organi-
zation or Maritime Mobile Service Identity 
number, 

	 its beam and length, 

	 the ship type, 

	 its antenna location. 

Dynamic data includes: 

	� the time and the ship’s current position, 

	 course and speed over ground, 

	 gyro heading and rate of turn,

	 navigational status. 

AIS also broadcasts voyage-related data 
including the ship’s draft, cargo information and 
destination, plus estimated time of arrival. 

Bibliography:

www.imo.org/OurWork/Safety/Navigation/Pages/AIS.aspx
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AIS-based ship tracking continues to grow beyond its 
original role, which was primarily to minimize colli-
sions between commercial vessels. Today’s AIS-based 
vessel-tracking services give users a real-time view 
of vessel traffic in a single command-and-control dis-
play environment focused on user-defined monitor-
ing zones, and facilitates real-time information shar-
ing and reporting with remote participants and other 
operation centers. 

By combining real-time visualization and historical 
information with comprehensive management tools, 
the latest AIS-based vessel-tracking systems deliver 
extensive waterway mapping, alerting, reporting and 

analysis capabilities, which can enhance maritime 
domain awareness and improve security initiatives.

About the author:
Mr. Tieman served seven years as a Coast Guard officer and contin-
ues to serve as a reserve Lieutenant Commander. He holds an unlim-
ited tonnage third mate license and has served on tankers, supply 
vessels, research vessels, and harbor tugs. He has also been critical 
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AIS data provides a Web-based view of vessels traveling within an identified zone in a U.S port.
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U.S. Coast Guard photo 
by LCDR Doug Lincoln.
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The transit, transfer, and storage of certain dangerous 
cargoes (CDCs) along our nation’s waterways present 
particular security challenges for those charged with 
ensuring no harm comes to adjacent populations and 
critical infrastructure. Such cargo has chemical char-
acteristics that can result in significant health or infra-
structure impact in an uncontrolled release. 

As such, the Coast Guard identifies bulk CDC tran-
sits, transfers, and storage as one of the highest daily 
security risks on U.S. waterways and has embarked 
on a risk-based approach to CDC security. This stra-
tegic and tactical approach considers the reality of 
limited federal resources against the significant con-
sequences of a successful terrorist to ultimately estab-
lish and manage an acceptable CDC security risk. Pri-
mary to this approach is developing a national certain 
dangerous cargoes security strategy and implemen-
tation plan that spans the security spectrum from 
awareness, prevention, and protection to response 
and recovery.

Security in Action
The national CDC security strategy focuses on inten-
tional attacks to the portion of the U.S. marine trans-
portation system (MTS) that supports bulk CDC vessel 
transits, vessel/facility transfers, and facility storage. 
It integrates the elements of the security spectrum 
with the elements of the risk equation (risk = threat 
× vulnerability × consequence) through operational 
and internal management goals. 

Goals include:

 AWARENESS:  Provide real-time awareness of the 
risk of intentional attacks on CDCs to stakehold-
ers. This is the principal driver for resource allocation 
decisions and envisions integrating maritime domain 
awareness input with risk modeling to facilitate cap-
tain of the port resource management and other oper-
ational decision making. 

Securing  
Certain Dangerous Cargoes

by MR. BOB REIMANN 
Cargo Security 

U.S. Coast Guard Headquarters

MR. MARK JOHNSON 
Senior Vice President 

C & H Global Security
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CDCs Defined
Certain dangerous cargoes are defined in 33 CFR 160.204 
as products having chemical properties such as toxicity, 
flammability, and reactivity that, if released, could pro-
duce devastating consequences on surrounding cities/
towns, and/or critical infrastructure and key resources. 

While the regulation includes more commodities than the 
ones specifically noted below, the following are consid-
ered the most hazardous (generally when carried in bulk), 
and are the ones on which the Coast Guard currently 
focuses to reduce their vulnerability to attack: 

anhydrous ammonia
ammonium nitrate

chlorine
liquefied natural gas

liquefied petroleum gas
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 PREVENTION AND PROTECTION:  Assess MTS 
vulnerability to threats of intentional attacks on 
CDCs and mitigate the vulnerability to an accept-
able level. This is the element of the risk equation 
over which the Coast Guard has the most control. 
This goal also forces the Coast Guard to define how 
much risk is acceptable to absorb locally, regionally 
and nationally and then manage to that security level, 
potentially blending the abstract with operational 
reality. 

It further envisions dynamic preparedness assess-
ment to blunt or absorb threats and models the assess-
ment results against acceptable risk. This allows cap-
tains of the port to determine whether stakeholder 
measures are sufficient or if Coast Guard operational 
resources must be deployed to meet acceptable risk 
levels.

 RESPONSE:  Dynamically assess the potential 
consequences of intentional attacks and mitigate, 
through coordinated response, the impact of a suc-
cessful attack. This goal focuses on the first part 
of the “consequence” element of the risk equation, 
allowing the sector commanders to assess USCG and 

The Coast Guard has been studying the CDC security issue since 
September of 2009, when it hosted, along with the National 
Maritime Security Advisory Committee, a cargo security sympo-
sium in Reston, Va. As a result, the Coast Guard chartered a more 
focused CDC risk reduction workgroup, including public and 
private stakeholder representatives. The workgroup met from 
December 2009 to October 2010, producing an internal report in 
April 2011. The chartered study areas, along with the symposium 
results, are informing development of the national CDC security 
strategy.

There is concern that one CDC (liquefied natural gas) has received 
attention to the detriment of other equally or more dangerous 
cargoes. That, and the scope of coverage necessary under current 
operational risk-reduction guidance, were the principal drivers to 
analyze how the Coast Guard manages CDC security and what 
might be done to tightly manage the risk of a CDC attack, which 
was the impetus for developing the national CDC security strategy. 
Coincident to this was the requirement in the Coast Guard’s 
2010/2011 Authorization Act to produce the same strategy and a 
study that describes current and planned actions.

Emergency evacuation drill. U.S. Coast 
Guard photo by Petty Officer Richard 
Brahm.

Coast Guard CDC Security

Atlantic Strike Team members participate in a Hazmat exercise. U.S. Coast 
Guard photo by CDR David Haynes.
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community response preparedness and appropri-
ately allocate USCG resources. 

 RECOVERY:  Develop national, regional, and local 
resiliency/recovery capability. Resiliency relies on 
various components within a community to return 
some acceptable level of functionality—economically 
and socially. Like the response goal, this focuses on 
CG readiness and asset allocation. However, recovery 
aspects are not as fully developed as response; thus 
the goal also encourages the Coast Guard to lead the 
effort to recover from a CDC security event through 
multi-stakeholder planning efforts.

 INTERNAL MANAGEMENT:  Establish internal 
organization and processes and stakeholder rela-
tionships to manage the national maritime CDC 
security program to an acceptable risk level. Orga-
nization, standards and policy promulgation, bud-
get, and stakeholder agreements form the core of the 
goal’s purpose. Key underlying components are the 
ability to measure CDC program progress and iden-
tifying an accountable program manager.

Objectives and Key Implementation Components
The national CDC security strategy will help policy 
makers and operational practitioners to understand 
the nature of the goals and how they are to be met. 
As such, each goal contains supporting objectives and 
each objective contains key implementation compo-
nents that the national program manager can use in 
driving toward goal achievement. 

From a practical standpoint, managing the objec-
tives will be the program manager’s primary goal-
achievement method. This will be greatly aided by 
the strategy’s companion document, the implementa-
tion plan, which will lay out in detail how objectives 

will be met, over what timeline, including necessary 
resourcing, and responsible parties.

The Coast Guard will regularly review the strategy, 
focusing on measures of effectiveness, which will 
allow it to be a model for developing similar mission 
strategies.

Stakeholder Input
As part of the strategy development process, public 
listening sessions were held and stakeholder feed-
back incorporated in the draft national CDC strategy. 
Following in-house briefings, the strategy will be 
fully developed for submission to Congress and the 
nucleus for policy for that aspect of the USCG ports, 
waterways, and coastal security mission. 

Security strategy lays out the charted course, but it 
takes a robust implementation plan to bring the strat-
egy to life. The Coast Guard will draft the implemen-
tation plan that will describe in detail how CDC secu-
rity risk will be managed on a daily basis.

About the authors:
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What do smuggled narcotics, shipments of unde-
clared hazardous materials, secreted migrants, and 
illicit weapons and ammunition have in common? 
Certainly each presents a potentially serious violation 
of U.S. law, but each can also be found in the contain-
erized cargo transport mode. 

Responsible shippers dedicate great effort to ensuring 
their shipment is offered in compliance with U.S. laws 
and international codes, and many protect what can 

be highly valuable shipments with locking security 
bolt seals. However, when the container is in tran-
sit, security safeguards can be overcome and illegal 
materials added to an otherwise legitimate shipment. 

The U.S. Coast Guard has been performing con-
tainer inspections since 1994, when the Department 
of Transportation and Related Agencies Appropria-
tions Act provided funding for personnel to ensure 
shipments are in compliance with the Federal Haz-

ardous Materials Transportation Law and 
the International Safe Container Act of 1977. 
The national container inspection program 
is built on this foundation, and Coast Guard 
container inspectors have examined hun-
dreds of thousands of containers. 

But what about those situations described 
earlier? How can the Coast Guard contribute 
to finding and deterring illegal activities that 
lead to a more secure cargo supply chain? 
Part of the answer lies with the multi-agency 
strike force operation (MASFO).

Understanding the MASFO 
A multi-agency strike force operation 
involves surging cargo container inspec-
tion enforcement activity by combining the 
efforts of multiple agencies with varying 
jurisdictions, authorities, and resources. 
The Coast Guard typically leads MASFOs as 
the agency with primary responsibility for 
waterfront facility operations. Such opera-
tions can range from a few hours involving 
two or three partner agencies, to several days 
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Strike Force Operations
Combining forces extends capabilities.

by LCDR KEVIN LYNN 
Cargo and Facilities Division 

U.S. Coast Guard

continued on page 54

Who’s Involved?
Federal Agencies
U.S. Coast Guard

Customs and Border Protection

Federal Motor Carriers Safety Administration

Pipeline and Hazardous Materials Safety Administration

Federal Railroad Administration

Animal and Plant Health Inspection Service 

Transportation Security Administration

State and Local Agencies
Port Authorities

State, Local, and Harbor Police

State Department of Transportation

Fire Departments/Hazardous Materials Unit

Non-Governmental Organizations
National Cargo Bureau
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Petty Officer Brian Villeroel and Petty Officer Joshua Lockwood con-
duct a multi-agency strike force operation with CBP personnel and 
local police at Hampton Roads port facilities. U.S. Coast Guard photo 
by Lt. Ronaydee Marquez.

Personnel inspect trucks during a multi-
agency strike force operation at the Maryland 
Port Administration’s Seagirt Marine Termi-
nal. U.S. Coast Guard photo by Petty Officer 
Brandyn Hill.

Petty Officer Angela Ford inspects a cargo 
container. MASFO inspections include ver-
ifying truck and container documentation; 
container structural integrity; customs and 
fuel tax compliance; and hazardous mate-
rial markings, packaging, and segregation. 
U.S. Coast Guard photo by Petty Officer 
Brandyn Hill.
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in duration with numerous local, state, and federal 
agencies.

Coast Guard captain of the port units involved with 
the national container inspection program should 
coordinate multi-agency strike force operations at a 
frequency appropriate for the scale of container oper-
ations at the port facilities. Typically those units with 
ports handling in excess of 500,000 20-foot equivalent 
containers should conduct at least one multi-agency 
strike force operation per year, but any unit can con-
duct a MASFO.

One of the most important elements to consider is 
how well you know and work with the existing inter-
agency partners who will become part of the team. 
A strong understanding of each agency’s or organi-
zation’s roles, authorities, and resources is absolutely 
necessary before operations begin. 

MASFOs and Cargo Security
When considering the shared responsibilities of pro-
tecting life and property from subversive acts such 
as theft, sabotage, or terrorism, multi-agency strike 
force operations go a great distance in meeting 
homeland security objectives. During the course of 
a single MASFO, dozens to hundreds of containers 

The Coast Guard’s Container Inspection Training 
and Assistance Team (CITAT) is a specialized force 

that deals solely with container inspections. In 
addition to local Coast Guard captain of the port 
resources, CITAT can assist Coast Guard units in 

establishing a MASFO program.  
CITAT is based in Oklahoma City, Okla.,  

and can be contacted by visiting 

http://homeport.uscg.mil 
and selecting “containers” from the left menu.

For more INFORMATION:

CBP Canine Enforcement Officer Patrick Roche lifts Sinbad, a 
narcotics detecting dog, into a cargo container during a multi-
agency strike force operation. U.S. Coast Guard photo by Petty 
Officer Robert Brazzell. 

can be examined for signs of tampering or other non-
compliance, such as missing or inconsistent security 
bolt seals, improper container documentation/mark-
ing, or other evidence that may raise suspicion. When 
such issues are raised during an operation, there is a 
higher likelihood that an agency having authority is 
immediately available to take appropriate action. 

The benefit of deterrence can go unrecognized with 
security related operations. However, performing 
regular MASFOs can send a clear signal that secu-
rity forces are proactive, cooperative, and efficient. 
To maintain this perception, properly concluding 
a multi-agency strike force operation can be just as 
important as planning for one. Additionally, to make 
the next MASFO even more successful, it’s important 
to take the time to properly debrief participating agen-
cies, document efforts and findings, and incorporate 
lessons learned and best practices. Without these cru-
cial steps, a multi-agency strike force operation may 
never achieve its full potential or effectiveness.

Moving Ahead
The Coast Guard continues to press forward to con-
duct container inspections and MASFOs. During 
challenging times when budgets are constrained and 
resources stretched, these operations can effectively 
harness the collective talents of America’s best secu-
rity oriented forces. Together, the Coast Guard and 
other agencies can secure the cargo supply chain, port 
by port, and container by container.

About the author:
LCDR Kevin P. Lynn serves as chief, Facility Safety Branch, at U.S. 
Coast Guard headquarters. He graduated from the U.S. Coast Guard 
Academy with a B.S. in marine and environmental sciences. He also 
served at the Marine Safety Office in New Orleans, La., and at 
Marine Safety Unit Savannah, Ga., where he directed Coast Guard 
activities related to port security, defense readiness, environmental 
response, and waterways management.

http://homeport.uscg.mil
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To counter this threat, joint agency teams of sea mar-
shals were trained and deployed immediately after 
9/11. The port police continue to perform this mission 
as a standard part of operations; armed officers board 
selected deep-draft vessels as they enter and depart 
the port. 

The port police have also greatly enhanced diving 
and underwater detection capabilities to conduct 
security sweeps of piers and hull searches via under-
water remotely-operated vehicles (ROVs). These ROVs 
are designed to enhance the safety and strengthen 
the community by aiding in the detection of under-
water explosives and foreign objects. As a part of this 
duty, officers conduct channel bottom mapping sur-
veys of the Los Angeles main channel and adjoining 
waterways within the port, which are compared to 
baseline surveys to detect changes. Divers then inves-
tigate anomalies.

The port police are part of the City of Los Angeles’s 
Harbor Department. Since the terrorist attacks of Sep-
tember 11, 2001, port police have worked to reduce the 
risk of terrorist attack intended to impede port opera-
tions. Efforts are focused on advanced technology, 
continuous training, and interagency cooperation.

Maintaining a visible presence on land and water is 
a major deterrence to a terrorist act, so the port has 
added new patrol boats, additional police vehicles, 
and an increase in the overall compliment of sworn 
officers. 

Threat Response
A terrorist takeover of a deep-draft vessel is one of the 
threats identified within the maritime environment. 

Los Angeles Port Police
Using advanced technology  

to reduce the risk of terrorism.

by MR. GEORGE CUMMINGS, USCG RET. 
Director of Homeland Security and Support Services 

Los Angeles Port Police

D
o

m
estic Su

p
p

ly 
C

h
ain

 Security

Port police divers conduct  
a security sweep.  
All photos courtesy  
Port of Los Angeles.

Port police  
officer  

conducts a  
deep-draft  
boarding.
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New Technology
LA’s port officials have installed a highly sophisti-
cated port-wide surveillance camera system, pro-
vided by the Federal Port Security Grant program. 
This system includes pan-tilt-zoom cameras as well 

as high-power infrared units, and is equipped with 
analytics that allow watchstanders to set virtual 
perimeters around critical assets within the port. The 
system alerts watchstanders if anything crosses its 
virtual perimeter. 

Port security grant funding was also used to pur-
chase a situational awareness system that integrates 
input feeds from several different sensor systems and 
provides a single display at the watchstander’s station 

The K-9 Unit
Officers and their trained 
dogs are deployed at the 
cruise terminal and the 
Catalina Island ferry ter-
minal to detect explo-
sives. Explosive detec-
tion dogs also accompany 
their handlers on various 
deep-draft vessel board-
ings.

Port police patrol boat underway 
in the main channel.

Port police officers participate in maritime 
law enforcement training.
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with site-specific information, pictures, building 
or utility plans, and drawings. The system can link 
remotely to mobile units in patrol cars, police boats, 
and handheld units.

One of the critical operational concerns identified 
following the terrorist attacks of 9/11 was the need 
for radio communications among multiple respond-
ing agencies. To address this need, port police added 
an interoperable radio console to their dispatch radio 
system, which allows them to rapidly patch different 
radio channels together so units from different agen-
cies can communicate during joint agency response 
operations. Additionally, a mobile communications 
vehicle can be deployed as part of a multi-agency 
incident response.

Central California Area 
Maritime Security 

Committee
The Central California Area Maritime Security Committee 
was established in 2004 as a result of the Maritime Trans-
portation Security Act. The committee is chaired by the 
U.S. Coast Guard sector commander and membership 
includes all of the federal, state, local law enforcement, 
and emergency response agencies that operate within the 
Port of Los Angeles and the Port of Long Beach. 

Additionally, committee membership includes represen-
tatives of the marine exchange, the port terminals, elected 
officials, and the longshore labor union. Subcommittees 
focus on operational and logistical planning, training and 
exercises, intelligence sharing, and port stakeholder issues 
like distributing port security grant funds.

The port police also employ a high-energy, 
mobile x-ray scanning unit that provides 
detailed images of the cargo carried by 
commercial vehicles. It is used primarily at 
the Los Angeles cruise terminal to examine 
delivery trucks and other vehicles. 

Training 
The Port of Los Angeles, in partnership 
with the State of California Emergency 
Management Agency, and the U.S. Depart-
ment of Homeland Security, has developed 
the country’s first maritime law enforce-
ment training course. This five-week course 
focuses on instruction for crewmembers 
on law enforcement vessels developed 
jointly by the Los Angeles County Sheriff’s 
Department, Los Angeles Port Police, and 
Long Beach Police Department. The course 
is California Police Officer Standards and 
Training certified and consistent with cur-
rent federal doctrine.

Going forward, the Los Angeles port police will con-
tinue to compile best practices, encourage interagency 
cooperation, and evaluate new technology to improve 
their effectiveness as they conduct port security oper-
ations. 

About the author:
Mr. George Cummings retired from the U.S. Coast Guard as a com-
mander after serving as a commissioned officer for 21 years. His 
career included shipboard engineering, marine safety, and maritime 
security assignments. His final assignment was alternate captain 
of the port and deputy group commander, MSO/Group Los Ange-
les-Long Beach. His formal education includes a B.A. in marine 
engineering from the U.S. Coast Guard Academy, and an M.A. in 
mechanical engineering from the U.S. Naval Post Graduate School.
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Maintaining preparedness to secure the global sup-
ply chain requires a significant and varied amount 
of planning, especially at the domestic maritime 
port level. Within the area maritime security (AMS) 
preparedness program, Coast Guard planners work 
AMS plans with area maritime security committees 
and other maritime stakeholders to help secure the 
U.S. marine transportation system (MTS) portion of 
the global supply chain through continual improve-
ments to strategic, operational, and tactical planning.

The terrorist attacks of Sept. 11, 2001, sparked a new 
awareness of potential risks to the U.S. marine trans-
portation system, which in turn has substantially 
changed planning approaches. As the MTS is a criti-
cal resource, the Coast Guard also re-evaluated and 
strengthened its abilities to gauge the risk and pro-
tect the MTS and other critical infrastructure and key 
resources from possible terrorist attack. 

The Coast Guard concentrates on five lines of focus: 
prevention, protection, response, initial recovery, and 
related logistics. Each has its own unique subject mat-
ter needs, contingency planning assumptions, train-
ing and exercise requirements. Remember, port-level 
preparedness is most effective well before an incident 
occurs.

History
On Nov. 25, 2002, the president signed the Maritime 
Transportation Security Act (MTSA) of 2002, which 
mandated developing area maritime security plans 
that are Coast Guard-coordinated efforts to prepare 
for and respond to transportation security incidents. 

Coast Guard captains of the port serve as the federal 
maritime security coordinator (FMSC) for each of 
these area plans. As such, FMSCs establish and main-
tain area maritime security committees and consult 
with the members on matters pertaining to port secu-
rity.

Guidance and Exercises
The Coast Guard provides a common template for 
area maritime security plans and guidance regard-
ing developing and maintaining area maritime secu-
rity committees—as well as guidance on conducting 
AMS assessments—within Navigation and Vessel 
Inspection Circular (NVIC) No. 9-02. The NVIC also 
addresses fulfilling MTSA requirements, and applies 
post-Katrina lessons learned relative to marine trans-
portation system recovery. New additions to the 
NVIC include much expanded guidance to facilitate 
MTS recovery via a recovery plan template, and infor-
mation on developing a salvage response plan, which 
is now required as an annex to each area maritime 
security plan. 

To maintain and test effectiveness, AMS plans are 
exercised on a regular basis through the Coast Guard’s  
Area Maritime Security Training and Exercise Pro-
gram or AMSTEP. These interagency, multijurisdic-
tional exercises encourage important interaction 
among port stakeholders and enable effective coop-
eration and preparation for contingencies and help 
identify and resolve gaps in planning, resources, and 
policy. After each exercise, after action reports evalu-
ate lessons learned to identify shortfalls and imple-
ment appropriate corrective actions as needed. 
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Plans 
Securing the global supply chain.

by MR. MICHAEL P. SMITH 
U.S. Coast Guard 

Office of Counterterrorism and Defense Operations
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This interaction among federal, state, local, and tribal 
governments; local industry partners; and commu-
nity representatives builds professional relationships 
and networks, while maximizing effective use of lim-
ited resources. Exercises can also help identify train-
ing requirements, an ongoing evolution that must 
exist in all stages of the preparedness process. 

The Benefits
Area maritime security plans also serve to coordi-
nate joint deterrence measures within the commu-
nity. They provide linkages to emergency response 
plans and associated organizations, and they also 
serve as antiterrorism supporting plans to these tacti-
cal response activities during incident management. 
FMSCs and area maritime security committees con-
tribute to the maritime common operating picture 
that permits critical decision makers to have access to 

vital information. AMS plans support this effort, as 
they represent coordinated planning as a joint ven-
ture among many departments of the government 
and the civilian community at the port level.

Area maritime security committees and plans are suc-
cessful cornerstones that bolster the lines of defense 
in our nation’s ports. Such collaborative planning, 
coordination, open lines of communication, working 
relationships, and unity of effort are essential to pro-
viding layered security and effective measures across 
all segments of the marine transportation system.

About the author: 
Mr. Smith is a retired U.S. Navy captain working for the U.S. Coast 
Guard since 2003. He has served in many capacities including Navy 
special operations, U.S. Coast Guard port security assessments, and 
within the U.S. Coast Guard Area Maritime Security Training and 
Exercise Program. 

Exercise Rescue Uncle Sam. U.S. Coast Guard members assist a “victim” aboard the tour boat Uncle Sam during a National Area Mari-
time Security Training Exercise Program event. USCG photo by Petty Officer Bill Colclough. 



60 Proceedings       Winter 2011–2012 www.uscg.mil/proceedings

The Common Assessment and Reporting Tool (CART) 
is a prototype U.S. Coast Guard information technol-
ogy system used to document, monitor, and report 
marine transportation system (MTS) status. CART 
is primarily an incident-recovery tool and is often 
used following a waterway threat or natural disas-
ter. The tool provides near real-time MTS information 
throughout the Coast Guard chain of command; to 
other federal, state, and local government representa-
tives; and to national, regional, and local level indus-
try stakeholders. 

Many Coast Guard commands have begun utilizing 
baseline information in CART to monitor the status of 
their command’s local MTS on a daily basis, in addi-
tion to using information as part of a common operat-
ing picture during incidents and exercises.

System Contents and Capabilities
The Common Assessment and Reporting Tool con-
tains EEI (essential elements of information) subsets 
that are divided into categories including: 

•	 waterways and navigation systems, 
•	 port area critical infrastructure, 
•	 port area vessels, 
•	 offshore energy, 
•	 monitoring systems. 

These elements are maintained as baseline or pre-
incident information, and added to events as neces-
sary following a significant marine transportation 
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The Common Assessment and Reporting Tool.

by LTJG BRADLEY PATRICK BERGAN 
U.S. Coast Guard 

Office of Port and Facility Activities

Just the Facts

CART can automatically gener-
ate executive summaries, drawing 
from data within a particular CART 
event. These reports are export-
able in portable document format 
or hypertext markup language 
and can be manually tailored to 
specific audiences such as senior 
leadership, industry, general pub-
lic, and media. 

The application can also produce 
localized reports for districts, sec-
tors, MSUs, or associated captain 
of the port zones.

continued on page 62
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Report summaries identify vessels  
in queue, actions, and future plans.

Port status identifies readiness/recovery 
status and individual port details.

EEI categories 
and subsets.

The  
status page 
delineates 

availability.
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system disruption. “Events” can be created at the 
local, district, or area levels, and tailored to include 
specific units.

Within each Common Assessment and Reporting 
Tool event, there are tabs that include: 

•	 event summary, 
•	 event status, 
•	 report summaries, 
•	 port status. 

The event summary section provides a table that 
auto-populates user data and captures the number of 
EEI instances and the status for each. There is also a 
text box for comments within this summary. 

The event status section is where the status of indi-
vidual EEIs can be characterized in one of three cat-
egories—fully available (FA), partially available (PA), 
and not available (NA). EEI availability is recorded 
in each EEI status text box. Entries in this section 
can relate to discrepancies with aids to navigation, 
bridges, or any of the other numerous EEIs captured 
within the Common Assessment and Reporting Tool.

The report summaries section contains information 
categories that can be added to an event to capture 
multiple perspectives and MTS components, includ-
ing: 

•	 port/incident area summary, 
•	 MTS impact summary, 
•	 MTS recovery actions summary, 
•	 waterways management actions, 
•	 vessels in queue,
•	 future plans. 

Within the port status section, users can record port-
specific data for each port in a captain of the port 
zone. In tracking port statuses, CART users can select 
from port readiness (pre-incident) or recovery condi-
tions (post incident) as appropriate.

Future CART Development
To reduce redundant information gathering and 
documentation, a long-term goal is to interface with 
other Coast Guard systems, similar to the interface 
with Coast Guard Enterprise Geographic Information 
System. 

Since its inception in 2008, users within the Com-
mon Assessment and Reporting Tool have created 
approximately 200 events, including incidents, drills, 
or exercises, and more than 900 registered users have 
accessed the system. 

About the author:
LTJG Bradley Bergan administers the National Marine Transporta-
tion System Recovery Unit and serves as a Common Assessment and 
Reporting Tool project officer, Certain Dangerous Cargo assistant 
policy development project officer, and Freedom of Information Act 
officer. He has also served as a port state control officer and marine 
inspector. He is a graduate of Spring Hill College in Mobile, Ala.

EGIS geospatial display shows CART event status: 
green—fully available;  

yellow—partially available;  
red—not available.
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The global supply chain system must be able to 
quickly recover from major disruptions, since this 
system is essential to the global economy, which in 
turn is essential to global peace and prosperity. 

Building this systemic resilience requires deliberate 
efforts to minimize the aggregate impact of future 
events. In the face of inevitable disruptions, two of 
the most important aspects of resilience are systemic 
elasticity and the ability to surge and flex assets and 
resources. 

Resilience also means ensuring adequate procedures 
for resuming post-incident trade, including measures 
to restore public confidence in system safety. This 
relies heavily upon assessments of critical infrastruc-
ture and key resource status, clear and open com-
munications among all relevant partners, and col-
laboration with and adherence to prioritized cargo 
movement. It also requires active collaboration with 
sector stakeholders to: 

◆	� rapidly evaluate any impact on system capacity; 
◆	� prioritize the sequence for infrastructure regen-

eration; 
◆	� identify, obtain, and deploy supplies and person-

nel to maintain or increase capacity; 
◆	� re-establish cargo flow.

Maritime Recovery and Restoration Task Force
The Coast Guard formed the Maritime Recovery and 
Restoration Task Force (MR2TF) in the aftermath of 
Hurricane Katrina to ensure the service was aware of 
and specifically focused on issues impacting marine 
transportation system (MTS) recovery and restora-
tion. The MR2TF focuses on port reconstitution, iden-
tifying regional and national issues, and coordinating 

interagency and industry communication and prob-
lem resolution. 

The task force also provides recommendations for 
better managing MTS recovery and restoration for 
future maritime incidents, including developing 
tools to assist decision makers during an MTS recov-
ery event. As a result, Customs and Border Protection 
(CBP) and the Coast Guard signed the Joint Protocols 
for the Expeditious Recovery of Trade in 2006.

Joint Protocols for the Expeditious Recovery  
of Trade
Since no single government agency or private sec-
tor organization possesses the responsibility, the 
resources required, or the awareness needed to man-
age marine transportation system recovery following 
a maritime incident, the protocols establish a process 
for the collaborative recovery of maritime trade.

The protocols then aid maximum preparedness and 
a coordinated response to significant disruptions of 
the maritime trade system, to ensure government and 
private sector actions are coordinated or informed to 
most effectively and efficiently recover from such 
incidents.

The goals of these protocols:

◆	� establish a communications process at the 
national level following or prior to an event caus-
ing a major disruption to the marine transporta-
tion system;

◆	� consider the impact of a major MTS disruption to 
international commerce;

◆	� support federal decision-making and protect fed-
eral interests;

Trade Recovery Protocols
Making the supply chain more resilient. 

by MR. RYAN F. OWENS 
Chief of Industry Outreach Branch 

United States Coast Guard
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To assist implementation, the 
Coast Guard and CBP devel-
oped two groups:

1 �the carrier support group 
leverages the major water-
borne carriers’ associations 
to understand macro-level 
maritime trade disruption, 

2 �the trade support group le-
verages other major domes-
tic trade associations (rail 
and highway carriers, port 
authorities, etc.) that would 
be affected by major mari-
time trade system impact. 

Additionally, the Coast Guard 
and CBP recognize that labor 
groups also play a critical role in 
the maritime and supply chain 
community and are exploring 
the feasibility of adding a labor 
support group.

Initiating the Protocols
The protocols may be triggered 
by actual or potential events in-
cluding all hazards, such as nat-
ural disasters, transportation 
security incidents, major mari-
time incidents, declarations 
of incidents of national signifi-
cance, or other circumstances 
significantly affecting the MTS. 

Following initiation, the Coast 
Guard and CBP personnel con-
duct a conference call with the 
carrier and trade support groups 
to provide a situational update 
on the incident and commu-
nicate any MTS restrictions. 
Additionally, support group 
members are asked to provide 
any additional information re-
garding the industry response. 

The support groups are then 
asked to act as information 
conduits to their constituents. 
Generally speaking, this initial 
communication will kick off a 
regular pattern of conference 
calls geared toward updating 
situation reports and elicit-
ing feedback from the support 
group regarding business conti-
nuity intentions/plans until the 
recovery efforts are complete.

After the initial support group 
call, the Coast Guard and CBP 
will reach out to government 
partners to disseminate infor-
mation about the critical inci-
dent and elicit input on MTS 
constraints. Then the Coast 
Guard and CBP develop national 
recommendations to facilitate 
trade resumption. 

◆	� establish how the Coast Guard and CBP will inter-
act with other governmental agencies to facilitate 
the expeditious recovery of the national MTS and 
resumption of commerce, including maritime 
infrastructure recovery plan-related activities;

◆	� support National Security Presidential Direc-
tive-41/Homeland Security Presidential Direc-
tive-13 and protect the national economy and 
national defense; 

◆	� support the SAFE Port Act of 2006 mandate to 
develop protocols for trade resumption.

As a significant disruption would include constraints 
on the system, effective communications and col-
laborative management within the reduced system 

Carrier Support Group
Cruise Line Industry Association
Passenger Vessel Association

Lake Carriers’ Association
INTERTANKO

Chamber of Shipping
World Shipping Council

American Waterway Operators
BIMCO

INTERCARGO 

Trade Support Group
American Association Port Authorities

Association of Inland Rivers, Ports & Terminals
National Association of Waterfront Employers

American Trucking Association
Association of American Railroads

U.S. Chamber of Commerce
American Association of Exporters & Importers

The Business Roundtable
Retail Industry Leaders Association

National Custom Brokers and Forwarders Association
National Industrial Transportation League

American Society of Transportation Logistics

Incident Communication

continued on page 66
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mation, which are broken down into general catego-
ries including: 

◆	� waterways and navigation systems (aids to navi-
gation, deep-draft channels, locks and dams); 

◆	� port area critical infrastructure (bridges, bulk liq-
uid facilities, container cargo facilities);

◆	� port area vessels;
◆	� offshore energy;
◆	� monitoring systems.

Communications and coordination are essential to 
reduce the impact of disruptions by better absorbing 
disruptions and being able to move resources and 
assess where they are needed in a timely matter. As 
such, a key component to the protocols is coordina-
tion among federal agencies and key industry sup-
port groups that act as communications links to the 
larger maritime and supply chain community. As 
such, these groups provide real-time information and 
feedback regarding their particular industry segment 
or set of constituents. 

Protocols are used in coordinating trade continuity 
during incidents such as hurricanes, potential influ-
enza outbreaks, or environmental incidents. During 
various responses, the U.S. enacted its protocols to 
successfully link national-level agencies with the pri-
vate sector, to share vital information and develop a 
collaborative response. 

About the author:
Mr. Ryan Owens is the chief of the Industry Outreach Branch in the 
U.S. Coast Guard’s Domestic Ports Division. He is also the deputy 
designated federal official of the National Maritime Security Advi-
sory Committee. He graduated as a licensed deck officer from Maine 
Maritime Academy and has served on a wide range of vessels, from 
container ships to oil rig supply ships. 

capacity are critical to ensuring effective maritime 
commerce. To that end, the protocols: 

◆	� provide a forum for joint intergovernmental and 
joint government/private sector dialogues to 
identify and act on important issues to facilitate 
rapid maritime trade system recovery;

◆	� assist senior-level decision makers by providing 
a process to collect and disseminate data on the 
status of the maritime trade system; 

◆	� assist senior-level decision makers by providing 
recommendations for national-level priorities or 
strategic actions necessary to facilitate rapid MTS 
recovery; 

◆	� help achieve balance among maritime transporta-
tion capability recovery and port, waterway, and 
cargo safety and security; 

◆	� provide for unified effort within the maritime 
community to maximize use of constrained 
transportation systems in support of the continu-
ity or coordination of trade flow.

Essential Elements of Information
The protocols are not designed to make operational 
mission assignments, operational decisions, busi-
ness decisions, or establish local or regional priori-
ties. Further, developing a single set of actions is not 
practical, since every incident is different. The proto-
cols describe general processes and activities that the 
federal government and industry members follow to 
ensure continuity of operations. 

Generally speaking, the guidelines promote a frame-
work of mutual collaboration between government 
and industry by sharing essential elements of infor-
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Marine Transportation System Components
The U.S. Marine Transportation System (MTS) is an 
integral part of the global supply chain. It provides 
passenger transportation by ferry, water taxi, and 
cruise ship, while supporting the economy, national 
security objectives and recreational activities. The 
MTS also includes vessels, vehicles, system users, 
harbors, waterways, ports, and their intermodal con-
nections.

The harbors and waterways component of the marine 
transportation system is primarily managed and reg-
ulated by the U.S. Army Corp of Engineers (USACE) 
and the U.S. Coast Guard (USCG). If an incident 
impacts navigational channels, it is of the utmost 
importance that USACE quickly survey harbors and 
waterways to identify potential obstructions that 
might limit or impede ship transit. The USCG ensures 
that necessary aids to navigation are in place to facili-
tate reopening the navigational waterway. 

Port terminals and associated marine facilities consist 
of buildings and slips where ships dock. More than 
2,000 major port terminals exist in the U.S. Some are 
privately owned/operated facilities, while others are 
owned and operated by state government. The port 
terminal serves as an exchange site where cargo is 
disembarked from the ships and transferred to alter-
nate means of transportation. The MTS is impacted if 
an incident prevents cargo flow. For example, cargo 
may not be able to be offloaded from the vessel, or 
moved from the facility if trucks or rail cars cannot 
access the pier’s loading/unloading site.

Commercial ships are regulated by the USCG under 
strict inspection programs. However, factors such 

human error, equipment failure, accidents, and heavy 
weather can disrupt ship operation, which can lead to 
the inability of this component to do its job—moving 
cargo. 

Intermodal connections are hubs of transportation 
that include rail facilities, roads, and pipelines within 
or adjacent to the marine terminal. This is arguably 
the most complex and least understood component of 
the system. Post-incident recovery of the MTS needs to 
necessarily consider how the cargo is going to depart 
the seaport, since opening the harbors and waterways 
to receive cargo shipping would not achieve much if 
the roads and rail systems that move the cargo away 
from the port are not functional. 

Therefore, from a recovery standpoint, it is impor-
tant that all components of the MTS are understood. 
Whether an incident impacts only one of the com-
ponents, or the whole system, an effective recovery 
isn’t accomplished until all components are back in 
service. 

Tracking MTS Recovery
Any marine transportation system interruption can 
have very serious implications for the economy, the 
security, and the overall welfare of the nation. Not 
surprisingly, the longer the disruption, the greater 
the potential impact. So, when the MTS becomes 
impacted, the main national effort focuses on return-
ing it to normal as soon as possible.

For example, during the emergency responses that 
followed Hurricanes Katrina and Rita; a lot of atten-
tion was rightfully given to identifying marine trans-
portation system damage and developing recovery 

Protecting the Supply Chain
The marine transportation system recovery unit.

by CDR CARLOS A. TORRES 
Chief, Domestic Ports Division 

U.S. Coast Guard Office of Port and Facility Activities
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tactics. However, at that time, there was no existing 
protocol that could effectively track the marine trans-
portation system recovery. The USCG subsequently 
directed all its field commands or sectors to develop 
an MTS baseline for their respective areas of respon-
sibility, and to more effectively track post-incident 
recovery efforts by placing an MTS recovery unit 
(MTSRU) within the existing local incident command 
system response organization. 

A famous aphorism associated with operational man-
agement asserts that “what gets measured gets done.” 
In alignment with that concept, any effective marine 
transportation system recovery process must include 
measurable elements, including indicators that estab-
lish the current situation, how far the recovery pro-
cess has to travel, and a clear idea of the desired end 
state. 

With key measures in place, recovery operations 
can focus on certain desired outcomes as well as tar-
get areas or activities to achieve a specific goal and 
expedite the recovery. Since the desired state is pre-
incident normalcy, the “normal” condition of the MTS 
has to be clearly understood and defined. 

Creating an MTS Recovery Unit
To effectively evaluate the condition of a disrupted 
marine transportation system, the USCG constructed 
a baseline that quantifies the operational levels of 
the local MTS infrastructure, including essential ele-

ments of information (EEI) that reflect normal pre-
incident levels of operations on specific areas of the 
MTS infrastructure. 

MTS recovery units then track and report on the 
status of the recovery and restoration, and identify 
issues to facilitate the recovery process. To ensure 
similarity across the nation, the USCG mandated that 
the MTSRU be placed within the planning section 
of the incident command system response organiza-
tion for every incident that significantly impacts the 
marine transportation system. As such, the MTSRU 
works side-by-side with the resources, situation, doc-
umentation, and demobilization units. 

Additionally, MTS recovery units interact with mari-
time industry representatives as well as other gov-
ernment agencies that have mission responsibility 
over the different elements of the marine transpor-
tation system. Interaction with other stakeholders 
and members of the maritime community enhances 
MTSRU effectiveness during operational responses.

As USCG sectors have stood up in a resource-
constrained environment, the Coast Guard has been 
challenged to allocate the right type of talent and 
expertise to the MTS recovery unit without weak-
ening other areas of the incident response organiza-
tions. The answer has been to incorporate maritime 
industry partnerships to assist in staffing MTS recov-
ery units. 

About the author: 
CDR Torres has served in the Coast Guard for 29 
years, primarily in marine safety and prevention oper-
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Rico and has an M.A. in homeland security from 
American Military University.
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Risk management can prevent nefarious activities, 
but it cannot stop earthquakes or hurricanes, nor pre-
vent every man-made incident. Therefore, countries 
use trade recovery protocols to respond to an incident 
and the resulting impact it has on trade. These plans 
focus on facilitating the movement of goods and peo-
ple after a disruption. 

Managing trade recovery requires: 

•	 an accurate understanding of the disruption’s 
cause; 

•	 a clear, current assessment of the capacity of the 
affected transportation system(s); 

•	 the ability to identify what goods are necessary to 
respond to the incident; 

•	 effective communication with those responsible 
for the movement of goods, people, and convey-
ances; 

•	 facilitation of that movement. 

Customs administrations may hold responsibility for 
some or all trade recovery functions since movements 
often require crossing borders. In the United States, 
the responsibility for trade recovery is primarily 
shared between U.S. Customs and Border Protection 
(CBP) and the U.S. Coast Guard (USCG).

Developing Protocols
Governments cannot simply focus on the area that 
the incident directly impacts; therefore, the U.S. has 
taken a holistic view in developing certain protocols. 
For example, if an incident limits a port’s ability to 
operate, other ports may have to process cargo that 
was to arrive at the initially affected area. 

The U.S. has identified factors for efficient manage-
ment of a disruption to prepare for this kind of chal-
lenge. They are:

•	 identifying transportation system capacities and 
constraints,

•	 communicating capacities and constraints to 
stakeholders,

•	 collaborating on mitigation plans among public 
and private stakeholders,

•	 resource alignment,
•	 unity of effort to relieve system constraints and 

increase transportation system capacities.

Trade Recovery
A complement to risk management. 

by MS. LOURITHA GREEN 
Ian Axford Fellow
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U.S. Trade Recovery Protocols 

The primary objectives of U.S. trade recovery protocols 
are to:

•	 �provide a forum for intergovernmental dialogues and 
government/private sector interaction to respond 
to important issues to expedite trade recovery and 
restore the continuity of commerce;

•	 �assist senior-level decision makers by ensuring they 
understand the status of the national transportation 
system, so they can provide informed direction to the 
actors in a trade recovery scenario;

•	 �provide those same decision makers with recommen-
dations for national-level priorities for transportation 
system recovery and trade resumption/continuity.

continued on page 71
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The Process
There are six steps to the trade recovery protocol process:

•	 �initiating protocols,

•	 �collaboration on the initial assessment of the incident,

•	 �developing mitigation strategies and plans,

•	 �implementing mitigation strategies and plans,

•	 �managing mitigation strategies and plans,

•	 protocol deactivation.

Initiating protocols. Before activating the protocols, the appropriate authorities from the U.S. and 
its affected trading partners consult and agree to the initiation. At such time as it is agreed to activate 
them, the operations centers of both countries have the responsibility to:

•	 �provide the communications capabilities required for protocol implementation;

•	 �collect and share relevant information related to the incident that is applicable to joint trade 
recovery matters. 

Initial assessment collaboration. The partners activate their respective internal maritime trade 
recovery processes and convene a conference call to share their respective governments’ assessment 
of the situation. 

Developing mitigation strategies and plans. At this step, the parties use their existing internal mar-
itime trade recovery processes even after a determination has been made that an event in one country 
or both countries could or does significantly disrupt the flow of trade and/or passengers between 
them. The countries also provide representatives to participate in each other’s trade recovery pro-
cesses.

Implementing mitigation strategies and plans. Each country will consult on its ability to support 
the maritime aspects of internal mitigation plans. In those instances where mitigation plans can be 
fully supported, each country will indicate whether doing so requires redeploying resources. If it does, 
the party or parties needing to realign resources will attempt to harmonize the time frame and alter 
the overall mitigation plan as necessary. 

Managing mitigation strategies and plans. The partners continuously convey new information to 
their communication centers, and provide information from other sources to monitor and adjust the 
status of the overall capability to handle passengers and cargo. Continuous monitoring, updating, and 
sharing of situational awareness information ensures that national-level senior government leaders 
have the most current information to best facilitate and collectively manage recovery.

Protocol deactivation. Deactivation will be coordinated among participants as the need for trade 
recovery incident management recedes.



Winter 2011–2012       Proceedings 71www.uscg.mil/proceedings

Most response management systems in the U.S. rest 
upon the foundation of state and local governments 
being first on scene. Under the precepts of the U.S. 
National Response Framework, federal government 
support is provided when state and local resources 
are overwhelmed, or when an incident spans multiple 
jurisdictions.

The Basic Phases of a Recovery Process
Although there will be some differences based on the 
type of event and location, governments and the pri-
vate sector will go through several phases to achieve 
recovery: 

•	 response,
•	 stabilization,
•	 intermediate recovery activities,
•	 long-term recovery,
•	 trade recovery.

Response activities are the actions that mitigate the 
damaging effects of an event—like ensuring basic 
human needs are met and maintaining the infra-
structure necessary to move goods and people. As 
response activities conclude, stabilization efforts then 
manage and contain the event’s immediate impact on 
community systems, including activities like provid-
ing essential health and safety services, ensuring that 
transportation routes remain clear, and removing 
debris.

Intermediate recovery activities involve taking 
actions that return people, critical infrastructure, and 
essential government or commercial services back to 
a functional state. Such activities are characterized 
by temporary actions that provide a bridge to per-
manent measures like returning displaced persons to 

their community or developing impact 
assessments of key resources.

Long-term recovery may continue for 
months to years. A long-term recovery 
plan establishes the process of rebuild-
ing damaged or destroyed social, eco-
nomic, natural, and built environments 
in a community to everyday condi-
tions.

Trade Recovery Responsibilities, 
Priorities
U.S. protocols have a pre-planned com-
munications system with pre-identified 
contacts within the government and 

the carrier and trade segments of the private sector. 
This helps manage trade recovery priorities for goods, 
people, and conveyances.

Chief Petty Officer Charles Gittings mans a tagline to control the crate 
being transferred to the CGC Oak for disaster relief. U.S. Coast Guard 
photo by Petty Officer Brandyn Hill.

Coast Guard vessels sit tied to the remaining docks following Hurricane Ike, 
at Coast Guard Sector Field Office Galveston, Texas. The SFO units remained 
operational, and aids to navigation units replaced the aids to navigation 
destroyed by the storm. U.S. Coast Guard photo by Petty Officer Rob Simpson.
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For example, goods and people can be prioritized in 
the following order:

•	 those required to support response and recovery 
operations,

•	 those identified as national priorities,
•	 those participants in trusted trader and trusted 

traveller programs,
•	 everything and everybody else.

For conveyances, prioritization could be based on dif-
ferent factors, including:

•	 vessels with a history of compliance with laws, 
policies, and procedures;

•	 cargo vessels participating in known shipper pro-
grams;

•	 vessels with no identified crew or passenger 
security concerns.

Communications with Foreign Trading Partners
Incidents may require consultation with foreign 
trading partners to address bilateral priorities or 

temporarily control the flow of non-priority cargo. 
Once international partners establish the initial trade 
recovery dialogues, they should continue until the 
transportation system has returned to a state that 
allows for resumption of long-term operations. 

The U.S. will continue to build upon its trade recovery 
processes. However, to have a truly effective global 
system, other governments (with the assistance of 
international organizations where appropriate) must 
develop their own protocols to produce the most 
effective global response to disruptions in trade.

About the author:
Ms. Louritha Green is a 2010 Ian Axford (New Zealand) Fellow. She 
holds a Juris Doctor from Tulane University Law School, a Master’s 
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A U.S. Coast Guard team assesses a pier damaged 
in the wake of a hurricane. U.S. Coast Guard photo 
by Petty Officer Sabrina Elgammal.
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Night Shift
A broken autopilot and  
sudden loss of stability  

leave a fishing vessel’s crew  
fatally shorthanded.

by Ms. Carolyn Steele 
Technical Writer

The skies were clear and the seas calm off the coast of 
Massachusetts that night in early November of 2008. 
The crew of a fishing trawler observed the glow of a 
nearby sister vessel’s lights as it hauled in the day’s 
catch. Without warning, those lights abruptly van-
ished, replaced by an eerie darkness. 

What Happened
At 9 a.m. on November 9, 2008, the 71-foot fishing 
vessel Costa & Corvo departed New Bedford, Mass., 
for a routine ground fishing trip about 118 miles east 
of Nantucket with three crewmembers and a captain 
aboard. At some point over the next three days, the 
vessel’s autopilot stopped functioning and crewmem-
bers unsuccessfully tried to fix the problem. However, 
the captain decided to continue with the trip—possi-
bly because the forecast called for calm weather. 

By 7 p.m. on November 12, 2008, the net was filled, 
so the crew had begun dragging their fishing gear to 
haul in the catch. At around 11 p.m., a sister vessel, 
the Mary K, passed within 400 yards and saw that the 
dragger’s lights were fully illuminated. 

By midnight, the crewmembers had completed a suc-
cessful haul and were lowering a fully loaded net 
onto the vessel’s stern. Moments later, events took a 
catastrophic turn. 

The heavy net, slippery with live catch, suddenly 
shifted to the port side deck and caused the vessel to 
roll to port. In a rapid chain reaction, the unsecured 
port trawl door became submerged and fell open, 
directing seawater onto the vessel’s deck and further 
degrading its stability. Within minutes the boat listed, 
then capsized to port. 

Vanished Vessel
At 12:05 a.m. on November 13, 2008, the crews of two 
other nearby fishing vessels contacted the Mary K, 
stating they had heard crashing sounds over the VHF 
radio, and the captain promptly relayed this informa-
tion to Coast Guard Sector Boston, adding that he 
could no longer see his sister ship, whose lights had 
disappeared just moments before. 

These conversations were interrupted by a distress 
signal from the emergency position-indicating radio 
beacon (EPIRB) registered to the downed vessel. The 
Mary K’s captain noted that the distressed vessel 
remained on radar, so the Coast Guard directed him 
to proceed to the vessel’s last known position. The Costa & Corvo.
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other two nearby boats also headed toward it. Mean-
while, Coast Guard and other vessels in the area con-
tinued unsuccessful attempts to contact it by radio.

Help Arrives
At 12:45 a.m. the Mary K arrived on the scene and its 
crew saw that their sister vessel had capsized. Hear-
ing cries from the water, they saw three men clinging 
to two life rings, and they pulled the men from the 
frigid water. All three were dressed in light clothing; 
none wore a life vest or survival suit. The survivors 
told their rescuers that they had last seen the captain 
entering the pilothouse just as the vessel began to list 
to the port side and roll. The Mary K’s captain relayed 
this information to the Coast Guard, then searched 
for the missing captain. 

Five minutes later, Coast Guard Air Station Cape Cod 
aircraft arrived on the scene and joined in the search 
for the missing captain. By 1 a.m., a Coast Guard Air 
Station Cape Cod helicopter arrived and lowered 
emergency medical technicians onto the other fish-
ing vessel to evaluate the three survivors. All seemed 
to be in good health. 

At 1:30 a.m. on November 13—one and a half hours 
after initially losing stability—the capsized fishing 
vessel sank. Coast Guard crews searched for the cap-
tain for more than 30 hours and covered more than 
280 square miles, but never found him. These efforts 
were halted at 9:41 p.m. on November 14, 2008. The 
captain was presumed dead. 

Coast Guard Analysis
Coast Guard investigators used crew testimony as 
well as underwater images of what is believed to be 
the fishing vessel resting on the ocean floor to help 
determine the probable cause of the accident—a sud-
den and dramatic decrease in the vessel’s stability. 

Prior to retrieving the net, the crew of the vessel had 
closed all freeing ports and scupper devices 1 to pre-
vent loss of the catch. The pilothouse and engine room 
doors had been left open. In addition, the pilothouse 
and helm were left unmanned while all members of 
the crew, including the captain, worked on deck haul-
ing in the catch. The vessel—with no autopilot—was 
moving forward at a speed of two to three knots. 

As the fully loaded net was lowered, it abruptly 
shifted, causing the entire vessel to list severely to 
port. The sudden shift intensified as the port trawl 
door, which was only loosely secured to the port rail 
just above the waterline, submerged and directed sea-

water onto the deck. With scuppers and freeing ports 
closed, the water remained on the deck and drove the 
vessel further to port. These events combined to make 
the vessel lose stability and capsize.

Before the crew had retrieved the fully loaded fishing 
net, the weight of the catch dragging underwater had 
kept the vessel on a steady heading. However, once 
the net was taken out of the water, the vessel’s head-
ing was suddenly subject to changes caused by waves 
and wind. The autopilot was broken and the captain 
had left the vessel’s helm unmanned, so there was 
no way to make rudder adjustments to counter these 
movements. Once the vessel began to roll to port, it 
continued over until it capsized. 

Non-Contributing Factors
A variety of issues were considered in the Coast 
Guard investigation to determine the cause of this 
accident. Ironically, the veteran crew had followed 
numerous safety protocols before the voyage.

Weather—At the time of the accident, the weather 
conditions were clear, with light winds, 12 nautical 
mile visibility, and seas between one and three feet. 
The air temperature was 47° Fahrenheit, and the 
water temperature was 53° Fahrenheit. 

Crew Experience—The captain and crew were sea-
soned mariners, with a total of 100 years’ experience 
in the fishing industry among them. In addition, 
both captain and crew had served aboard the vessel 
numerous times, so they were familiar with the boat’s 
limitations, handling abilities, and characteristics. 

Safety Precautions—The captain and two of the 
crewmembers had recently attended a safety and sur-
vival workshop, and during a Coast Guard voluntary 
dockside examination three days before the incident, 
the vessel’s training records showed that all crew-
members had conducted monthly emergency drills 
and familiarization training. Their monthly records 
of EPIRB inspections and tests were current. 

Material Condition of the Vessel—Interviews with 
surviving crewmembers and review of a recent con-
dition and value survey revealed no previous unsafe 
material condition aboard the fishing vessel before 
the fateful breakdown of the autopilot. 

Deployment of Lifesaving Equipment—Both the 
life raft and EPIRB were functioning properly at the 
time of the accident. A crewmember deployed one 
life ring; the other two life rings floated free of the 
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vessel. That notwithstanding, crewmembers were not 
wearing survival suits or life jackets at the time of the 
accident, so they had no time to don them when the 
vessel capsized so suddenly.

Contributing Factors
Human Error
Task Preparation Deficiencies—It is customary on a 
fishing vessel to close the freeing ports and scup-
pers when a net is hauled in to prevent loss of catch. 

However, it is improper to leave the engine room and 
pilothouse doors open, and this error contributed to 
the flooding of the vessel. To make matters worse, 
the trawl door was only loosely secured to the port 
rail when the catch was hauled onto the deck, falling 
open as the vessel listed to one side, allowing water to 
flood the port side deck.

Situational Awareness—The crewmembers, focused on 
hauling in their catch, were not fully aware of the seri-

Underwater Survey

Sunken vessel located near last position of the fishing vessel.

A survey conducted near the last known position of 

the downed vessel found what is most probably the 

Costa & Corvo. A hypothetical vessel sink pattern 

was derived from the position of the vessel when 

the crew was recovered and the location that the life 

raft was located after the vessel sank.

Hypothetical vessel sink pattern. Images courtesy of the Naval Undersea Warfare Center of the Naval Sea Systems.

It is believed the vessel slowly slid down the slope of George’s Shoal and came to rest in 
120 feet of water. From the sonar images, it is clear that the vessel is lying on its port side. 
As imaged from the starboard side, the vessel hull appears to be intact and complete.
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ous impact that the shifting of the fully loaded fishing 
net on deck would have on the vessel’s stability. They 
were caught completely off-guard by the sudden loss 
of equilibrium that led to the vessel’s capsizing.

Errors in Judgment—The vessel’s captain made two 
critical blunders. The first was in deciding to pro-
ceed with the voyage in spite of a broken autopilot. 
The second was in leaving the pilothouse to help 
the crew on the main deck retrieve the loaded fish-
ing net. Leaving the helm unmanned and the engine 
engaged meant that the vessel’s course was subject 
to alterations caused by hauling in the fishing gear, 
heeling moments, tidal currents, waves, and wind. 
Thus began the deadly chain of events that led to the 
vessel’s capsizing. 

Lessons Learned
Fishing is one of the most hazardous professions in 
the world, outranking other high-casualty industries 
such as timber cutting and logging, firefighting, law 
enforcement, and professional motor vehicle opera-
tors. More than 100,000 fishing vessels operate in the 
U.S. fleet; 1,903 vessels and 934 lives were lost from 
1992 to 2007.2 To bring down these numbers, fisher-
men need to exercise safety precautions even more 
diligently than other mariners. 

Set the proper priorities. 
The vessel had no inherent safety problems other than 
the broken autopilot. It is possible that the captain, 
not wanting to waste time and resources by turning 
back, continued with the voyage despite the malfunc-
tion. He also left the pilothouse to help his crew haul 
in the catch—a fatal error in judgment. 

Haste makes waste.
Most likely in a hurry and distracted by other tasks, 
crewmembers left the doors to the pilothouse and 
engine rooms open, allowing more water to flood 
into the vessel and making a bad situation worse. In 
addition, they did not properly secure the trawl door 
to the port rail, causing even more water to flood onto 
the vessel as it became unstable. 

Don’t take anything for granted. 
The stability of a fishing vessel is not a constant; it 
undergoes continuous changes in the course of each 
voyage. A stable vessel may become unstable because 
it is improperly loaded and operated, or if its equip-
ment malfunctions. 

Acknowledgment:
Proceedings gratefully acknowledges the support of CAPT 
David Fish, Mr. Tim Farley, and Mr. Ken Olsen of the U.S. 
Coast Guard Office of Investigations and Casualty Analysis.

About the author:
Ms. Carolyn Steele has more than 20 years of experience in the 
communications field. As a writer/editor she has worked on numer-
ous Coast Guard projects since 2006, including the USCG Marine 
Safety Manual, the USCG Maritime Law Enforcement Manual, and 
USCG Publication 1. She is also the editor and designer of the Crew 
Endurance Management newsletter, and designs the Coast Guard’s 
VRP Review newsletter. Ms. Steele has an extensive background in 
fine art and graphic design.

Endnotes:
1. �Freeing ports are large openings in the rail (bulwarks) just above the deck 

that allow the ship to clear itself of water when seas break over the deck. 
Scuppers are openings in the side of a ship at deck level that allow water 
to run off. Closing the scuppers is standard practice to prevent the loss 
of catch over the side when a fishing net is to be opened on deck and the 
catch sorted.

2. �“A Review of Lost Fishing Vessels & Crew Fatalities, 1992–2007;” USCG 
Office of Investigations and Analysis.

http://en.mimi.hu/boating/rail.html
http://en.mimi.hu/boating/bulwark.html
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In the early morning hours of March 31, 2002, a fire 
broke out in the engine room of the M/V Cape Horn, 
which was approximately 645 nautical miles north-
east of Honolulu, Hawaii. Though the fire caused 
extensive material damage, it was contained before it 
spread to other parts of the vessel. The fire destroyed 
expensive equipment, but ensuing events caused 
damage that cannot be assigned a price tag—the loss 
of human life.

Background
The vessel is a roll-on/roll-off (RoRo) ship, designed 
to carry vehicles and equipment to support humani-
tarian and combat missions. These ships have a cargo 
carrying capacity of more than 380,000 square feet—
equivalent to almost eight football fields. 

Two weeks before the accident, the vessel had been 
activated from reduced operational status in San 
Francisco to participate in a military exercise. On 
March 31, 2002, it was en route from San Francisco 
to Pearl Harbor, Hawaii, carrying a cargo of military 
vehicles and ammunition. 

Sequence of Events
The Fire—During the midwatch, the third assistant 
engineer noticed a small leak in the No. 9 cylinder 
fuel oil return line. He would later state he notified 
the chief engineer of the leak, and this information 
was passed to the second engineer during the watch 
relief. However, no attempt was made to fix the prob-
lem at that time.

At 5:53 a.m., the ship’s engineering automated read-
out log showed a sudden series of alarms. The second 
assistant engineer on watch saw smoke filling the 
engine room. He called the bridge and left the area 
with another crewmember without pushing the emer-
gency engine cut-off switch. The chief mate sounded 
the general alarm and awakened all crewmembers, 
including the captain, who assumed control of the 
bridge. 

At 5:56 a.m., the engineering automated log showed 
that the main engine remote control shutdown had 
been activated.

Failed Attempts to Close the Machine Shop Door—
At 5:58 a.m., the second engineer started the emer-
gency diesel generator, as instructed by the chief 
engineer. In preparation for releasing carbon dioxide 
(CO2) to combat the fire, the chief mate, chief engi-
neer, and assistant engineer went to the machine shop 
to close the sliding watertight door and contain the 
fire. However, they were unable to do so because the 
door had been jury-rigged with a T-handle to jam it 
open. With thick billowing smoke filling the space, 
they retreated. 

Lessons
   Learned
from     USCG Casualty
Investigations

Lethal Lifesaver
Carbon dioxide saves  

a ship but claims two lives.

by Ms. Carolyn Steele 
Technical Writer

M/V Cape Horn.



Winter 2011–2012       Proceedings 79www.uscg.mil/proceedings

Meanwhile, the 
other crewmem-
bers proceeded to 
their assigned fire 
stations. The chief 
mate took a mus-
ter, ordered bound-
ary cooling of the 
lower deck bulk-
heads, and ordered 
the engine room 
vents closed. The 
chief mate ordered 
the second mate to 
stage firefighting gear on the main deck (deck 4) out-
side the guillotine door leading to the main ramp.

The second assistant engineer went to deck 5 to close 
the ventilation dampers on the port side of the stack 
bulkhead. He discovered that three of the five damper 
handles were in the “open” position. When he tried 
to close them, two of the handles snapped off. Later 
examination showed that even though badly rusted, 
the handles had been painted over.

At 6 a.m., the bridge watch sent a Mayday call. Twenty 
minutes later, the chief mate and boatswain’s mate 
descended the main ramp to survey the fire. Brown 
smoke was billowing out of the machine shop, again 
preventing them from closing the door.

Crewmembers wearing self-contained breathing 
apparatus (SCBAs) made a third attempt to close the 
machine shop door. Smoke and poor visibility again 
hampered their progress. After about 10 minutes, one 
crewmember’s low air alarm went off, forcing the 
team to retreat before they could reach the jammed-
open door.

Carbon Dioxide Release—The captain, the chief 
mate, and the chief engineer discussed releasing car-
bon dioxide from the ship’s fixed firefighting system. 
Because the machine 
shop door was still open, 
they believed that CO2 
would be released into 
both the engine room 
and deck 3, reaching 
the entire blaze if the 
fire had spread beyond 
the engine room. Before 
releasing the CO2, the 
chief mate took a mus-

ter to account for all 
crewmembers. 

At around 6:45 
a.m., nearly an hour 
after the fire alarm 
sounded, the cap-
tain tried to enter 
the CO2 room, but 
he, too, encountered 
a veil of smoke. He 
donned an SCBA 
and re-entered the 
room. The captain 
then unintention-

ally released CO2 into hold 3, thinking he was releas-
ing the CO2 into the deck 3 engine room.

The captain returned to the bridge and was relieved 
to see white smoke coming from the stack and puri-
fier room vent on deck 6; the smoke had previously 
been black. Despite the misdirected discharge of CO2 
into hold 3, the white smoke indicated that the fire 
had been successfully extinguished.

After the Fire
The following account is based on the recollections of 
various crewmembers after the fact. Because visibility 
was at times poor, and several of the men were likely 
suffering from the effects of smoke and CO2 inhala-
tion, there was some confusion about the exact times 
and sequence of events. 

The captain, chief mate, and chief engineer discussed 
the need to re-enter the engine room to establish the 
status of the fire and assess the ship’s ability to get 
underway. They also discussed how long to wait to 
enter the engine room after the CO2 release. The chief 
engineer was concerned about the fact that the ves-
sel was hundreds of miles from land with a cargo of 
ammunition. He was anxious for the crew to “bring 
the ship back to life.” 

For the next hour, crew-
members performed 
boundary cooling and 
pre-staging of firefight-
ing equipment to pre-
pare for re-entry into 
the engine room. Dur-
ing this time the cap-
tain, chief mate, and 
chief engineer planned 

Machine shop door, dogged open.

Valve release diagram and valve releases for engine room and hold 3.
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the route and equipment needed, and divided crew-
members into three teams: 

•	 primary—the chief mate and chief engineer; 
•	 secondary—the first assistant engineer and a 

third assistant engineer; 
•	 backup—an able-bodied seaman and another 

third assistant engineer. 

The captain, aware of the dangers of CO2, issued a 
specific order that teams were not to enter the lower 
level of the engine room. Carbon dioxide is heavier 
than air and would be more concentrated at lower lev-
els of the vessel.

The second mate was tasked to keep a log of entry/
exit times and other specific events, but was unable 
to do so because he did not have a wristwatch. One of 
the military personnel aboard assisted him as a time-
keeper to track how long entry teams were “on air.” 

After donning their SCBA gear, teams entered from 
the deck 4 starboard stairwell and descended to the 
machine shop. In the events that followed, several 
crewmembers experienced frequent radio communi-
cation loss. In fact, 
during the com-
munications check 
when the chief 
mate initially tried 
to speak through 
his SCBA mask, 
the transmission 
was so garbled 
that he continually 
lifted his mask 
when speaking 
into the radio. 

The backup team 
manned the hose, the secondary team advanced 
toward the machine shop watertight door, and the 
primary team continued on through the machine 
shop onto the platform overlooking the engine room. 
From here they saw that the fire appeared to be extin-
guished, which they reported to the captain at 6:04 
a.m. 

At 6:15 a.m., the primary and secondary teams 
changed out their SCBA air tanks and entered the 
starboard stairwell, intending to check on the sta-
tus of the fire. The backup team remained on deck 4 
without donning SCBAs. The primary and secondary 
teams passed the electrical workshop and descended 

the stairwell into the engine room. They were not 
using safety lines to tether team members together. 

Man Down
From this point on, the account of events becomes 
somewhat murky because no timeline was logged for 
most activities. Therefore, much of the following can-
not be verified.

The secondary team remained at the base of the stair-
well next to the engine control room while the pri-
mary team went around the aft end of the main die-
sel engine. The chief engineer felt residual heat and 
could see damage from the fire in the aft port side of 
the main diesel engine. He had gone to the top of the 
port side stairwell leading down into the lower deck 
of the engine room and was looking down when he 
lost consciousness and fell, landing on a small plat-
form at the bottom. It is not clear what caused the fall. 

At 6:30 a.m., seeing his unconscious teammate at the 
foot of the stairs, the chief mate stated “man down” 
over the radio and descended the staircase alone to 
help the fallen man. Upon hearing this transmission, 
the captain ordered the backup team into action. 

They donned SCBAs 
and proceeded to the 
lower decks. A short 
time later, the third 
assistant engineer, 
who was on the sec-
ondary team, went 
back up the stairs to 
get more help.

The chief engineer 
regained conscious-
ness. He was lying 
alone where he 

had fallen (on the platform next to the entrance to 
the emergency escape trunk) and was wearing an 
emergency life-saving apparatus 10-minute air pack, 
which the chief mate presumably placed on him. The 
chief engineer was able to open a nearby escape trunk 
door and climb to safety. He rejoined the crew at the 
starboard side and was administered oxygen by the 
ship’s medical officer. His escape was not communi-
cated to the other teams. 

Men Down
In the meantime, not realizing the chief engineer had 
recovered and was safe, the other designated team 
members continued their attempts to recover him. 

Engine room diagram. Location: second platform deck.

  Doors
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An electrician (not assigned to any 
team) also donned an SBCA mask and 
descended the stairs alone to deck 2. 
He found the chief mate unconscious 
on the deck behind the stair tower at 
the aft end of the main diesel engine. 
He saw the chief mate’s air gauge 
read “empty.” The chief mate was 
unresponsive, and his pupils were 
fixed and dilated. The electrician then 
found the first assistant engineer also 
lying unconscious on the ramp lead-
ing down to the port side of the engine 
room. He too was unresponsive; his 
air gauge also read “empty.”

While the electrician was trying to help the first 
assistant engineer, the backup team found the chief 
mate lying behind the stair tower with no pulse. The 
backup team quickly changed out the chief mate’s 
air tank with an extra tank they had brought and 
attempted to move him to safety. They were unable to 
do so because both of the backup team members’ low-
air alarms began to sound, so they were compelled to 
leave the area. 

At 10:05 a.m., after several team efforts, the uncon-
scious first assistant engineer was brought into the 
port side escape trunk. Two crewmembers adminis-
tered CPR. He was then placed in a litter and hauled 
up through the trunk to deck 4. For the next hour and 
a half CPR was performed on him—unfortunately, to 
no avail. 

Because of limited air time and exhaustion, it took 
several rescue team attempts to carry the chief mate 
up the stairwell to deck 4. CPR efforts continued on 
him for an hour, but at 12:05 p.m. they were halted 
because he could not be revived. 

Post-Casualties
At 2 p.m., the M/V Mohihana arrived to respond to the 
Automated Mutual Assistance Vessel Rescue system 
alert. It left the scene at 3:45 p.m. because the captain 
of the damaged vessel said that help was not needed.

At 2:30 p.m., the bodies of the two crewmembers 
were placed in a cold storage facility aboard the RoRo 
vessel.

At 4 p.m., the captain ordered a team to be assem-
bled to enter the engine room, assess the status of the 
engine room, and ensure the fire was out. A primary 

and backup team donned SCBAs, explored the entire 
engine room, and found no continued threat of fire. 
The captain then ordered the engine room ventilated. 

The vessel established communications with USNS 
Shasta and Hawaiian Tug and Barge. The USNS Shasta 
ship arrived on Monday, April 2, and began towing 
the damaged vessel. The tug Hoku Kea arrived on 
Wednesday morning and took over towing duties.

The RoRo vessel arrived at her destination—Pearl 
Harbor, Hawaii—on Friday, April 4, 2002. The ship 
had sustained $1,984,250 of damage to its engine 
room. 

Autopsies performed on the two crewmembers stated 
that the cause of death was asphyxia due to oxy-
gen deficiency combined with CO2 inhalation. Both 
deaths were deemed accidental. 

What Went Wrong
The fire and resulting deaths of two men were caused 
by a combination of human error and mechanical fail-
ures. Obviously, a fire aboard a ship carrying ammu-
nition is a serious enough casualty in itself, but what 
happened after the fire was put out turned a costly 
accident into a tragedy. 

Based on its examination of the ship after the acci-
dent and its review of crewmembers’ statements, the 
Coast Guard was able to piece together and analyze 
the events that led to this tragedy. One fact emerged 
for investigators: The fire and resulting deaths of the 
crew rescue were due to a combination of factors, not 
the result of a single human error or mechanical fail-
ure alone.

Where chief engineer fell down stairwell and proximity of escape trunk. Photo on 
right shows view through door to escape trunk.

Escape trunk

C/E landed here

Door to escape trunk
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Equipment Failure
•	 Leaking pipe 
	� The first link in the disastrous chain of events 

was inadequate maintenance on the ship. The fire 
started when mist from a leak in a pressurized 
fuel oil return line came into contact with a heat 
source (a turbocharger or electrical panel) in the 
engine room. The leak itself was the result of a 
poorly brazed joint where improper filler mate-
rial was used for the repair when the vessel had 
last been in dry dock. When the joint failed, pres-
surized fuel oil escaped from the fitting. 

•	 Broken damper handles 
	� Coast Guard inspectors later found that three of 

the five damper control handles were broken, the 
third failure having occurred when one of the 
dampers was reopened after the fire. They were 
rusted through and painted over, had not been 
greased, and were full of sandblast grit, causing 
some parts to become stuck in position. Further, 
the open/closed positions of one damper control 
had been marked backward. 

•	 Substandard radio devices 
	� Crewmembers’ SCBA masks did not have inte-

grated communications. This led the chief mate 
to raise his mask while speaking. Several crew-
members would later note that communications 
were made difficult by the design of the equip-
ment, and that they often had to repeat them-
selves because of ineffective transmission. 

•	 Defective SCBAs 
	�A ll but one of the teams’ SCBAs later failed at 

least one of the National Institute for Occupa-
tional Safety and Health tests for conformance to 
federal performance requirements.

Human Error
•	 Faulty communications 
	�T he third assistant engineer on the 4 to 8 a.m. 

watch first noticed the oil leak. He would later 
state that he notified the chief engineer, who at 
the time was repairing the No. 2 cylinder fuel oil 
return line. However, the chief engineer told the 
Coast Guard that he never heard about the No. 9 
cylinder leak. For whatever reason, critical infor-
mation about the leak was never passed on to the 
next watch, so nothing was done to address it at 
the time. 

•	 Critical oversight 
	� Though the second engineer was the first person 

to see smoke filling the engine room and called 
the bridge to sound the general alarm, he failed 
to shut down the vessel’s main engine. Though it 
was shut off from the bridge a few minutes later, 
in an emergency involving fire—especially one 
on a vessel carrying ammunition—every second 
counts.

•	 Safety breach 
	�T he sliding machine shop 

door was jury-rigged with a 
T-handle to keep it jammed 
open. Crewmembers stated 
that the door was kept open 
most of the time while the 
ship was underway to allow 
ease of access.

•	� Lack of familiarity with the 
vessel’s controls 

	�T he captain unintention-
ally released CO2 into hold 
3 near the bow of the ship, 
rather than deck 3, which 

was immediately forward of the engine room and 
was the intended target of the CO2 release. 

•	 Errors in judgment
	�T hough the station bill designated the chief mate 

as “at scene in charge,” he personally participated 
in the primary emergency team with the chief 
engineer. His personal involvement contributed 
to a breakdown of command and control when 
he devoted his full attention to the aid of a fallen 
member of the crew, the chief engineer.

	�T he second mate, who was tasked with timekeep-
ing and logging of entry teams, did not wear a 

Broken damper controls and improperly marked control.



Winter 2011–2012       Proceedings 83www.uscg.mil/proceedings

wristwatch, which threatened direct and imme-
diate communications and compromised the 
safety of all involved.

	�A fter the casualties, the captain declined assis-
tance from the first vessel to arrive on the scene 
despite the recent loss of two crewmembers and 
the fact that no final fire assessment had been per-
formed on the engine room. 

•	 Flawed contingency planning 
	� The backup team on the first post-CO2 fire assess-

ment/entry was on air at the same time as the 
primary and secondary teams. This reduced the 
effectiveness of backup efforts in the event of an 
emergency, where all teams would have expended 
the same amount of air. Essentially, there was no 
real “backup.” 

•	 Lack of organization 
	�O n the second re-entry to the machine room 

after the fire was extinguished, the backup team 
stayed on deck 4 off-air but did not don their 
SCBAs, which delayed their ability to respond 
when called on to do so. Further, the teams did 
not use lifelines. Had they done this, they might 
have averted the tragic series of events that began 
when the chief engineer fell down the stairs.

•	 Failure to follow orders 
	�T he chief mate as well as members of the other 

teams disobeyed the captain’s orders by descend-
ing into the lower level of the engine room to 
look for their crewmate, who had fallen down the 
stairs. 

Questions and Possible Answers
➤	� Why wasn’t there an immediate response to the leak in 

the No. 9 cylinder fuel oil return line?
The chief engineer would later testify that he had not 
been told about the leak. Perhaps the third assistant 
intended to tell him, or thought he had told him, but 
in fact did not. Perhaps the chief engineer may not 
have registered the information because he had been 
repairing a leak on the No. 2 cylinder fuel oil return 
line at the time he was told about the leak. Whatever 
the reason, the information was not passed on.

➤	� Why was the machine room door dogged open?
The ergonomic design of the door was very poor. One 
crewmember told USCG investigators that the sub-
hatch of the door was a “shin buster.” Crewmembers 
were unable to easily pass this area without bumping 
into a sharp edge, so they kept it open for easy access.

➤	� Why were the ventilation damper handles in such poor 
condition?

It is possible this ship’s state of preparedness was 
compromised because she had only recently been 
activated from reduced operational status to ready 
reserve status. 

➤	� Why did the chief engineer fall down the stairs, trig-
gering the second, tragic series of events? 

When questioned by Coast Guard investigators, 
the chief engineer seemed unclear about what had 
caused him to fall. He offered different explanations, 
such as “On the first or second step, I either slipped 
or (the) mask seal failed” and “I went to sleep or fell 
asleep.” It is possible that he inhaled enough CO2 to 
make him lightheaded or disoriented, causing him to 
lose his balance or pass out. Additionally, since teams 
were not using safety lines, his fall was unimpeded, 
making it easy for him to become separated from the 
others.

➤	� Why did the captain release CO2 into the wrong area of 
the vessel? 

This mistake may have been partly because the CO2 
controls included labels for ship’s holds and decks 
rather than just simply the ship’s decks, the more 
common reference point for mariners. 

➤	 �Why did team members enter the lower level of the 
engine room, in violation of the captain’s orders?

The men were likely responding to a human instinct 
to help a fallen crewmember without pausing to think 
about the captain’s instruction or danger to them-
selves.

➤	� Why didn’t the two men who died realize that the 
escape trunk was also nearby?

Both victims were found only a couple of feet from the 
escape trunk, which would have led them to safety. 
They were no doubt overcome by CO2, which even at 
a lower concentration can cause confusion and dis-
orientation. 

➤	� Why did the crew fail to use the buddy system?
The chief mate descended to the lower engine room 
alone to check his fallen teammate. The third assistant 
engineer returned to the staging deck alone. One pos-
sible explanation for this is that this ship’s crew did 
not take time during the two weeks after they were 
put on ready reserve status to perform multiple emer-
gency and fire drills before they began their voyage 
from San Francisco. 
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Assessment and Lessons Learned
Though it did not indict any single factor or individ-
ual as being to blame for the tragedy, the USCG report 
went on to state:

“An inadequate maintenance regime might better be 
attributed, at least partially, to those who maintained 
the vessel in a reserve operating status rather than 
the crew that actually manned the vessel at the time 
of the incident.” 

Lessons Learned
•	 Practice makes perfect. Performing drills time 

and again may be tedious, but it is the only way to 
reduce the risk of a catastrophe. This particularly 
applied in the case at hand, where the ship’s cargo 
was ammunition. 

•	 Take time to think things through, even though 
your first instinct might be adrenaline-based. In 
this case, had the first mate and second engineer 
stopped a moment to consider the captain’s orders 
not to go into the lower level of the engine room 
because of higher CO2 concentrations, they might 
not have lost their lives.

•	 Know your ship and know your shipmates. In 
this case, the crew consisted of merchant mariners 
who had perhaps never before worked together 
as a team. Though ship procedures and the chain 

of command are things all mariners are trained to 
follow, people’s work styles and methods of com-
munication may vary tremendously from crew to 
crew.

•	 In sufficient concentration, carbon dioxide is a 
lethal gas. It can put out a fire, but it can also kill 
in a matter of seconds without warning. Take all 
possible precautions when using it.

•	 When in doubt, err on the side of caution. 

Analysis 
The Coast Guard’s analysis of this case points out that 
there was no single human error, no single mechani-
cal failure, and no single incident where sound judg-
ment failed. 
•	 The crewmembers who jammed the door open 

did not foresee the effect this might have in the 
case of fire. They were saving their shins. 

•	 The person who improperly brazed the pipe did 
not consider that a fuel leak could start a chain 
of events resulting in damage to the ship and the 
death of others. 

•	 The men who risked their lives to try to save their 
comrade did not consider the possible results of 
not being tethered together, and did not respond 
to the limitations of their breathing apparatus. 
They were only focused on helping their fallen 
crewmember. 

Escape trunk where 
chief engineer exits and 
first assistant engineer 
later carried through.

Diagram of engine room, noting locations where chief mate and first 
assistant engineer were found.

Chief engineer 
originally  
fell here.

Chief mate 
found here.

First assistant 
engineer found 
here (on ramp).
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•	 The person who painted over the rusty damper 
handles did not stop to think that he or she might 
be setting the stage for equipment failure at a 
critical moment. 

Ultimately, the lesson to be learned from this tragic 
incident is not something that can be turned into a 
simple axiom or phrase like “Always check your 
gear.” Rather, it illustrates how every safety procedure 
affects another. A series of failures will escalate the 
danger and diminish the ability to halt the problem. 
The Coast Guard’s report expressed it as follows:

“Expert analysis of system accidents reveals a com-
mon trait: Tragedies do not result from a single factor, 
either human error or mechanical failure. Complex 
systems, such as the maritime transportation system, 
simply possess too many proven defenses for a single 
factor to pose a significant threat in itself. Instead, 

major tragedies appear to result from a strange and 
unforeseen combination of events and factors, each 
occurring at exactly the right time and place to enable 
the next. Together, the threats build or synergize; 
each single factor is necessary because the accident 
couldn’t happen without it, but insufficient without 
the others.” 
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Understanding Methyl Ethyl Ketone

What is it?
Methyl ethyl ketone (also known as MEK), is an 
organic compound found in many household prod-
ucts. It is commonly used in the manufacture of 
plastics, textiles, coatings, rubber-based industrial 
cements, printing inks, bonding agents, and magnetic 
tapes. The compound is an effective and common sol-
vent that contributes to its main application as a low-
boiling solvent for nitrocellulose, acrylic, and vinyl 
surface coatings. The paints and coatings industry 
accounts for over half of the global demand for MEK. 

How is it shipped?
MEK is a colorless liquid at room temperature and 
normal atmospheric pressure, with an odor similar to 
acetone. Liquid methyl ethyl ketone is typically trans-
ported by truck, train, plane, barge, or ship. 

Why should I care?
Shipping concerns.
MEK is categorized as a Category Z noxious liquid 
substance.1 This means that it is deemed to present 
a minor hazard to either marine resources or human 
health. 

This product has a very low flash point of - 9 degrees 
Fahrenheit and can ignite at room temperature. It 
should also be noted that water is not recommended 
to be used to fight a fire involving this product, since 
it can cause the hot chemical to splatter and/or cause 
the fire to spread. Instead, it is recommended to use 
CO2, alcohol foam, or dry chemical to fight MEK fires. 

Additionally, MEK is reactive with oxidizing agents, 
acids, and alkalis, in some cases posing a risk of 
explosion. Therefore, methyl ethyl ketone should not 
be stored near these products. 

Health concerns.
Methyl ethyl ketone has the potential to be harmful 
and may cause irritation to the skin, eyes, and respi-
ratory tract, leading to itching, and pain. Ingestion 
may cause disruptions to the gastrointestinal tract 
with symptoms such as nausea, vomiting, or diar-
rhea. Inhaling MEK at high concentrations may cause 

central nervous effects, including headache, dizzi-
ness, unconsciousness, and even coma. 

While handling MEK workers must use gloves, wear 
body-covering clothing, goggles, and a vapor respira-
tor. It is also recommended to work in well ventilated 
areas while handling the compound. 

Fire or explosion concerns.
MEK is flammable and has the capability to explode 
when in contact with the chemicals discussed previ-
ously. If the cargo is involved with a fire, the vapors 
and fumes are hazardous and should be avoided. It is 
essential for emergency responders to wear self-con-
tained breathing apparatus and rubber over clothing 
(including gloves), and to combat the fire from a safe 
distance or protected location. The recommended 
method to extinguish the fire is with alcohol-resistant 
foam or multi-purpose foam.

What is the Coast Guard doing about it?
MEK is categorized as a “Subchapter D” cargo, reg-
ulated in 46 Code of Federal Regulations Part 30.25. 
This cargo is carried in tank barges and ships that are 
required to be inspected by the Coast Guard.

Required design and construction standards for these 
vessels include:

•	 being double-skinned,
•	 having spacing between the hull and the inner 

tank wall,
•	 employing individual tank manifolds and pumps 

to avoid cross-contamination,
•	 utilizing a separate tank venting facility,
•	 being capable of internally circulating the tanks,
•	 being capable of being ventilated.

About the author: 
LT Sean Peterson is a chemical engineer in the Hazardous Materials 
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Nautical
Engineering
Queries

Nautical
Engineering
Queries Prepared by NMC Engineering 

Examination Team

uestionsQ
1.	� The closing of the exhaust valves used on a modern, large, low-speed main propulsion diesel engine may be directly 

provided by  .

	A .	 mechanical pushrods
	 B.	 compressed air pressure
	 C.	 hydraulic pressure
	 D.	 exhaust pressure

2.	� When a controller with proportional position action is used to control a process, a load change will cause the con-
trolled variable to stabilize at some value other than the set point value. The new point at which the controlled vari-
able stabilizes is called  .

	A .	 offset
	 B.	 deviation
	 C.	 control point
	 D.	 load point

3.	 �The mechanical efficiency of a particular centrifugal bilge pump is 92.5 percent. What is the smallest horsepower 
motor that can effectively operate this pump at a capacity of 100 gpm with a discharge head of 15 feet?

	 A.	 ¼ HP
	 B.	 ½ HP
	 C.	 ¾ HP
	 D.	 1.0 HP

4.	 The main condensate pump in a steam propulsion plant discharges directly to the  .

	A .	 air ejector inter-condenser
	 B.	 main condenser hotwell
	 C.	 air ejector after-condenser
	 D.	 DC heater vent condenser
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EngineeringAnswers

1.	� Note: In the past, most large, low-speed, main propulsion diesel engines were valve-less, utilizing either cross-flow or loop scavenging to remove exhaust 
gases from the cylinder via exhaust ports in the cylinder liner. Today, large, low-speed main propulsion diesel engines primarily utilize uniflow scavenging 
in which each cylinder features one centrally located exhaust valve.

	 A.	 mechanical pushrods.	� Incorrect Answer: Medium and high speed diesels engines equipped with the conventional over-
head valve arrangement utilize mechanical pushrods. The pushrod, along with the camshaft 
lobe, cam follower, and rocker arm are the means by which valve is opened. The valve is closed 
by spring force.	

	� B.	 compressed air pressure	� Correct Answer: Exhaust valves on modern, large, slow speed uniflow scavenged main pro-
pulsion diesel engines are fitted with exhaust valve actuators, utilizing fluid power for valve 
operation. The valves are opened under hydraulic pressure and are closed with compressed air 
pressure. The air actuator is sometimes called an air spring, since it performs the same function 
as conventional valve springs (valve closure) using compressed air.

	 C.	 hydraulic pressure	� Incorrect Answer: As explained in choice “B” above, hydraulic pressure is the exhaust valve 
opening force, not the closing force. 

	 D.	 exhaust pressure	� Incorrect Answer: Exhaust gas is not a suitable media for exhaust valve operation. Exhaust gas is 
not high enough in pressure to close the exhaust valve. 

2.	� Note: Controllers that feature proportional action exhibit a unique behavior. The set point value, as the name implies, is the setting of the controlled process 
that the controller is designed to maintain. Ideally, the set point value and the actual measured value are identical. As with all process control action types, 
with load or demand changes the measured value will differ from the set point value. This difference is called deviation (or error), which causes a corrective 
response. As the controller reacts to the deviation, the controlled variable will stabilize at a value proportional to the load or demand, and it will be different 
from the set point value. This difference is called offset. The new point at which the controlled variable stabilizes is called the control point. 

	 A.	 offset	 Incorrect Answer: Offset is the difference between the set point value and the control point value.
	 B.	 deviation	 Incorrect Answer: Deviation is the difference between the set point value and the measured value. 
	 C.	 control point	� Correct Answer: The value at which the controlled variable stabilizes is called the control point. It will vary 

with the load or demand.
	 D.	 load point	� Incorrect Answer: Load point is a fictitious term. The point at which the controlled variable will stabilize for 

a given load is called the control point, not the load point.

3.	 A. ¼ HP	 Incorrect Answer: The ¼ HP (0.250 HP) motor is too small to operate the pump.
	 B. ½ HP	� �Correct Answer: The ½ HP (0.500 HP) motor is the smallest horsepower motor available to effectively operate the 

pump. See solution below.
			   �Solution: The potential energy gained by the liquid is equal to the weight of the liquid pumped, multiplied by the 

height it is to be discharged, multiplied by the pump capacity.
			E   xpressed mathematically: (8.58 lb/min) (100 gal/min) (15 ft) = 12,870 foot-pounds
			�   Using the conversion factor of: 33,000 foot pounds per minute = 1 horsepower. The theoretical HP required to operate 

the pump would be: 12,870 foot-pounds per min ÷ 33,000 foot-pounds per min per HP = 0.390 HP 
			�   The mechanical efficiency of the pump is 92.5 %, so actual HP required to operate the pump would be: 0.390 HP 

÷ 0.925 (mechanical efficiency) = 0.421 HP = Minimum HP of motor required to effectively operate the pump.
	 C. ¾ HP	� Incorrect Answer: The ¾ HP (0.750 HP) motor could operate the pump, but is not the smallest HP motor available to 

operate the pump.
	 D. 1.0 HP	� Incorrect Answer: The 1.0 HP motor could operate the pump, but is not the smallest HP motor available to operate the 

pump.

4.	�A . air ejector inter-condenser	� Correct Answer: Condensate discharged by the main condensate pump first passes through the 
tubes of the air ejector inter-condenser. The condensate passing through the inter-condenser 
tubes condenses the steam/gas mixture discharged to the inter-condenser shell by the first stage 
air ejector unit. The resultant condensate drops to the bottom of the inter-condenser shell, and 
drains back to the main condenser via a U-shaped loop seal. 

	 B.	 main condenser hotwell	� Incorrect Answer: The main condensate pump takes suction from the main condenser hot-well. 
	 C.	 air ejector after-condenser	� Incorrect Answer: Upon exiting the air ejector inter-condenser tubes, condensate from the main 

condensate pump then flows through the tubes of the air ejector after-condenser. The condensate 
passing through the after-condenser tubes condenses the steam/gas mixture discharged to the 
after-condenser shell by the second stage air ejector unit. The resultant condensate drops to the 
bottom of the after-condenser shell, and drains back to the atmospheric drain tank. 

	 D.	 DC heater vent condenser	� Incorrect Answer: Condensate discharged by the main condensate pump must pass through 
the air ejector condenser unit and gland exhaust condenser before entering the DC heater vent 
condenser.
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1.	 International & Inland: What describes a head-on situation? 

	A .	S eeing a vessel displaying both sidelights ONLY dead ahead. 
	 B.	 Seeing two forward white towing identification lights in a vertical line on a towing vessel directly ahead.
	 C.	S eeing both sidelights of a vessel directly off your starboard beam. 
	 D.	S eeing both sidelights and masthead light(s) of a vessel dead ahead. 

2.	 What is the computed breaking strength of a 4-inch manila line? 

	A .	 5,280 lbs. 
	 B.	 7,700 lbs. 
	 C.	 12,200 lbs. 
	 D.	 14,400 lbs. 

3.	 You are loading a cargo that includes cylinders of acetylene aboard your break bulk vessel. Which statement is true? 

	A .	T he cylinders must be stowed at least 10 horizontal feet from corrosive materials in the same space. 
	 B.	 Stowage in the upper deck is considered to be the equivalent of “on deck” stowage for this cargo. 
	 C.	 The cylinders must have a red label for flammability and a green label for compressed gas. 
	 D.	T he cylinders may be protected from the radiant heat of the sun by laying a tarp on them. 

4.	 �You are bound for Baltimore via Cape Henry on a 15 knot ship. If the flood at Chesapeake Bay entrance begins at 1800 
EST (ZD +5), at what time would you depart from the Chesapeake Bay entrance to have the most favorable current? 

	A .	 1700 hours 
	 B.	 1800 hours 
	 C.	 1900 hours 
	 D.	 2030 hours
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1. 	A .	S eeing a vessel displaying both sidelights ONLY dead ahead.	 Incorrect answer.
	 B.	� Seeing two forward white towing identification lights in a 	 Incorrect answer.  

vertical line on a towing vessel directly ahead. 
	 C.	S eeing both sidelights of a vessel directly off your starboard beam. 	 Incorrect answer. 
	� D.	�S eeing both sidelights and masthead light(s) of a vessel dead ahead. 	 Correct answer. Rule 14: Defines a head on 

situation when two power-driven vessels are meeting on a reciprocal or nearly reciprocal course. Such a situation is 
deemed to exist when a vessel sees the other ahead or nearly ahead and by night she could see the masthead lights 
of the other in a line and/or both sidelights and by day she observes the corresponding aspect of the other vessel.

2. 	A .	 5,280 lbs.	 Incorrect answer. 
	 B.	  7,700 lbs.	 Incorrect answer. 
	 C.	  12,200 lbs. 	 Incorrect answer. 
	 D.	 14,400 lbs. 	� Correct answer. Manila line is measure by circumference, C = 4 inches. 
			   Breaking strength in long tons is computed by the formula BS = C²/2.5. 
			   (4²)/2.5 = 6.4 long tons. 
			   1 long ton is equal to 2,240 lbs. 
			   6.4 long tons x 2,240 lbs. = 14,336 lbs.

3.	A .	�T he cylinders must be stowed at least 10 horizontal feet from corrosive materials in the same space. Correct answer. 
49 CFR 176.83(b)—General Segregation Requirements for Hazardous Materials tells us cylinders of acetylene, a class 
2.1 Flammable gas and class 8 corrosive materials, should be kept “away from” each other. 49 CFR 176.83(c)2(i)C(ii) 
defines “Away from” as effectively segregated so that the incompatible materials cannot interact dangerously in the 
event of an accident but may be carried in the same compartment or hold or on deck provided a minimum horizontal 
separation of 3 m (10 feet) projected vertically is obtained. 

	 B.	�S towage in the upper deck is considered to be the equivalent of	 Incorrect answer. 
“on deck” stowage for this cargo. 

	 C.	 The cylinders must have a red label for flammability and a	 Incorrect answer.
		  green label for compressed gas.
	 D.	T he cylinders may be protected from the radiant heat of the sun	 Incorrect answer.
		  by laying a tarp on them.

4.	A .	 1700 hours	 Incorrect answer.
	 B.	 1800 hours	 Incorrect answer.
	 C.	 1900 hours	 Incorrect answer.
	 D.	� 2030 hours 	 Correct answer: The following information is referenced from COMDTPUB P16721.46 Reprints from 

the tide tables and tidal current tables, which is available in the exam room: 
		�  Currents are cyclical; there are two ebbs and two floods occurring within every 24 hour period. There is a slack water 

period between each maximum ebb or flood. Using this information we know that approximately every six hours 
the direction of the current changes and approximately every three hours there is a slack water period. 

 		�  Comparisons of predicted with observed times of slack water indicate that more than 90 percent of the slack waters 
occurred within half an hour of the predicted times. To make sure, therefore, of getting the full advantage of a favor-
able current or slack water, the navigator should reach the entrance or straight at least a half hour before the predicted 
time of the desired condition of current. 

		�  The question tells us that flood at Chesapeake Bay entrance is at 1800. The current table tells us that slack water is 
the most favorable state of the current. If flood is at 1800 we can reasonably surmise the next slack will be at approxi-
mately 2100 or three hours later. The current table tells us we should arrive at the Chesapeake Bay entrance one half 
hour prior to that time or at 2030 hours.
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